Assumptions and Clarifications Regarding the Definitions of the NIST CC RA Actors
Introduction
The NIST Public Security Working Group was task to design a Cloud Computing Security Reference Architecture (CC-SRA) that supplements the NIST Reference Architecture (SP 500-292). The CC-SRA is envisioned as a three dimensional model that takes in consideration:
1. The five Actors defined in the NIST RA: Consumer, Provide, Broker, Carrier, Auditor
2. The four types of clouds defined in the NIST RA, based on the deployment model: Public, Private, Hybrid and Community
3. The three types of  services as listed in the NIST RA: Infrastructure as a Service (IaaS),  Platform as a Service (PaaS), and Software as a Service (SaaS)
In the process of designing the CC-SRA, and for this, identifying the core-set of security components that each Actor should implement to secure:
· their environment (administrative or information-security-best-practice security components), 
· the operations and the data migrated to the Cloud by the Consumer (operational security component), 
the WG had to make a set of assumptions and clarification regarding the Actors defined in the NIST Cloud Reference Architecture. 
Thorough the work of identifying the security component for the Actors the team realized that there are many components that apply to areas of an Actor’s (e.g. a Provider’s) business that require assurance of security, but that are not directly part of the service which would be contracted.  An example of this would be in the case of an Infrastructure and a Service (IaaS) environment there is not database intrinsic to the infrastructure provided, however there would be databases that are used by the Provider for administration of the macro environment and for administration of the assigned environment.  This set of security components associated with the administrative or business functions is as important for securing the Cloud Computing Ecosystem as the security components associated with the Consumer’s data and its secure operations. 

There are a few common items that we found in setting a context for application of the actors:
· All supply chain participants (Consumer, Auditor, Provider, Broker, and Carrier) must respect the interdependency of deterrent, detective, and authentication solutions.
· Consumers must inspect, account for, and fix personnel risks inherited from other members of the cloud supply chain.	Comment by   : How can a risk be fixed? 
How can Consumer “fix” it for the other Actors.
· Consumers must design and implement active measures to mitigate and contain personnel risks through proper separation of duties and limitation of privileged access.	Comment by   : All actors have to implement active measures 	Comment by   : Not all personnel inflicts a risk,   	Comment by   : This bullet brings no clarification for our purpose – it is purely IS best practice
· Boundaries for security components must include a separation of that which is directly applicable to the service from any supporting or administrative aspects of the service.	Comment by   : As written, makes no sense

In a Cloud Computing Ecosystem that serves the needs of the US Government, it is the Consumer’s (Federal agency) responsibility to determine, based upon the risk analysis performed, what is the full set of security controls that must be mandated and implemented to secure the operations and the data migrated to the cloud. It is the Consumer’s responsibility to determine/identify the subset of security controls that fall under Broker, Carrier and Provider responsibilities, based on the type of cloud used. The Consumer is also responsible to implement the security controls identified as necessary to be implemented by them. The union of all subsets of security controls must result in a set of controls that fully secure the cloud ecosystem.
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Note 1: The CC-SRA is not a comprehensive guide of security requirements for every combination of cloud-type, data, and service-model. The NIST Security RA aims to identify the core-set or security components that each Cloud Actor defined in the NIST RA should implement to secure the Cloud Computing Ecosystem.
This working document is structured as follows: in section II, we present the NIST CC RA Actors’ definitions as presented in the latest version of the SP 500-292 document; in section III we describe assumptions and clarifications our WG made for the purpose of our work and for being able to identify the core-set of security components that each actor should implement to secure their Cloud Computing Ecosystem.
NIST Cloud Reference Architecture Actor Definitions
This section lists the definitions, as described in the SP 500-292, of the NIST CC RA Actors that are participating in a Cloud Computing Ecosystem for an Information Services and Systems.
Cloud Consumer
A Cloud Consumer is the person or organization that maintains a business relationship with, and uses service from, Cloud Providers.
The cloud consumer is the principal stakeholder for the cloud computing service.
A cloud consumer represents a person or organization that maintains a business relationship with, and uses the service from a cloud provider.
A cloud consumer browses the service catalog from a cloud provider, requests the appropriate service, sets up service contracts with the cloud provider, and uses the service.
The cloud consumer may be billed for the service provisioned, and needs to arrange payments accordingly.
Cloud consumers need SLAs to specify the technical performance requirements fulfilled by a cloud provider.
Cloud Provider
A Cloud Provider is a person, organization or entity responsible for making a service available to Cloud Consumers. An essential part of any cloud based service is assured network access to the provider facilities.  A Cloud Provider acquires and manages the computing infrastructure required for providing the services, runs the cloud software that provides the services, and makes arrangement to deliver the cloud services to the Cloud Consumers through network access.  A Cloud Provider’s activities can be described in five major areas; a cloud provider conducts its activities in the areas of service deployment, service orchestration, cloud service management, security, and privacy.
Cloud Auditor
A Cloud Auditor is a party that can conduct independent assessment of cloud services, information system operations, performance and security of the cloud implementation. A cloud auditor is a party that can perform an independent examination of cloud service controls with the intent to express an opinion thereon.  Audits are performed to verify conformance to standards through review of objective evidence. A cloud auditor can evaluate the services provided by a cloud provider in terms of security controls, privacy impact, performance, etc.
Security controls are the management, operational, and technical safeguards or countermeasures employed within an organizational information system to protect the confidentiality, integrity, and availability of the system and its information. For security auditing, a cloud auditor can make an assessment of the security controls in the information system to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to the security requirements for the system. The security auditing should also include the verification of the compliance with regulation and security policy. For example, an auditor can be tasked with ensuring that the correct policies are applied to data retention according to relevant rules for the jurisdiction. The auditor may ensure that fixed content has not been modified and that the legal and business data archival requirements have been satisfied.
Cloud Broker
A Cloud Broker is an entity that manages the use, performance and delivery of cloud services, and negotiates relationships between Cloud Providers and Cloud Consumers. As cloud computing evolves, the integration of cloud services can be too complex for cloud consumers to manage. A cloud consumer may request cloud services from a cloud broker, instead of contacting a cloud provider directly. A cloud broker is an entity that manages the use, performance and delivery of cloud services and negotiates relationships between cloud Providers and cloud Consumers. In general, a cloud broker can provide services in three categories:
Service Intermediation: A cloud broker enhances a given service by improving some specific capability and providing value-added services to cloud consumers. The improvement can be managing access to cloud services, identity management, performance reporting, enhanced security, etc. 
Service Aggregation: A cloud broker combines and integrates multiple services into one or more new services.  The broker provides data integration and ensures the secure data movement between the cloud consumer and multiple cloud providers. 
Service Arbitrage: Service arbitrage is similar to service aggregation except that the services being aggregated are not fixed. Service arbitrage means a broker has the flexibility to choose services from multiple agencies. The cloud broker, for example, can use a credit-scoring service to measure and select an agency with the best score.
Cloud Carrier
The Cloud Carrier is the intermediary that provides connectivity and transport of cloud services from Cloud Providers to Cloud Consumers. A cloud carrier acts as an intermediary that provides connectivity and transport of cloud services between cloud consumers and cloud providers. Cloud carriers provide access to consumers through network, telecommunication and other access devices. For example, cloud consumers can obtain cloud services through network access devices, such as computers, laptops, mobile phones, mobile Internet devices (MIDs), etc. The distribution of cloud services is normally provided by network and telecommunication carriers or a transport agent, where a transport agent refers to a business organization that provides physical transport of storage media such as high-capacity hard drives. Note that a cloud provider will set up SLAs with a cloud carrier to provide services consistent with the level of SLAs offered to cloud consumers, and may require the cloud carrier to provide dedicated and secure connections between cloud consumers and cloud providers.
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In the process of designing the CC-SRA, and for this, identifying the core-set of security components that each Actor should implement to secure:
· their environment (administrative or information-security-best-practice security components), 
· the operations and the data migrated to the Cloud by the Consumer (operational security component), 
the WG had to make a set of assumptions and clarification regarding the Actors defined in the NIST Cloud Reference Architecture. 
Assumptions and Clarifications for the Cloud Consumer
The Consumers (US Government agencies in our case) are ultimately accountable for the security and privacy of data held by a cloud provider on their behalf.  Any external provider handling federal information or operating information systems on behalf of the federal government must meet the same security requirements as the source federal agency.  The security requirements also apply to external subsystems storing, processing, or transmitting federal information and any services provided by, or associated with, the subsystem.
It is the responsibility of the Consumer to determine the level of security needed based on the type of system, service, and policies.
Assumptions and Clarifications for the Cloud Provider
From a security perspective, the list below identifies the baseline of services a Provider should offer to their Consumers and Brokers. While the responsibility to identify the security components necessary to protect the data migrated to the Cloud remains with e Consumer, it is Provider’s, Carrier’s and Broker’s responsibility to implement the security components that fall under their control. 
It is the Provider’s responsibility address areas of concern, regarding:
•	Risk Analysis, Risk Assessments, Vulnerability Assessments, Business Continuity Plans, Disaster Recovery Plans
•	Physical and Environmental Security Policy, User Account Termination Procedures, Contingency Plan, including test protocols, Incident Reporting and Response Plan, including test protocols, Emergency Response Plan, Facility Layout 
•	Compliance with National and International/Industry Standards on Security
•	Visual Walk-Through Inspection of the Provider's facility, Security Infrastructure, Human Resources Physical Security. Environmental Security
•	 Restoration plan that should incorporate and quantify the Recovery Point Objective (RPO) and Recovery Time Objective (RTO) for services.
•	Transparency regarding the security posture of the CSP should be required.
Assumptions and Clarifications for the Cloud Broker
A Broker is an intermediary engaged by a Consumer to facilitate the selection of the services that meet the Consumer’s criteria and to coordinate these services of all other actors (e.g. cloud Providers, Carriers, Auditors) who have the ability to meet the needs of the Consumer and are selected to participate in the Cloud Computing Ecosystem.  
While the responsibility to identify the security components necessary to protect the data migrated to the Cloud remains with e Consumer, it is Broker’s responsibility, similar to Provider’s and Carrier’s responsibility,  to implement the security components that fall under their control. 
In certain cases the Consumer’s needs may require an aggregation of services provided by different Providers or Carriers.  Some Brokers may offer this service to address more complex service solutions.  In the process of service selection arbitrage comparison and contrast of similar services may be offered by a Broker to aid the Consumer in differentiating the risks and benefits of the available choices.
During the dialog that refined our understanding of the Broker role, we identified two types of cloud brokers: passive and active.
· Passive Brokers provide information and assist consumer in finding the right cloud-based solution. They may gather the Consumer’s requirements; understand his/her budgets, and recommend the best cloud Providers for Consumer to make the final decision. They may even assist in enrolling their client in the service. A clear distinction is that the Passive Broker’s interaction is transient.  Once the services have been selected and the agreements made with those who will deliver the services there is no persistent role for the Broker.
· Active Brokers are entities that provide ongoing assistance to the Consumer in the planning and management of Cloud services for the duration of the use of the Cloud Computing Ecosystem, assist with the continuity of the service, present available enhancement opportunities that support the cloud computing needs of the Consumer.  An entity may have a proactive focus for the Consumer providing dynamic access to available cloud Providers, Carriers, or Auditors based on metric factors such as cost or performance data.  The entity may even multiplex cloud Providers or Carriers so that the Consumer(s) use a single interface serviced by many Providers.  If such an integration of service is offered with a clear transparency for where each service is originating from, then the entity that offers such service is considered an Active Broker, as opposed to an entity that offers aggregation and re-packaging of the service in a way that makes opaque to the Consumer(s) the underlying services or Providers, which is identified as Provider and not Broker. 

To further clarify, the case where a Broker offers a tool – including programs, infrastructure, data handling, or other asset owned by the Broker for use by the Consumer or Provides as a go-between, constitutes a transition of the entity from a Broker to a Provider.	Comment by   : To me this does not bring clarity. It confuses more.
For the purpose of our work, the CC-SRA, we will focus on identifying the security components for an Active Broker, since the security components associated with a Passive Broker would be a subset of the above-mentioned ones. The WG needs to consider the following:
· Secure negotiation of cloud services
· Secure provision of cloud services
· Secure monitoring of SLAs, service performance and  service management
· Secure infrastructure, applications, End-to-end(E2E) network and data (information)
· Secure visibility and operational support  or dash-board on aggregation, federation, integration, and trouble shooting
· Secure financial data
· Secure service termination and/or migration to new cloud service (negotiation and provision)
The Cloud Broker has the same responsibility as the Provider for ensuring the Consumers who are dependent on a cloud supply chain and share security concerns have their areas of concerns addressed properly.	Comment by   : I do not see the new point (the assumption or clarification) we are making in this case. What is new in the fact that the Brokers should address Consumer’s concerns
Assumptions and Clarifications for the Cloud Carrier
While the responsibility to identify the security components necessary to protect the data migrated to the Cloud remains with e Consumer, it is Carrier’s responsibility, similar to Provider’s and Broker’s responsibility, to implement the security components that fall under their control. 
The security components a Carrier should implement include consideration for the exposures and threats that would be present in the transmission of data within the Cloud Computing Ecosystem, from and to the Consumer.  Due to the characteristics of the Cloud Computing Ecosystem (e.g. on-demand self-service, broad network access, dynamic resource pooling, rapid elasticity), the evolutionary nature of the internet and the development overtime of methods for signal transmission, there are inherent vulnerabilities.  Security breaches at juncture and insertion points present a challenging problem for the consideration of security for a Carrier in a Cloud Computing Ecosystem.  For these reasons the security components identified for Carriers in the CC-SRA should span of the systems the Carrier manages, but should also include testing and risk management of those preventative tasks that would be expected to reduce such vulnerabilities.
Assumptions and Clarifications for the Cloud Auditor
The CC-SRA document is addressing the core-set of the security components Auditors should implement for administrative and IS best-practice purposes, in order to secure the environment in which they operate, and to ensure the security and privacy of data they might come in contact with during audits. It is not within the scope of the CC-SRA to identify the particular security components that an Auditor should examine during a Cloud Audit.  The core-set of security components applicable to this actor is a set that would apply to the Auditor independent of any particular assessment case.  It is assumed that an Auditor would have some persistent and sensitive information regarding their client files as well and their report findings.  Examples of the information assurance best-practice include, but are not limited to, employee awareness and clean desk policies.  An Auditor is expected to be able to prove before performing any audit, that their business has sound security practices.
[bookmark: _GoBack]It is important to re-emphasize that the specific scope of an Auditor’s activity (an audit) is beyond the scope of the CC-SRA document and should be discussed, if need rises, by a separate body of work resulting in new or updated standards.
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