NIST Cloud Computing Security Workgroup (NCC-SWG) Meeting Minutes
Time: 4/20/2011 2:00-3:00 PM EST

Online at http://webconf.soaphub.org/conf/room/cc_security

NCC-SWG’s TWIKI page is at http://collaborate.nist.gov/twiki-cloud-
computing/bin/view/CloudComputing/CloudSecurity

Threads of discussions
1. The meeting went over the feedback regarding the ideas to reboot the Security Work Group.
e Alan went over his three points
a) Sales. The ability to access the impact dynamically when vulnerability occurs.

b) Real time intervention. Allow things to continue to operate, put restrictions on
particular process.

c) Standards. Allow to express such requirements and to implement them on running
architecture.

d) Identifying users. Federal users and public users are different in asserting identity.
e Objectives of the security work group.

a) Align security issues in guidance to FedRAMP controls.

b) The objectives of this work group will go beyond the FedRAMP.

c) The objective is to address security concerns and feeding the roadmap from the
security perspective.

d) This meeting is to stimulate ideas from the participants.
e) Provide vision to the objective.

f) FedRAMP currently has no guidance at the (federal) consumer side of the cloud
computing.

g) Come up with standards to help Federal executives in decision/contract making
process.

Action ltems

e Participants feel free to contribute any ideas to the work group.



