NIST Cloud Computing Security Workgroup (NCC-SWG) Meeting Minutes
Time: 07/13/2011 2:00-3:00 PM EST

Online at http://webconf.soaphub.org/conf/room/cc_security

NCC-SWG’s TWIKI page is at http://collaborate.nist.gov/twiki-cloud-
computing/bin/view/CloudComputing/CloudSecurity

Threads of discussions

1. The work group continued with the Cloud Computing Security Impediments and Mitigations
List, v06.

e Ken Stavinoha presented section 3.4, Need Clear E-discovery Guideline.
a) Providers do not have a standard API for e-discovery, an APl is needed
b) Problem statement should include discussion of need for data and meta-data

c) There is a multi-jurisdiction and possible multinational aspect to this impediment --
some data will not be available

d) When evaluating a provider, subscriber’s should also consider: i) does provider have
an e-discovery tool or API and; ii) does provider have a process for providing data for
a single tenant only

e) Evaluate providers ability to provide necessary metadata

Action Items

e Prepare the section 4.1 and 4.2 for next week’s discussion.



