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Title 

NIST Cloud Computing Security Working Group (NCC-SWG)

Background

The NIST Cloud Computing Program was formally launched in November 2010 and was created to support the federal government effort to incorporate cloud computing as a replacement for, or enhancement to, traditional information security system and application models where appropriate.  The NIST Cloud Computing Program operates in coordination with other federal-wide cloud computing implementation efforts (e.g., CIO Council) and is integrated with federal CIO Vivek Kundra’s 25-point IT Implementation Plan for the federal government.  NIST has created the following Working Groups in order to provide a technically oriented strategy and standards-based guidance for the federal cloud computing implementation effort: 
Cloud Computing Reference Architecture Working Group
Cloud Computing Taxonomy Working Group
Cloud Computing SAJACC Technical Use Cases Working Group
Cloud Computing Security Working Group (NCC-SWG)
Cloud Computing Standards Roadmap Working Group
Cloud Computing Target Business Use Cases Working Group

Purpose/Scope

The focus of the NIST Cloud Computing Security Working  Group (NCC-SWG) is to define the roadmap that will provide the foundation for development of standards and best-practices based security guidance for implementation of cloud computing to federal agencies/organizations based on (a) a definition of common roles and responsibilities (e.g., subscriber/user, cloud service provider, Trust Provider etc.), (b) an analysis of threats associated with various types of cloud services, (c) an assessment of relative strengths of various controls for countering threats and (d) the identification of monitoring efforts needed for continuous security assurance. 
 
Deliverables

The primary deliverable will be a document that will provide the roadmap for identification of security controls, scope and responsibilities for implementing the controls for secure use of various cloud services by USG.  Supporting deliverables will be developed as necessary.

Target Date 

The goal for completion of a DRAFT is March 31, 2011.  Further milestones will be developed once the WG has initiated its regular meetings.

Meeting Frequency

Frequent, recurring meetings will be held, most likely on a weekly basis.  Once the NCC-SWG volunteers are determined, the group will decide on the meeting time/day, frequency, and location.  



Membership

Participation in the Cloud Computing SWG is open to all interested parties.  There are no membership fees.

Group Leader: 	Ramaswamy Chandramouli (Mouli) - NIST
Co-convener to be announced

Coordination/Interaction

The functions of NIST Cloud Computing Working Groups are interrelated to one another in varying degrees.  The NIST Cloud Computing Security Working Group (NCC-SWG) will function in close coordination with the other NIST Cloud Computing Working Groups as needed.  Additionally, NCC-SWG will also interact with other federal cloud computing working groups as needed (CIO Council, GSA FedRAMP, etc.). 

Standing Rules

All information exchanged within the WG will be non-proprietary.
WG members should assume that all materials exchanged will be made public.
Documents will be publicly accessible on the NIST Cloud Computing Portal..

Outreach

NIST will make the results of NCC-SWG available to all stakeholders both within USG and US industry.






