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USG Cloud Computing Technology Roadmap

The roadmap will define and prioritize USG requirements for 
interoperability, portability, and security for cloud computing in order 
to support secure and effective USG adoption of Cloud Computing.

NIST has created the following Working Groups:

Cloud 
Computing 
Reference 
Architecture 
Working 
Group

Cloud 
Computing 
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Working 
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Cloud 
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Use Cases 
Working 
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Working 
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Cloud 
Computing 
Security 
Working 
Group

Cloud 
Computing 
Security 
Working 
Group

Cloud 
Computing 
Target 
Business 
Use Cases 
Working 
Group

Cloud 
Computing 
Target 
Business 
Use Cases 
Working 
Group

Cloud 
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Standards 
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Working 
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MISSION STATEMENT

NIST Cloud Computing Standards Roadmap 
Working Group will survey the existing standards 
landscape for security, portability, and 
interoperability standards / models / studies / etc. 
relevant to cloud computing, determine standards 
gaps, and identify standardization priorities.

Cloud Computing 
Standards Roadmap 
Working Group

CCSRWG
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Charter
Charter – December 27, 2010

Conveners – Mike Hogan and Annie Sokol
Participation – WG is open to all interested 

parties
Liaisons – The work of the NIST CC WGs is 

interrelated and CCSRWG will 
liaise with the other WGs as 
needed.

Deliverable – A recommended Cloud 
Computing Standards Roadmap 
document

Target Date in Charter – March 31, 2011

Cloud Computing 
Standards Roadmap 
Working Group

CCSRWG
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Deliverable

The NIST Cloud Computing Standards 
Roadmap document will serve as an input to 
the USG Cloud Computing Technology 
Roadmap.

Target Date in Charter – March 31, 2011

Present Target Date – April 30, 2011

Cloud Computing 
Standards Roadmap 
Working Group

CCSRWG
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Participants & Meetings
• Email sign-up

– January 18, 2011: 346  
– February 15, 2011: 462 
– April 2011: 537 (>250 known organizations – national and globally)

• Meetings
– First meeting was January 6, 2011
– Every Thursday afternoon at 1:00 P.M. ET
– Bi-weekly meetings since March 10, 2011 (except April 7)
– Total of 11 meetings
– The number of participants range between 20+ - 40+
– F2F Meeting – January 20, 2011, following DAPS38 meeting
– Use Case Integration Ad hoc group – met for three weeks
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January 26 – Doc.#21

February 2 – Doc.#29

February 9 – Doc. #36

February 17 – Doc.#40

February 23 – Doc.#42

March 2 – Doc.#48

Standards 
Roadmap 
Document

Standards Roadmap document

Comments due 
April 11, 2011

March 9 – Doc.#52

March 23 – Doc.#56

March 28 – Doc.#60

Cloud Computing 
Standards Roadmap 
Working Group

CCSRWG
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Cloud Computing
Standards Roadmap

Working Group
(CCSRWG)

This rest of this presentation is based upon the 
Ninth Working Draft 

+
NIST draft comments on the 

Ninth Working Draft
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Deliverable -
Standards Roadmap Document

Apply NIST Cloud Computing definition

Leverage the work of NIST Working Groups

Build an inventory of standards

Map standards to use cases and RA model

Determine standards gaps and overlaps

Identify USG standardization priorities

Concept 
of 

Operation

Cloud Computing 
Standards Roadmap 
Working Group

CCSRWG

RecommendationsRecommendations
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NIST Definition of Cloud 
Computing

“Cloud computing is a model for enabling 
convenient, on-demand network access to a 
shared pool of configurable computing 
resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly 
provisioned and released with minimal 
management effort or service provider 
interaction.”

Step 1
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http://collaborate.nist.gov/twiki-cloud-computing/bin/view/CloudComputing/StandardsRoadmap

NIST CCSRWG Collaboration SiteStep 2
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Leverage the work of NIST Working 
Groups AND Other work

Cloud Computing Standards 
Roadmap Working Group

SDOs & Others
Standards,

Conceptual Models, 
Reference Architectures, 
Standards Roadmaps,

Studies

SDOs & Others
Standards,

Conceptual Models, 
Reference Architectures, 
Standards Roadmaps,

Studies

NIST
Cloud Computing 
Working Groups

NIST
Cloud Computing 
Working Groups

Step 2
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NIST Cloud Computing 
Reference Architecture V1.0
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Inventory of Standards Relevant to 
Cloud Computing 

http://collaborate.nist.gov/twiki-cloud-computing/bin/view/CloudComputing/StandardsInventory

Step 3
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Inventory of Standards Relevant to 
Cloud Computing

Basic 
Definitions & 

Standards

Basic 
Definitions & 

Standards

High Level 
Standards & 

Definition 
for Cloud 
and Web 
Services

High Level 
Standards & 

Definition 
for Cloud 
and Web 
Services

Categoriza-
tion of Cloud 
Computing 

Related 
Standards

Categoriza-
tion of Cloud 
Computing 

Related 
Standards

Work-in-
Progress
Work-in-
Progress

TCP/IP, HTTP, 
HTML, XML, 
SOAP, REST, 

WSDL, SSL/TLS, 
XML/XMLD, 
JSON, TRP, 

DNS, SMTP…

OVF, OCCI, 
CDMI, SPML, 
Web services, 

GridFTP, OAuth, 
OpenID, WS, 
WSS, SAML, 
Frameworx, 
XACML,….

Cloud 
Taxonomy –
output from 
Reference 

Architecture 
Working 
Group…

White papers…

Step 3
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• There are not many specific Cloud Computing 
Standards
– Open Virtualization Format (OVF)

– Open Cloud Computing Interface (OCCI)

– Cloud Data Management Interface (CDMI)

• There are many cloud relevant IT standards to 
leverage

Observations on InventoryStep 3



U.S. Department of Commerce
•

18

Visualization of the Inventory
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Existing Cloud Computing 
Specific Standards 
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Cloud Computing Standards Gap 
Analysis – NIST Contribution 
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Step 5

• SaaS Self-service 
management

• Application specific 
data formats

• Application 
functional interfaces 

• SaaS Self-service 
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• Application specific 
data formats

• Application 
functional interfaces 



U.S. Department of Commerce
•

21

Cloud Computing Standards Gap 
Analysis – NIST Contribution 
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• Resource description and 
discovery

• QoS specification, 
monitoring, reporting

• SLA specification and 
negotiation

• Billing and metering 

• Resource description and 
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negotiation

• Billing and metering 
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Cloud Computing Standards Gap 
Analysis – NIST Contribution 
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• Identity and Access 
Management

• Provisioning, 
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• Single sign-on plus 
strong authentication
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USG Priorities 
– NIST Contribution
From Analysis of USG Use Cases

Step 6

• SaaS Self-service 
management

• Application 
specific data 
formats

• Application 
functional 
interfaces
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Agencies
• Contribute clear and comprehensive requirements 

for cloud computing standards projects.
• Participate actively in standards development 

projects.
• Support the concurrent development of conformity 

and interoperability assessment schemes.
• Specify cloud computing standards in their 

procurement and grant guidance.

Draft RecommendationsStep 7
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• Recommend specific cloud computing 
standards and best practices for USG-wide use.

CIO Council Cloud Computing Standards 
Working Group

Draft RecommendationsStep 7
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QUESTIONS ?

Courtesy HDR Architecture, Inc./Steve Hall © Hedrich Blessing 

Gaithersburg, MD

©Geoffrey Wheeler  

Boulder, CO
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BREAK – 15 MINUTES

10:30 – 10:45


