1 Impact Levels

The IAC impact levels are low, moderate and high.  The levels are defined in Federal Information Processing Standards (FIPS) Publication 199, Standards for Security Categorization of Federal Information and Information Systems, February 2004. Following are the definitions for confidentiality, integrity and availability, as defined in statute and a table that defines low, moderate, and high impact.
CONFIDENTIALITY 
“Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information…” [44 U.S.C., Sec. 3542] 

A loss of confidentiality is the unauthorized disclosure of information. 

INTEGRITY 
“Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity…” [44 U.S.C., Sec. 3542] 

A loss of integrity is the unauthorized modification or destruction of information. 

AVAILABILITY 
“Ensuring timely and reliable access to and use of information…” [44 U.S.C., SEC. 3542] 

A loss of availability is the disruption of access to or use of information or an information system.

	POTENTIAL IMPACT 

	Security Objective 
	LOW 
	MODERATE 
	HIGH 

	Confidentiality 
Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information. 

[44 U.S.C., SEC. 3542] 
	The unauthorized disclosure of information could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals. 
	The unauthorized disclosure of information could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. 
	The unauthorized disclosure of information could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 

	Integrity 
Guarding against improper 

information modification 

or destruction, and includes ensuring information non-repudiation and authenticity. 

[44 U.S.C., SEC. 3542] 
	The unauthorized modification or destruction of information could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals. 
	The unauthorized modification or destruction of information could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. 
	The unauthorized modification or destruction of information could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 

	Availability 
Ensuring timely and reliable access to and use of information. 

[44 U.S.C., SEC. 3542] 
	The disruption of access to or use of information or an information system could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals. 
	The disruption of access to or use of information or an information system could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. 
	The disruption of access to or use of information or an information system could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 


1 Logical Interface Category Definitions

Included in this section are the category names and definitions, the constraints and issues aggregated from the individual interface definitions, and the CIA levels.  For this draft, the CIA levels are specified for the critical data.
Power System Reliability Impact Levels
	Interface Category
	Confidentiality
	Integrity
	Availability
	Individual

	1a
	L
	H
	H
	Brian Smith &
John Camilleri

	1b
	L
	H
	M
	Brian Smith &

John Camilleri

	1c
	L
	H
	H
	Brian Smith&

John Camilleri

	1d
	L
	H
	M
	Brian Smith &

John Camilleri

	2a
	L
	H
	H
	Frances Cleveland

	2b
	L (medium for other table)
	H
	M
	Frances Cleveland

	3a*
	L (high for other table)
	M
	L
	Annabelle Lee

	3b*
	L (H for other table
	M
	L
	Annabelle Lee

	6*
	L
	M
	M
	Frances Cleveland

	7
	L
	H
	M
	Frances Cleveland

	8
	L
	M
	M
	Annabelle Lee

	9
	L
	M
	M
	Laura Hussey

	10a
	L
	H
	L
	Frances Cleveland

	10b
	L
	H
	H
	Frances Cleveland

	11
	L (H for other table)
	M
	M
	Frances Cleveland

	12*
	L (H for other table)
	M
	L
	Frances Cleveland

	13
	L (protect CSPs, etc. at H)
	H
	M
	Laura Hussey

	14
	L (H for other table)
	H 
	L
	Frances Cleveland

	15
	L
	H
	M
	Joe Bucciero & Laura Hussey

	16
	L
	H
	M
	Stan Klein

	17
	L
	H
	L
	David MacKinnon

	18
	H
	H
	H
	David MacKinnon


The categories with asterisks may not be applicable to power system reliability.  They may only be relevant to the privacy, confidentiality, and market activity table.  When H is listed in the confidentiality column, this applies to the privacy, etc. table.
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