1.1 [bookmark: _Toc328057540]Cyber-Physical Systems: Types of Cyber-Physical Mitigations
DER systems are cyber-physical systems and security breaches can have “real-world” impacts. However, generation systems have been protected against causing these real-world impacts since Thomas Edison pulled the switch in Pearl Station in 1882 to light up Wall Street for the first time in history. From the start, they included fuses to avoid voltage spikes from burning them down. They included voltage regulators to ensure the voltage remained in the proper range within the light bulbs. They used multiple generators so that one could be taken down while the other was maintained. Soon redundant cables were used, and red flags popped up if something was wrong.
Cyber controllers and embedded firmware have now been added to make modern DER systems, but the fundamental design of these physical systems to protect themselves has not changed.
What has changed is that the cyber controllers and embedded firmware now need to be protected from cyber threats as well, especially those that could cause harm to the physical devices or to the power system they are interconnected with. This requirement for cybersecurity is well understood – what is not as well understood is the ability of the power system to continue to provide the mitigating capabilities built into its design and functions for over 100 years.
Potential mitigations of “attacks” against cyber-physical systems include a combination of information cybersecurity measures and physical cybersecurity measures. An illustration of these mitigations is shown in Figure 8 and in Table 1 and Table 2.
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[bookmark: _Ref327282281]Figure 8: Mitigations by Physical and Cyber Security Measures

[bookmark: _Ref327282305]Table 1: Mitigations by Physical and Cyber Security Measures
	Mitigations by Physical Security Measures 
	Mitigations by Cyber Security Measures

	Physical Security for Devices:
· Physical access control, e.g. cages, locked doors, alarm systems, etc.
· Electrical self-protection against cyber or physical attacks, such as “hardwired” limits, tripping off, disconnecting from grid, etc.
· System self protection through “secured” parameters that cannot be remotely changed
· Sensing and response to local conditions
· Sensor data validation as “reasonable”
· Cyber data validation as “reasonable”
· Error detection
· Alarms and events on physical changes
· Redundant equipment
· Redundant data sources
· Redundant communication paths
· Configuration monitoring
· Data validation for “reasonability”
· Securing the integrity of parameters that are needed for self-protection even from local access
· Autonomous actions that minimize the need for communications
	Cybersecurity for DER Management:
· User authentication
· Access control
· Non-repudiation
· Valid cryptography for confidentiality and integrity
· Network management and control
· Network configuration management
· Intrusion detection in networks and controllers
· Key management
· Audit logs
· Incident response
· Strategic planning
· Risk management


[bookmark: _Ref328051138]Table 2: Security Management of DER Systems
	Physical Security Data for DER Management 
	Cyber Security Management of DER Systems

	· Alarms
· Event notifications
· Status
· Measurements
· Errors
	· Device authentication
· Device access control
· Authorization
·  “Out-of-the-box” security enabled
· Security for information at rest
· Non-repudiation
· Valid cryptography for confidentiality and integrity
· Results from State Estimation to validate DER status
· Results from Contingency Analysis to manage DER systems 
· Power-flow-based applications for situational awareness, such as Load/Generation Forecasts, Real-time Operations, Contingency Analysis, etc.
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