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1. Interface Characteristics and Information Flow Requirements Used to Define Security-Related Interface Categories

At the most basic level, security requirements are just the need for confidentiality, integrity, and availability (CIA). But the feasibility and cost-effectiveness of different security measures to meet these basic requirements are really affected by the technical constraints and organizational issues of the interfaces and systems. Although actual security measures must reflect the real-world of specific implementations, these security-related categories can be helpful as examples, guidelines, and/or checklists of security requirements to help utilities specify security requirements and to assist vendors and integrators as they design, implement, and maintain secure systems.

The following is the list of interface characteristics: the types of requirements, constraints, and issues (usually as a result of the balancing of cost versus security) that can help determine the key types of security requirements for the interfaces and the actors (systems, equipment, databases, etc.). These interface characteristics may therefore influence, limit, or otherwise impact the types, layers, thoroughness, and/or effectiveness of security measures for the associated actors and interface:

	Requirement, Constraint, or Issue
	Description

	Cst-1: High requirement for confidentiality and/or privacy
	which necessitates or strongly influences the types of security measures required.

	Cst-2: High requirement for integrity and/or accuracy of data
	which influences not only the types of typical security measures, but also necessitates strong accuracy and error checking.

	Cst-3: High requirement for availability
	which influences system design, network configuration, and procedures for achieving the necessary availability

	Cst-4: Low bandwidth of communications channels
	which limits the types of security measures which could be employed per channel.

	Cst-5: Microprocessor constraints on memory and compute capabilities
	which limits the types of security measures which could be employed.

	Cst-6: Wireless media
	which can pose certain types of additional security challenges.

	Cst-7: Immature or proprietary protocols
	which may not be adequately tested either against inadvertent compromises or deliberate attacks.

	Cst-8: Cross-organizational interactions
	which limit trust and compatibility of security policies and measures, including the use of out-sourced services and leased networks.

	Cst-9: Real-time operational requirements
	which entail short acceptable time latencies, and limit the choices for stopping or mitigating on-going attacks.

	Cst-10: Legacy end-devices and systems
	which limit the types, thoroughness, or effectiveness of different security measures which could be employed.

	Cst-11: Legacy communication protocols
	which limit the types, thoroughness, or effectiveness of different security measures which could be employed.

	Cst-12: Insecure locations
	which cannot be made more secure due to their physical environment or ownership.

	Cst-13: Key management for large numbers of devices
	which can limit the methods for deploying and revoking keys.

	Cst-14: Patch and update management constraints for sensitive devices
	which limits the frequency of updating security patches.

	Cst-15: Unknown or rapidly changing types of interactions
	which complicate the decisions on the types and severity of security threats and impacts.

	Cst-16: Environmental and physical access constraints
	which limit the types of security measures, particularly physical security.

	Cst-17: Legal constraints limiting security measures
	which constrain what security could be employed, such as wiretapping of suspected hackers or blocking all 3rd party access.

	Cst-18: Lack of security-consciousness in personnel
	which can cause inadvertent by-passing of security measures and can limit the number of properly trained personnel to manage and secure resources. This includes the lack of any security training of most customers.

	Cst-19: Negative public image or fears
	which can limit what functions are deployed and the types of security measures mandated or regulated.

	Cst-20: Security budgetary constraints
	which limit the development of good security policies and procedures, limit the security training of personnel, and constrain the types of security tools and services to properly monitor, test, and protect the resources.

	Cst-21: Sharing of known security vulnerabilities and security incidents limited by legal and/or regulatory factors 
	which can cause vulnerabilities to perpetuate.

	Cst-22: Novel business functions with unknown ramifications from security breaches
	which can either lead to unwarranted, burdensome security measures or, more likely, inadequate security measures.

	Cst-23: Lack of standards across interfaces
	which can lead to ad hoc engineering, difficulty in testing between vendor systems, and increased likelihood of security holes.


2. Security-Related Interface Categories
	Category

	1a.
Control systems with high data accuracy and high availability
· E.g. Between transmission SCADA and substation equipment
· Between distribution SCADA and high priority substation and pole-top equipment

	1b.  Control systems with high data accuracy without high availability 

· E.g. Between distribution SCADA and lower priority pole-top equipment

· Between pole-top IEDs and other pole-top IEDs

	
· 
· 

	2. Control systems in different organizations 

· E.g. Between an RTO/ISO EMS and a utility energy management system

	3. Control systems within the same organization 
· E.g. multiple DMS systems belonging to the same utility

	4. Back office systems under common management authority  

· E.g. Between a Customer Information System and a Meter Data Management System

	5. Back office systems not under common management authority

· E.g. Between a third party billing system and a utility meter data management system

	6. B2B connections usually involving financial or market transactions

· E.g. Between a Retail aggregator and an Energy Clearinghouse

	7. Interfaces between control systems and non-control systems 

· E.g. between a Geographic Information System and a Load Management/Demand Response System

	8. Sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements 

· E.g. between temperature sensor on a transformer and its receiver

	9. Interfaces between sensor networks and control systems

· E.g. between a sensor receiver and the substation master

	10. Interfaces that use the AMI network 

· E.g. Between MDMS and meters

· Between LMS/DRMS and Customer EMS

· Between DMS Applications and Customer DER

· Between DMS Applications and DA Field Equipment

	11. Interfaces that use customer (residential, commercial, and industrial) site networks such as HANs and BANs 

· E.g. Between Customer EMS and Customer Appliances

· Between Customer EMS and Customer DER

· Between Energy Service Interface and PEV

	12. Interface to the Customer Site

· E.g. Between Customer and CIS Web site

· Between Third Party and HAN Gateway

	13. Mobile Field Crew interfaces 

· E.g. Between field crews and GIS 

· Between field crews and substation equipment

	14. Metering interface

· E.g. Between sub-meter to meter

· Between PEV meter to Energy Service Provider

	15. Decision support interfaces

· E.g. Between WAMS and ISO/RTO
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1b.      Control systems with high data accuracy 

without high availability, as well as compute 

constraints (e.g. distribution)
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1c.  Engineering systems downloading field 

equipment settings, uploading logs, and 

maintenance

x x x x x x x x x x x x x

2.      Control systems with no compute or 

bandwidth constraints (WAN) but are in different 

organizations

x x x x x x x x x x

3.      Control systems within the same 

organization with no compute or bandwidth 

constraints

x x x x x x x x

4.      Back office systems under common 

management authority  

x x x x x

5.      Back office systems not under common 

management authority

x x x x x x x x

6.      B2B connections usually involving financial 

or market transactions

x x x x x x x x
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x x x x x

8.      Sensor networks for measuring 
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x x x x x x x x

9.      Interfaces between sensor networks and 

control systems

x x x x x x x x

10.  Interfaces that use the AMI network

x x x x x x x x x x x x x x x x x

11.  Interfaces that use customer (residential, 

commercial, and industrial) site networks such 

as HANs and BANs

x x x x x x x x x x x x

12.  Interface to the Customer Site

x x x x x x x x x x x x

13.  Mobile Field Crew interfaces

x x x x x x x x
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x x x x x x x x x x x x x x x x x x

15.  Decision support interfaces

x x x x x x x

Security-Related Interface Categories, Defined by Interface Characteristics: Critical Security Requirements, Technical Constraints, and Organizational Issues



3. Categorization of Interfaces

3.1 AMI Categorization of Interfaces

The Logical Interfaces in the diagram were categorized according to their type, based on similarity of networks, constraints, and types of information.

	Category
	Interfaces

	16. Control systems with high data accuracy and high availability, as well as media and compute constraints

· E.g. Between SCADA and field equipment
	a. AMI 17

b. AMI 40

	17. Control systems with no bandwidth constraints (WAN) but are in different organizations 

· E.g. Between an RTO/ISO EMS and a utility energy management system
	a. AMI 1

b. AMI 4

c. AMI 5

d. AMI 6

e. AMI 7

	18. Control systems within the same organization with no bandwidth constraints

· E.g. multiple DMS systems belonging to the same utility


	a. AMI 9

b. AMI 41

	19. Back office systems under common management authority  

· E.g. Between a Customer Information System and a Meter Data Management System


	a. AMI 10

b. AMI 11

c. AMI 12

d. AMI 16

e. AMI 22

f. AMI 25

	20. Back office systems not under common management authority

· E.g. Between a third party billing system and a utility meter data management system


	a. AMI 23

b. AMI 24

	21. B2B connections

· E.g. Between a Retail aggregator and an Energy Clearinghouse
	a. AMI 2

b. AMI 3

	22. Interfaces between control systems and non-control systems 

· E.g. between a Geographic Information System and a Load Management/Demand Response System


	a. AMI 8

b. AMI 13

c. AMI 14

d. AMI 15

	23. Sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements 

· E.g. between temperature sensor on a transformer and its receiver
	a. 

	24. Interfaces between sensor networks and control systems

· E.g. between a sensor receiver and the substation master
	a. 

	25. Interfaces that use the AMI network 

· E.g. Between MDMS and meters

· Between LMS/DRMS and Customer EMS

· Between DMS Applications and Customer DER

· Between DMS Applications and DA Field Equipment


	a. AMI 26

b. AMI 27

c. AMI 28

d. AMI 29

	26. Interfaces that use customer (residential, commercial, and industrial) site networks such as HANs and BANs 

· E.g. Between Customer EMS and Customer Appliances

· Between Customer EMS and Customer DER

· Between Energy Service Interface and PEV


	a. AMI 31

b. AMI 32

c. AMI 33

d. AMI 34

e. AMI 35

f. AMI 36

g. AMI 43

	27. Interface to the Customer Site

· E.g. Between Customer and CIS Web site

· Between Third Party and HAN Gateway


	a. AMI 21

b. AMI 30

c. AMI 42

	28. Mobile Field Crew interfaces 

· E.g. Between field crews and GIS 

· Between field crews and substation equipment
	a. AMI 18

b. AMI 19

c. AMI 20

d. AMI 39

	29. Metering interface

· E.g. Between sub-meter to meter

· Between PEV meter to Energy Service Provider
	a. AMI 28

b. AMI 37

c. AMI 38

	30. Decision support interfaces

· E.g. Between WAMS and ISO/RTO
	a. 


3.2 DR Categorization of Interfaces

The Logical Interfaces in the diagram were categorized according to their type, based on similarity of networks, constraints, and types of information.

	Category
	Interfaces

	1. Control systems with high data accuracy and high availability, as well as media and compute constraints

· E.g. Between SCADA and field equipment
	a. DR 12

	2. Control systems with no bandwidth constraints but are in different organizations 

· E.g. Between an RTO/ISO EMS and a utility energy management system
	a. 

	3. Control systems with no bandwidth constraints within the same organization 

· E.g. multiple DMS systems belonging to the same utility


	a. 

	4. Back office systems under common management authority  

· E.g. Between a Customer Information System and a Meter Data Management System


	a. 

	5. Back office systems not under common management authority

· E.g. Between a third party billing system and a utility meter data management system


	a. 

	6. B2B connections

· E.g. Between a Retail aggregator and an Energy Clearinghouse

· Between Market Energy Clearinghouse and ISO/RTO
	a. DR 1

b. DR 2

c. DR 3

d. I2G 1

e. I2G 2

f. I2G 3

	7. Interfaces between control systems and non-control systems 

· E.g. between a Geographic Information System and a Load Management/Demand Response System


	a. 

	8. Sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements 

· E.g. between temperature sensor on a transformer and its receiver
	a. 

	9. Interfaces between sensor networks and control systems

· E.g. between a sensor receiver and the substation master
	a. 

	10. Interfaces that use the AMI network 

· E.g. Between MDMS and meters

· Between LMS/DRMS and Customer EMS

· Between DMS Applications and Customer DER

· Between DMS Applications and DA Field Equipment


	a. 

	11. Interfaces that use customer (residential, commercial, and industrial) site networks such as HANs and BANs 

· E.g. Between Customer EMS and Customer Appliances

· Between Customer EMS and Customer DER

· Between Energy Service Interface and PEV


	a. DR 17

b. DR 19

c. I2G 19

d. I2G 20

e. I2G 22

	12. Interface to the Customer Site

· E.g. Between Customer and CIS Web site

· Between Third Party and HAN Gateway 
	a. DR 5

b. DR 6

c. DR 8

d. DR 9

e. DR 10

f. I2G 5

g. I2G 6

h. I2G 10 

	13. Mobile Field Crew interfaces 

· E.g. Between field crews and GIS 

· Between field crews and substation equipment
	a. 

	14. Metering interface

· E.g. Between sub-meter to meter

· Between PEV meter to Energy Service Provider
	a. DR 4

b. DR 11

c. DR 16

d. DR 20

e. DR 22

f. I2G 4

g. I2G 11

h. I2G 16

i. I2G 17

j. I2G 23

k. I2G 24

	15. Decision support interfaces

· E.g. Between WAMS and ISO/RTO
	a. 


3.3 DGM Categorization of Interfaces

The interfaces in the diagram were categorized according to their type, based on similarity of networks, constraints, and types of information.

	Category
	Interfaces

	1. Control systems with high data accuracy and high availability, as well as media and compute constraints

E.g. Between SCADA and field equipment
	a. DGM 9



	2. Control systems with no bandwidth constraints (WAN) but are in different organizations 

E.g. Between an RTO/ISO EMS and a utility energy management system
	b. DGM 1

c. DGM 3

d. DGM 24

	3. Control systems within the same organization with no bandwidth constraints

E.g. multiple DMS systems belonging to the same utility
	e. DGM 14

f. DGM 16

	4. Back office systems under common management authority  

E.g. Between a Customer Information System and a Meter Data Management System


	g. DGM 5

h. DGM 15

i. DGM 19

j. DGM 29

	5. Back office systems not under common management authority

E.g. Between a third party billing system and a utility meter data management system


	

	6. B2B connections

E.g. Between a Retail aggregator and an Energy Clearinghouse
	k. DGM 2

l. DGM 4

m. DGM 6

	7. Interfaces between control systems and non-control systems 

E.g. between a Geographic Information System and a Load Management/Demand Response System


	n. DGM 18

o. DGM 21

p. DGM 22

q. DGM 26

r. DGM 25

s. DGM 27

t. DGM 31

	8. Sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements 

E.g. between temperature sensor on a transformer and its receiver
	u. DGM 28 (for sensor networks)

	9. Interfaces between sensor networks and control systems

E.g. between a sensor receiver and the substation master
	v. DGM 9

w. DGM 28 (peer-to-peer IED interactions)

	10. Interfaces that use the AMI network 

E.g. Between MDMS and meters

Between LMS/DRMS and Customer EMS

Between DMS Applications and Customer DER

Between DMS Applications and DA Field Equipment


	x. DGM 11

y. DGM 12

z. DGM 17

aa. DGM 19

ab. DGM 27

ac. DGM 31

	11. Interfaces that use customer (residential, commercial, and industrial) site networks such as HANs and BANs 

E.g. Between Customer EMS and Customer Appliances

Between Customer EMS and Customer DER

Between Energy Service Interface and PEV


	ad. DGM 10

ae. DGM 30

af. DGM 32

	12. Customer Interface 
	a. DGM 13

b. DGM 23

	13. Mobile Field Crew interfaces 

E.g. Between field crews and GIS 

Between field crews and substation equipment
	a. DGM 7

b. DGM 8

	14. Metering interface

E.g. Between sub-meter to meter

Between PEV meter to Energy Service Provider (Google!)
	a. DGM 20

	15. Decision support interfaces

E.g. Between WAMS and ISO/RTO
	a. 


3.4 WASA Categorization of Interfaces

The Logical Interfaces in the diagram were categorized according to their type, based on similarity of networks, constraints, and types of information.

	Category
	Interfaces

	1. Control systems with high data accuracy and high availability, as well as media and compute constraints

· E.g. Between SCADA and field equipment
	a. WAS 7

b. WAS 14

c. WAS 15

d. WAS 16

e. WAS 20

f. WAS 21

	2. Control systems with no bandwidth constraints (WAN) but are in different organizations 

· E.g. Between an RTO/ISO EMS and a utility energy management system
	a. WAS 4

b. WAS 5

c. WAS 6

d. WAS 8

e. WAS 10

f. WAS 11

g. WAS 12

h. WAS 13

i. WAS 22

j. WAS 26

	3. Control systems within the same organization with no bandwidth constraints

· E.g. multiple DMS systems belonging to the same utility


	a. 

	4. Back office systems under common management authority  

· E.g. Between a Customer Information System and a Meter Data Management System


	a. 

	5. Back office systems not under common management authority

· E.g. Between a third party billing system and a utility meter data management system


	a. 

	6. B2B connections

· E.g. Between a Retail aggregator and an Energy Clearinghouse
	a. WAS 29

b. WAS 32

c. WAS 33

	7. Interfaces between control systems and non-control systems 

· E.g. between a Geographic Information System and a Load Management/Demand Response System


	a. WAS 2

b. WAS 25

c. WAS 27

d. WAS 28

e. WAS 31

	8. Sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements 

· E.g. between temperature sensor on a transformer and its receiver
	a. 

	9. Interfaces between sensor networks and control systems

· E.g. between a sensor receiver and the substation master
	a. 

	10. Interfaces that use the AMI network 

· E.g. Between MDMS and meters

· Between LMS/DRMS and Customer EMS

· Between DMS Applications and Customer DER

· Between DMS Applications and DA Field Equipment


	a. 

	11. Interfaces that use customer (residential, commercial, and industrial) site networks such as HANs and BANs 

· E.g. Between Customer EMS and Customer Appliances

· Between Customer EMS and Customer DER

· Between Energy Service Interface and PEV


	a. 

	12. Customer Interface 


	a. WAS 23

b. WAS 24

	13. Mobile Field Crew interfaces 

· E.g. Between field crews and GIS 

· Between field crews and substation equipment
	a. 

	14. Metering interface

· E.g. Between sub-meter to meter

· Between PEV meter to Energy Service Provider (Google!)
	a. 

	15. Decision support interfaces

· E.g. Between WAMS and ISO/RTO
	a. WAS 1

b. WAS 3

c. WAS 9


4. Diagrams Used for High Level Requirements

The following diagrams are those used for the categorizations.
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		Security-Related Interface Categories, Defined by Interface Characteristics: Critical Security Requirements, Technical Constraints, and Organizational Issues

		Requirements, Constraints, 
           and Issues






Security-Related Categories 
for Interfaces		Cst-1: High requirement for 
confidentiality and/or privacy		Cst-2: High requirement for 
integrity and/or accuracy of data		Cst-3: High requirement 
for availability		Cst-4: Low bandwidth of 
communications channels		Cst-5: Microprocessor constraints 
on memory and compute capabilities		Cst-6: Wireless media		Cst-7: Immature or proprietary 
protocols		Cst-8: Cross-organizational 
interactions		Cst-9: Real-time operational 
requirements		Cst-10: Legacy end-devices 
and systems		Cst-11: Legacy communication 
protocols		Cst-12: Insecure locations		Cst-13: Key management for large 
numbers of devices		Cst-14: Patch and update manage-
ment constraints for sensitive devices		Cst-15: Unknown or rapidly 
changing types of interactions		Cst-16: Environmental and 
physical access constraints		Cst-17: Legal constraints limiting 
security measures		Cst-18: Lack of security-
consciousness in personnel		Cst-19: Negative public image 
or fears		Cst-20: Security budgetary 
constraints		Cst-21: Sharing of known security 
vulnerabilities and incidents limited 
by legal and/or regulatory factors		Cst-22: Novel business functions 
with unknown ramifications		Cst-23: Lack of standards across 
interfaces

		1a.      Control systems with high data accuracy and high availability, as well as compute constraints (e.g. transmission)				x		x				x								x		x		x		x		x		x								x				x		x				x

		1b.      Control systems with high data accuracy without high availability, as well as compute constraints (e.g. distribution)				x				x		x								x		x		x		x		x		x				x				x				x		x				x

		1c.  Engineering systems downloading field equipment settings, uploading logs, and maintenance				x				x		x										x		x		x		x		x				x				x				x		x				x

		2.      Control systems with no compute or bandwidth constraints (WAN) but are in different organizations				x		x										x		x				x												x		x				x		x				x

		3.      Control systems within the same organization with no compute or bandwidth constraints				x		x												x				x														x				x		x				x

		4.      Back office systems under common management authority		x		x																																x				x						x

		5.      Back office systems not under common management authority		x		x												x																		x		x				x		x				x

		6.      B2B connections usually involving financial or market transactions		x		x												x														x				x				x				x		x

		7.      Interfaces between control systems and non-control systems														x		x														x										x						x

		8.      Sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements								x		x		x		x				x		x		x										x

		9.      Interfaces between sensor networks and control systems				x		x		x		x		x						x		x		x

		10.  Interfaces that use the AMI network		x						x		x		x		x		x						x		x		x				x		x		x				x		x		x		x		x

		11.  Interfaces that use customer (residential, commercial, and industrial) site networks such as HANs and BANs												x		x		x								x		x				x		x		x		x		x						x		x

		12.  Interface to the Customer Site		x										x				x								x		x				x		x		x		x		x						x		x

		13.  Mobile Field Crew interfaces				x				x				x		x				x						x												x										x

		14.  Metering interface		x		x				x		x		x		x		x				x		x		x		x		x				x		x		x		x		x						x

		15.  Decision support interfaces		x		x						x						x		x																		x								x
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