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Existing text in NISTIR 7628, Volume 1, Version 1, Section 1.4.1 – Additional Cyber Security Strategy Areas [For reference only - this will be removed from the NISTIR update pending consensus on our new cyber-physical attack section]

Combined cyber-physical attacks: The Smart Grid is vulnerable to coordinated cyber-physical attacks against its infrastructure. Assessing the impact of coordinated cyber-physical attacks will require a sound, risk-based approach because the Smart Grid will inherit all of the physical vulnerabilities of the current power grid (e.g., power outages caused by squirrels). Mitigating physical-only attacks is beyond the scope of this report, which is primarily focused on new risks and vulnerabilities associated with incorporating Smart Grid technologies into the existing power grid. The current version of this document is focused on assessing the impact of cyber-only vulnerabilities.  

Section Draft 
[May need to include footnote on CPS not being a cyber-physical attack – Potential wording “The definition of cyber-physical attack is distinct from cyber-physical systems, please refer to XYZ.” – if CPS are mentioned in introduction section or elsewhere in NISTIR]
As described in version 1 of this document, addressing combined cyber-physical attacks is an ongoing effort by the CSWG in coordination with the public and private sectors.  Cyber-physical attacks, also called blended attacks, are executed by an adversary or result from inadvertent action that cause a greater impact and/or different consequences than a cyber or physical attack could cause individually.  In order to address the enhanced impacts generated by these blended attacks, the risks and vulnerabilities for both cyber and physical attacks must be considered.  The high-level security requirements presented in this chapter address the impact of cyber vulnerabilities; however, by selecting and tailoring an appropriate subset of requirements, it is possible to also address some physical vulnerabilities of the power grid.  NIST Special Publication 800-82, Guide to Industrial Control Systems Security, and ISA 99, Industrial Automation and Control Systems Security, are additional resources that may be leveraged to help address cyber-physical attack.  
Cyber-physical attacks can be classified into three broad subsets: 

1. Physical attacks informed by cyber – The use of information gathered by cyber means that allows an adversary to plan and execute an improved or enhanced physical attack. For instance, an adversary has decided to destroy components within a substation though they are not sure which substation or components would have the greatest impact.  If they could access confidential information or aggregate unprotected information by cyber means that tells them that a particular substation is on a very congested path and which lines were at their maximum ratings, they could then physically attack that specific substation and lines.  This could cause a much greater impact than the attack of a random substation.  

2. Cyber attacks enhancing physical attacks  – An adversary uses cyber means to improve or enhance the impacts of a physical attack by either making the attack more successful (e.g. greater consequences) or interfering with restoration efforts (thereby increasing the duration of the attack).  Although the term “adversary” is used, inadvertent actions could also cause such an attack.
One example is an adversary tampering with the integrity of protective relay settings prior to a physical attack on power lines.  Although the original settings were designed to contain the effects of a failure, the tampered settings allow the failure to cascade into impacts on a wider segment of the grid. 
Another example is after a physical attack, an adversary performing DoS attacks on the availability of systems and facilities that support restoration activities.  These attacks disrupt the restoration, prolonging the resulting outages.

3. Use of a cyber system to cause physical harm – An adversary uses a cyber system that controls physical equipment in such a manner to cause physical harm/damage. An example of this is the burner management system for a natural gas generator.  In this case, an adversary or a careless operator could attempt to turn on the natural gas inflow without an ignition source present.  As the burner unit fills with natural gas, the adversary would turn the ignition source, potentially causing an explosion. 

Cyber-physical attacks can greatly enhance the overall impact and/or consequences of an attack or increase the duration of those consequences by delaying or interfering with responses.  However, good cyber, physical, and operational security
 planning and implementations can minimize these impacts. Defensive measures that can be used to minimize the likelihood of successful cyber attacks and physical attacks will also work to minimize the impacts of a cyber-physical attack. Security operators need to consider both types of attacks and how they may be used together in order to better develop systems that are resilient to cyber-physical attacks. The application of the NISTIR 7628 and other security standards and guidelines as part of an organization-wide risk management framework can help reduce the cyber vulnerabilities and limit the impacts of cyber-physical attacks.    

� Operations Security (OPSEC) is a term commonly used in the defense and intelligence communities. OPSEC is a process to deny potential adversaries information about capabilities and/or intentions by identifying, controlling, and protecting unclassified information that gives evidence of the planning and execution of sensitive activities. As applied to the Smart Grid, its goal is to protect critical information and missions from adversary attack. The adversary may seek this information to actually interfere with your operations or to gain some sort of political or economic advantage.








