	Item
	Title
	Explanation
	Recommendation (Stan’s proposed change and Group discussion outcome)

	AC-2


	Remote Access Policy and Procedures


	“4. Enforces requirements for remote connections to the Smart Grid information system.

” appears to levy a technical requirement.
	GRC with tech implications – Group decision to address this with a overarching statement in the “front matter” of HLR saying that GRC is not only policy/procedure/compliance.  
ACTION ITEM: Vicky to add few sentences indicating GRC does not only contain policy/procedures/compliance to add to pg. 76 of NISTIR (after GRC description – black text, new text in red)
The intent of the GRC requirements is to have them addressed at the organization level. It may be necessary to augment these organization- level requirements for specific logical interface categories and/or Smart Grid information systems. GRC requirements, while centered around policy, procedure, and compliance-related activities, may include technical implications. 

	AC-4


	Access Enforcement


	“The Smart Grid information system enforces assigned authorizations for controlling access to the

 Smart Grid information system in accordance with organization-defined policy.  and “A1.

 The organization considers the implementation of a controlled, audited, and manual override of automated mechanisms in the event of emergencies. ” involve technical implementation
	GRC with tech implications

No change – this remains GRC

	AC-19


	Control System Access Restrictions


	“The organization employs mechanisms in the design and implementation of a Smart Grid information system to restrict access to the Smart Grid information system from the organization’s enterprise network.

” is a technical requirement.
	Common technical

Group consensus, change AC-19 to common technical req
 

	AU-5


	Response to Audit Processing Failures


	The entire requirement is technical.
	Common technical

Group consensus, change AU-5 to common technical req


	AU-6


	Audit Monitoring, Analysis, and Reporting


	The Additional Considerations are all technical.
	GRC with tech implications

No change – this remains GRC

	AU-7


	Audit Reduction and Report Generation


	The requirement is likely technical and the Additional Consideration is definitely technical.
	GRC with tech implications

No change – this remains GRC

	AU-8


	Time Stamps


	The entire requirement is technical.
	Common technical Group consensus, change AU-8 to common technical req


	AU-9


	Protection of Audit Information


	The entire requirement is technical.
	Common technical

Group consensus, change AU-9 to common technical req

	CA-4


	Smart Grid Information System Connections


	“3. Monitors the Smart Grid information system connections on an ongoing basis, verifying

 enforcement of documented security requirements.

” and “A1.

  All external Smart Grid information system and communication connections are

 identified and protected from tampering or damage.

” appear technical.
	GRC with tech implications

No change – this remains GRC

	CM-4


	Monitoring Configuration Changes


	“3. After the Smart Grid information system is changed, the organization checks the security

 features to ensure that the features are still functioning properly.

”  appears technical.
	GRC with tech implications

No change – this remains GRC

	CM-6


	Configuration Settings


	2. Monitors and controls changes to the configuration settings in accordance with

 organizational policies and procedures;

  5. Enforces the configuration settings in all components of the Smart Grid information

 system.

  and all Additional Considerations are technical.
	GRC with tech implications

No change – this remains GRC

	CP-7


	Alternate Storage Sites


	2. The organization identifies an alternate storage site that is geographically separated from

 the primary storage site so it is not susceptible to the same hazards; and

 3. The organization configures the alternate storage site to facilitate timely and effective

 recovery operations.

  appear technical
	GRC with tech implications

No change – this remains GRC

	CP-8


	Alternate Telecommunication Services


	2. Alternate telecommunication services do not share a single point of failure with primary

 telecommunication services;

  and  3. Alternate telecommunication service providers need to be sufficiently separated from

 primary service providers so they are not susceptible to the same hazards;   appear technical
	GRC with tech implications

No change – this remains GRC

	CP-9


	Alternate Control Center


	The requirement and its Additional Considerations are substantially technical.
	GRC with tech implications
No change – this remains GRC

	CP-10


	Smart Grid Information System Recovery and Reconstitution


	The requirement is technical, especially as defined in the Supplemental Guidance
	GRC with tech implications
No change – this remains GRC

	CP-11


	Fail-Safe Response


	The requirement is technical.
	GRC with tech implications
No change – this remains GRC

	IA-3


	Authenticator Management


	1. Defining initial authentication credential content, such as defining password length and composition, tokens;  4. Specifying measures to safeguard authentication credentials.  and A1. The organization employs automated tools to determine if authentication credentials are  sufficiently strong to resist attacks intended to discover or otherwise compromise the

 authentication credentials;  are technical
	GRC with tech implications
No change – this remains GRC

	ID-5


	Automated Labeling


	The requirement is technical.
	Common technical

No changes, this should remain GRC – policy decision, implementation of req can be tech. 

	IR-6


	Incident Monitoring


	A1.  The organization employs automated mechanisms to assist in the tracking of security  incidents and in the collection and analysis of incident information.

  is technical
	GRC with tech implications

No change – this remains GRC

	IR-10


	Smart Grid Information System Backup


	The requirement is substantially technical
	Common technical

No change – this remains GRC

	MA-3


	Smart Grid Information System Maintenance


	3. Sanitizes the equipment to remove all critical/sensitive information from associated  media prior to removal from organizational facilities for off-site maintenance or repairs;  4. Checks all potentially impacted security requirements to verify that the requirements are still functioning properly following maintenance or repair actions; and  5. Makes and secures backups of critical Smart Grid information system software,  applications, and data for use if the operating system becomes corrupted or destroyed.  and A1.  The organization employs automated mechanisms to schedule and document maintenance and repairs as required, producing up-to-date, accurate, complete, and  available records of all maintenance and repair actions needed, in process, and  completed. appear technical.
	GRC with tech implications

No change – this remains GRC

	MA-4


	Maintenance Tools


	The organization approves and monitors the use of Smart Grid information system maintenance

 tools.

 has technical implications and A2. The organization inspects all maintenance tools carried into a facility by maintenance

 personnel for obvious improper modifications;

 A3. The organization checks all media containing diagnostic and test programs for malicious

  code before the media are used in the Smart Grid information system; and

 A4. The organization employs automated mechanisms to restrict the use of maintenance tools

  to authorized personnel only.

 are technical
	GRC with tech implications

No change – this remains GRC 

	MA-6


	Remote Maintenance


	The requirement, enhancements, and Additional Considerations are substantially technical
	GRC with tech implications

No change – this remains GRC

	MP-3


	Media Marking


	The requirement can only be implemented by technical means for most items.
	GRC with tech implications

No change – this remains GRC

	MP-6


	Media Sanitization and Disposal


	Sanitization of media can only be performed by technical means.
	GRC with tech implications

No change – this remains GRC

	PE-8


	Emergency Shutoff Protection
	The requirement appears technical
	Common technical

Change to Common Tech.

	PE-9


	Emergency Power


	A backup power supply is a technical requirement
	Common technical

Change to Common Tech.

	PE-11


	Alternate Work Site
	The requirement implies technical implementation
	GRC with tech implications
No change – remain GRC

	SA-9


	Developer Configuration Management
	The requirement implies technical implementation
	GRC with tech implications

No change – remain GRC

	SI-3


	Malicious Code and Spam Protection
	The requirement is technical
	Common technical

Agree – change to common tech.

	SI-4


	Smart Grid Information System Monitoring Tools and Techniques
	The requirement is technical
	Common technical

Agree – change to common tech.

	SI-6


	Security Functionality Verification


	The requirement implies technical implementation
	GRC with tech implications

No change – remain GRC


Text from page 10 of Volume I – Do not need to incorporate.  
These security requirements were then modified for the Smart Grid. To assist in assessing and 

selecting the requirements, a cross-reference matrix was developed. This matrix, Appendix B,  maps the Smart Grid security requirements in this report to the security requirements in SP 800-53, The DHS Catalog, and the NERC CIPs. Each requirement falls in one of four categories: governance, risk and compliance (GRC); GRC with technical implications; common technical; and unique technical. The GRC requirements are applicable to all Smart Grid information systems within an organization and are typically implemented at the organization level and augmented, as required, for specific Smart 

Grid information systems. The GRC requirements can generally be implemented using only common office technology.  Requirements that are GRC with technical implications imply technical implementation in whole or in part beyond common office technology even though the focus of the requirement remains GRC.  The common technical requirements are applicable to all Smart Grid 

information systems within an organization. The unique technical requirements are allocated to one or more of the logical interface categories defined in the logical reference model included in Chapter 2. Each organization must determine the logical interface categories that are included in each Smart Grid information system. These requirements are provided as guidance and are not mandatory. Each organization will need to perform a risk assessment to determine the applicability of the requirements to their specific situations.

