1 Impact Levels
The IAC impact levels are low, moderate and high.  The levels are defined in Federal Information Processing Standards (FIPS) Publication 199, Standards for Security Categorization of Federal Information and Information Systems, February 2004. Following are the definitions for confidentiality, integrity and availability, as defined in statute and a table that defines low, moderate, and high impact.
CONFIDENTIALITY 
“Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information…” [44 U.S.C., Sec. 3542] 

A loss of confidentiality is the unauthorized disclosure of information. 

INTEGRITY 
“Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity…” [44 U.S.C., Sec. 3542] 

A loss of integrity is the unauthorized modification or destruction of information. 

AVAILABILITY 
“Ensuring timely and reliable access to and use of information…” [44 U.S.C., SEC. 3542] 

A loss of availability is the disruption of access to or use of information or an information system.

	POTENTIAL IMPACT 

	Security Objective 
	LOW 
	MODERATE 
	HIGH 

	Confidentiality 
Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information. 

[44 U.S.C., SEC. 3542] 
	The unauthorized disclosure of information could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals. 
	The unauthorized disclosure of information could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. 
	The unauthorized disclosure of information could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 

	Integrity 
Guarding against improper 

information modification 

or destruction, and includes ensuring information non-repudiation and authenticity. 

[44 U.S.C., SEC. 3542] 
	The unauthorized modification or destruction of information could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals. 
	The unauthorized modification or destruction of information could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. 
	The unauthorized modification or destruction of information could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 

	Availability 
Ensuring timely and reliable access to and use of information. 

[44 U.S.C., SEC. 3542] 
	The disruption of access to or use of information or an information system could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals. 
	The disruption of access to or use of information or an information system could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. 
	The disruption of access to or use of information or an information system could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 


1 Logical Interface Category Definitions

Included in this section are the category names and definitions, the constraints and issues aggregated from the individual interface definitions, and the CIA levels.  For this draft, the CIA levels are specified for the critical data.

	Category
	Category Description
	Examples

	Category 1
	Control systems with high data accuracy and high availability, as well as media and compute constraints
	Between SCADA and field equipment

	Constraints
	· Media is usually narrowband, limiting the volume of traffic and impacting the types of security measures that are feasible. 

· Intelligent Electronic Devices (IEDs) can be limited in compute power, but that is becoming less of an issue as newer more capable devices become available. However, the large legacy of devices in the field will need be addressed through mitigating technologies and methods.

· IEDs can be on pole tops and other insecure locations

· Wireless media is often less expensive than wired media, which mean that wireless vulnerabilities exists, and will require security controls (either physical or cryptographic) appropriate for wireless

· None of the communication protocols currently used (primarily Distributed Network Protocol (DNP3) and sometimes International Electrotechnical Commission (IEC) 61850) are typically implemented with security measures, although IEC 62351 (which are the security standards for these protocols) is now available but implementation adoption and feasibility is not yet clear.

· These functions have real-time operational requirements, with critical time latencies, which limits the choices for stopping or mitigating on-going attacks

· Some of the equipment is legacy (particularly the Remote Terminal Units (RTUs) which limit the types of security controls that could be implemented without replacing or upgrading the equipment 

· Key management with thousands of devices is an issue that needs to be solved in terms of operational feasibility and cost.

· Since confidentiality has not been perceived as important, and where the media and compute constraints apply, payload encryption may not necessarily be required for general messaging 

· Many of the SCADA Masters may have no way to add security without complete replacement

· Many devices have no notion of a user or a role making security management a challenge.

· Often no security event information available from these systems

· No standard for security events or logging

	Issues
	There are critical and non-critical control systems.  The requirements for availability will vary depending on a system’s criticality and its impact on the power system.

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	L
	Loss of confidentiality may lead to negative operational and/or financial impacts that affect the organization, but not the power system.

	Integrity
	H
	Integrity is high because the corrupted data will result in bad decisions at the control and/or enterprise level that could lead to catastrophic adverse affects on the power system. (e.g. broad power outages or permanent damage to critical power assets)

	Availability
	H
	The control path for critical systems must be available at all times. Large scale and distributed control systems can fail without high availability impacting critical power grid functions (e.g. SCADA, protection, etc.), which could result in widespread power outages if exploited by attackers.

Note: There are critical and non-critical control systems.  The requirements for availability will vary depending on a system’s criticality and its impact on the power system.

	Category
	Category Description
	Examples

	Category 2
	Control systems with no bandwidth constraints (WAN), but are in different organizations
	Between an RTO/ISO EMS and a utility energy management system:

· Transmission system real-time operational data from the transmission SCADA/EMS

· Operational information, commands, requests from the ISO/RTO SCADA/EMS

· Real-time transmission system, distribution system, and customer information data

· Power flow results, including reliability and efficiency information

· Real-time data, settings, and application results from analyses that are relevant to both systems

	Constraints
	· Different organizations can have different security policies, different enforcement levels, and different security technologies, thus possibly leading to interoperability issues, security gaps, and decreased availability of data.

· The most commonly used protocol, IEC 60870-6 (ICCP), has authentication and encryption security through IEC 62351, but this security is not widely implemented.

· These interactions may be one-way deliberately to minimize security vulnerabilities of cross-organizational data exchanges. For instance, the ISO/RTO may collect data using their own RTUs in the substation, and may just issue emails or other notifications to computers not directly connected to the SCADA/EMS.

· Real-time data is being exchanged, with time latency requirements to within a few seconds.

· Clear path with message priority must be provided for control commands and requests.

· No major constraints on types of security measures such as encryption, key management, etc. except for time-based control actions, as long as communications performance and timing requirements are met.

	Issues
	

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	M
	Breach of confidentiality could lead to:

·  Loss of business confidence between partners

· Diminished functional capabilities of the systems through loss of data exchange

· Market manipulation

· Possible litigation issues 

	Integrity
	H
	Loss of data integrity could result in huge financial consequences, or grid instability issues:

· Incorrect or missing real-time data can cause erroneous results in the applications that could lead to reliability problems with the power system, ranging from trivial to serious. 

· Initial line of defense is the State Estimator bad data detector module, which highlights inconsistent and missing data in the power system data set being analyzed.

· State estimator cannot detect aliasing errors which come from data sampling rates occurring at varying time intervals, leading to an inconsistent data set.

· Inefficient operations, including incorrect response to market conditions for transmission paths and/or generation.

· Lost or incorrect commands or requests could lead to similar types of impacts.

	Availability
	M
	· By itself over a short period of time the loss of data availability is of medium to low impact depending on the data lost.  The State Estimator application helps to fill-in missing data but can no longer determine which data is actually bad; results in loss of “observability” of some power system data.

· The loss of data availability for extended periods of time could lead to inefficient operations of the power system.

	Category
	Category Description
	Examples

	Category 3
	Control Systems with no bandwidth constraints within the same organization
	Multiple DMS systems belonging the same utility

	Constraints
	· Because some data is real-time, security controls that introduce latency are undesirable.

	Issues
	Not many security issues at this interface, unless the systems are organized into different security domains

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	L
	· Data constantly updating; confidentiality a low priority

· No direct connection to customer data

	Integrity
	H
	· LMS can impact pricing signals

· Power system reliability, power system efficiency, utility and public safety, customer outages and power quality are impacted

	Availability
	H
	· System reliability and efficiency

	Category
	Category Description
	Examples

	Category 4
	Back office systems under common management authority
	Between a customer information system and a meter data management system

	Constraints
	· Privacy can be a major issue related to sensitive customer information 

· Given the direct financial impacts to customers on their bills, accuracy (integrity) is crucial including inadvertent errors or incorrectly handled data

· On both WAN and LAN configurations, no major constraints on types of security measures such as encryption, key management, authentication, etc

· Privacy of the customer information may become an issue if sensitive data is provided to the GIS

· Privacy of customer information within the CIS as well as collected through the AMI headend will be critical

· Security for some commands such as remote connect/disconnect is of very high priority since the potential impact of disconnecting

	Issues
	

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	H
	· If customer privacy is breached, legal impacts, regulatory impacts, and loss of revenue could occur for the utility

· If customer privacy is breached, the customer could suffer serious impacts with unknown ramifications

	Integrity
	H
	· Loss of integrity of data can cause power outages, including massive outages if meters are disconnected without authorization

· Loss of integrity of data could cause safety hazards for utility personnel, customer, and property

	Availability
	M
	· Low availability could have legal and regulatory impacts if customers contractually should have access to energy usage data, PEV registration data, etc, in a timely manner.

	Category
	Category Description
	Examples

	Category 5
	Back office systems not under common management authority
	Between a third party billing system and a utility meter data management system

	Constraints
	· Cross-organizational interactions, which limit trust and compatibility of security policies and measures.

	Issues
	

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	H
	Unauthorized access to Customer usage data

	Integrity
	H
	Unauthorized access to Customer usage data

	Availability
	L
	Delays in billing and usage monitoring

	Category
	Category Description
	Examples

	Category 6
	Business to Business (B2B) connections
	Between a Retail aggregator and an Energy Clearinghouse

	Constraints
	· Load management signals, whether direct load control, indirect pricing, or energy request signals, can have profound effects on customer reactions. If these signals are compromised, serious power system consequences could result, as well as serious customer reactions to the Smart Grid.

· These systems are usually organized into different security domains, so a firewall is necessary 

· Both the AMI network and the public Internet pose privacy and other security issues. The AMI network may have limited bandwidth for some types of exchanges.

· The information exchange requirements between the DMS and the AMI head-end, except for outage information, are not known. Local pricing or energy requests may come directly from the utility-owned DMS or may be routed through aggregators and other third parties. Most likely there will be variations across utilities and regulatory environments as to how these interactions become configured.

· Cross-organizational interactions

· Real-time operational requirements

	Issues
	

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	H
	· Sensitive customer information is transmitted through some of these interfaces

· Pricing signals can impact market decisions

	Integrity
	H
	· Loss of data integrity can lead to power outages, including potentially wide-spread outages if data sources are reporting erroneous information

· Loss of integrity of data could cause safety hazards for utility personnel, customers, and property

	Availability
	H
	· Low availability can impact the quality of DMS/EMS actions, leading to inefficient system operation

· Loss of electric network “observability “

· May impact customer’s access to data

	Category
	Category Description
	Examples

	Category 7
	Interfaces between control systems and non-control systems 
	Between a GIS and a LMS/DRMS, or EMS and process information (PI) historian system

	Constraints
	· Load management signals whether direct load control or indirect pricing or energy request signals, can have profound effects on customer reactions. If these signals are compromised, serious power system consequences could result, as well as serious customer reactions to the Smart Grid.

· These systems are usually organized into different security domains, so pertinent system separation measures must be taken (such as separate IP networks, a well configured firewall, etc.)

· Both the AMI network and the public Internet pose privacy and other security issues. The AMI network may have limited bandwidth for some types of information exchanges.

· The information exchange requirements between the DMS and the AMI head-end, except for outage information, are not known.

· Local pricing or energy requests may come directly from the utility-owned DMS or may be routed through aggregators and other 3rd parties. Most likely there will be variations across utilities and regulatory environments as to how these interactions become configured

	Issues
	

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	H
	· Sensitive customer information is transmitted through some of these interfaces

· Pricing signals can impact market decisions

	Integrity
	H
	· Loss of data integrity can lead to power outages, including potentially wide-spread outages if data sources are reporting erroneous information

· Loss of integrity of data could cause safety hazards for utility personnel, customers, and property

	Availability
	H
	· Low availability can impact the quality of DMS/EMS actions, leading to inefficient system operation

· Loss of electric network “observability “

· May impact customer’s access to data

	Category
	Category Description
	Examples

	Category 8
	Sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements 
	Between temperature sensor on a transformer and its receiver

	Constraints
	· IED’s and embedded sensors have limited computing power to authenticate each other 

· If any cryptography can exist in the nodes, usually consist on a shared key between all devices due to key management constraints

· Rogue nodes can be added by attackers. This rogue nodes might have much more computing power than the real nodes

· Media is usually narrowband, limiting the volume of traffic and impacting the types of security measures and protections that are feasible. 

· IEDs can be on pole tops and other insecure locations

· Wireless media is often less expensive than wired media, which means that wireless vulnerabilities exists, and will require security controls (either physical or cryptographic) appropriate for the wireless network. 

· None of the communication protocols currently used (primarily DNP3 and sometimes IEC 61850) are typically implemented with security measures, although IEC 62351 (which are the security standards for these protocols) is now available but implementation adoption and feasibility is not yet clear. 

· These functions have real-time operational requirements, with critical time latencies, which limits the choices for stopping or mitigating on-going attacks

· Some of the equipment is legacy (particularly the RTUs) which limit the types of security controls that could be implemented without replacing or upgrading the equipment 

· Key management with thousands of devices is an issue that needs to be solved in terms of operational feasibility and cost.

· Since confidentiality has not been perceived as important, and where the media and compute constraints apply, payload encryption may not necessarily be required for general messaging

	Issues
	This interface is highly important when the sensor network is remotely accessible. It is highly recommended that the sensor network be isolated architecturally and self-contained within a physically protected boundary, with point-to-point connections preferred.   

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	L
	Loss of confidentiality may lead to negative operational and/or financial impacts that affect the organization, but not the power system.

	Integrity
	H
	If sensor access is over a remote link then impact is high. If the connection is point-to-point within a physically controlled area then the impact is low. 

	Availability
	M
	Losing one site will not necessarily cause a severe adverse affect to the broader power system.  

	Category
	Category Description
	Examples

	Category 9
	Interfaces between sensor networks and control systems


	Between a sensor receiver and the substation master

	Constraints
	· Communications media is usually narrowband, limiting the volume of traffic and impacting the types of security measures that are feasible for cyber protection and monitoring. 

· IEDs can be limited in compute power, but that is becoming less of an issue as newer more capable devices become available. However, the large legacy of devices in the field will need be addressed through mitigating technologies and methods.

· IEDs may be located on pole tops and other locations with limited physical security

· Wireless media is often less expensive than wired media, which mean that wireless vulnerabilities exists, and will require security controls (physical or cryptographic) appropriate for wireless

· None of the communication protocols currently used (primarily DNP3 and sometimes IEC 61850) are typically implemented with security measures, although IEC 62351 (which are the security standards for these protocols) is now available but implementation adoption and feasibility is not yet clear.

· These functions have real-time operational requirements, with critical time latencies, which limits the choices for stopping or mitigating on-going attacks

· Some of the equipment is legacy (particularly the RTUs) which limit the types of security controls that could be implemented without replacing or upgrading the equipment 

· Key management with thousands of devices is an issue that needs to be solved in terms of operational feasibility and cost.

· Since confidentiality has not been perceived as important, and where the media and compute constraints apply, payload encryption may not necessarily be required for general messaging

· Data is typically time stamped at the source of measurement so that data from various devices can be correlated when analyzing system events. Modifying the internal clock or altering the time stamp in data exchanges may impact the utility’s ability to determine the root cause of a system event.

	Issues
	

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	L
	Loss of confidentiality may lead to negative operational and/or financial impacts that affect the organization, but not the power system.

	Integrity
	H
	False sensor data can cause one to operate in an erroneous manner which can have catastrophic effect.

	Availability
	M
	Losing one site may not cause a severe adverse affect to the broader power system.  

	Category
	Category Description
	Examples

	Category 10
	Interfaces that use the AMI network
	· Between MDMS and meters

· Between LMS/DRMS and Customer EMS

· Between DMS Applications and Customer DER

· Between DMS Applications and DA Field Equipment

	Constraints
	

	Issues
	

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	L-M
	Deduce usage patterns, costs, etc. marginal privacy issues

	Integrity
	M-H
	Impact from erroneous data

	Availability
	L-M
	Continue current operation state if no new info

	Category
	Category Description
	Examples

	Category 11
	Interfaces that use customer (residential, commercial, and industrial) site networks such as HANs and BANs
	· Between Customer EMS and Customer Appliances

· Between Customer EMS and Customer DER

· Between Energy Service Interface and PEV

	Constraints
	· Microprocessor constraints on memory and compute capabilities

· Real-time operational requirements

· Legacy end-devices and systems

· Legacy communication protocols

	Issues
	

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	L-M
	· Eavesdropping on electrical system management info

	Integrity
	L-H
	· Individual consumer: High for overall system

· Unauthorized manipulation of electrical management system

	Availability
	L-M
	· Individual consumer: High for overall system

· Failure to communicate HAN device to EMS

	Category
	Category Description
	Examples

	Category 12
	Interface to the Customer Site
	· Between Customer and CIS Web site

· Between Third Party and HAN Gateway

	Constraints
	· Microprocessor constraints on memory and compute capabilities

· Real-time operational requirements

· Legacy end-devices and systems

· Legacy communication protocols

· Legal constraints

	Issues
	· Many Platform and Network Vulnerabilities

· The security of the Human Machine Interface (HMI) will depend on the overall network protection of the premises where they reside and communication (Local Area Network (LAN) vs. Wireless LAN (WLAN)

· There is no standards for HMI, but documents exists on clearly presenting the information

· The level of automation will increase the importance of availability (human vs. machine errors)

· Authentication and re-authentication problematic for monitoring stations 

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	L-M
	· Eavesdropping issues

· Legal litigation concerns for data that is not open to public

	Integrity
	L-H
	· Individual consumer: High for overall system

· Manipulation of pricing information could adversely impact users financially (too low) or induce inappropriate demand response behavior (too high), both decreasing user confidence

· Erroneous data may trigger erroneous modification of field equipment

	Availability
	L-H
	· Individual consumer: High for overall system

· Service should continue in the absence of pricing information, some negative impact from failure to notice increased prices possible

· No feedback to field equipment. Impact depends of the criticality of the feedback to field equipments

	Category
	Category Description
	Examples

	Category 13
	Mobile Field Crew interfaces 
	· Between field crews and GIS 

· Between field crews and substation equipment

	Constraints
	If narrowband wireless systems (e.g., trunked mobile radio systems) are used, they can limit the types of security that can be implemented, and can pose additional types of security vulnerabilities. 

	Issues
	· Use of public wireless systems (e.g., General Packet Radio Service (GPRS) can pose confidentiality and some availability concerns, including if the coverage is not complete. 

· Use of local wireless combined with WAN backhauls (e.g., WiFi in substations connected to the substation LAN and WAN) could also pose confidentiality concerns and availability (interference) concerns.

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	M
	Confidentiality is important to protect maps and “as built” information for a potential attacker

	Integrity
	H
	Integrity is critical for safety and other reasons

	Availability
	M
	Low availability could have financial impacts on the utility

	Category
	Category Description
	Examples

	Category 14
	Metering interface
	· Between sub-meter to meter

· Between PEV meter to Energy Service Provider

	Constraints
	· The constraints are the meter's processor capacity, memory resources, network channel capacities, power restriction, thermal/environmental issues.  These devices will dwell in harsh unprotected environments for long periods of time.  

· Regulatory concerns from the Federal Communications Commission and Public Utilities Commission.

	Issues
	· Meters are used for utility revenue, and therefore, revenue protection is a very important issue for utilities.

· Remote connect/disconnect control could be vulnerable to malicious use.

· If sub-metering is used, the authenticity of the sub-meter must be proven to the customer meter so that the data can be trusted.  Meters will be installed at customer sites in very physically unprotected areas.

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	H
	Customers can be very concerned that their energy usage patterns can reveal private issues

	Integrity
	H
	Revenue metering requires high integrity. Also access to disconnect/reconnect controls must be protected

	Availability
	L
	Delays in billing and energy usage monitoring are not critical, since the metering information can be retrieved at later times.

	Category
	Category Description
	Examples

	Category 15
	Decision support interfaces
	· Between WAMS and ISO/RTO

	Constraints
	· Cross-organizational interactions exchanging sensitive power system operational information with very many entities involved, such as all utilities in the Eastern interconnect

· Real-time data flows result in very high data volume – making some crypto technologies problematic or costly, performance-wise.  Aggregation points for wide-area data are particularly security-sensitive. 

	Issues
	· Although ISO/RTOs currently get sensitive power system operational information from member utilities, now the utilities would have access to sensitive information from other utilities, possibly from all utilities in an entire Interconnect

· Many-to-many  – entities have responsibility to secure – will require contractual arrangements

	Overall impacts

	
	L, M, H
	Impact

	Confidentiality
	M
	Market manipulation

	Integrity
	H
	· Operational reliability and potential equipment damage

· EMS data is critical input for WAMS assessments (though conservative manual operation is still possible without WAMS, and some redundant  data collection directly through SCADA systems is possible); Operational reliability and potential equipment damage

	Availability
	M
	Could move to manual or more conservative operation modes – less optimal operations; impact might be low if operators are trained for manual operations and system has reserve capacity.  In the future, manual operation may become more difficult as there is a loss of expertise in manual operation, meaning impact could be high.
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