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1. Cyber Security Specifications for Interface Categories
1.1 General           .
1.1.1 Security Technical Specifications

Included below are the security technical controls from the DHS Catalog that are the technical controls that need to be allocated to specific interface categories.  The common controls (governance, risk, and compliance) are included in a separate table.
1.1.2 Crosswalk of Cyber Security Documents

The following is a mapping between the security requirements contained in several relevant documents that include security requirements that may be applicable to the Smart Grid.

1.2 Interface Categories 1a and 1b

Interface Category 1a covers the interfaces between control systems and equipment with high availability, and with compute and/or bandwidth constraints, for example:

· Between transmission SCADA and substation equipment

· Between distribution SCADA and high priority substation and pole-top equipment

· Between SCADA and DCS within a power plant
Interface Category 1b covers the interfaces between control systems and equipment without high availability, but with compute and/or bandwidth constraints 

· Between distribution SCADA and lower priority pole-top equipment

· Between pole-top IEDs and other pole-top IEDs

These two Interface Categories are the same except for the Denial of Service requirements (2.8.5) which is not needed for Interface Category 1b.
Control systems with high data accuracy requirements and high availability, as well as media and/or compute constraints have the following characteristics:
· Typically this interface is between a SCADA system and critical field equipment, but can also be between field equipment such as protective relays

· Confidentiality – Low; Integrity – High; Availability – High 

· Media is usually narrowband, limiting the volume of traffic and impacting the types of security measures that are feasible

· IEDs can be limited in compute power

· IEDs are on poletops and other insecure locations

· Wireless media is often less expensive than wired media, which mean that wireless vulnerabilities exists, and will require security controls appropriate for wireless

· None of the communication protocols currently used (primarily DNP3 and sometimes IEC 61850) are typically implemented with security measures, although IEC 62351 (which are the security standards for these protocols) is now available

· These functions have real-time operational requirements, with critical time latencies, which limits the choices for stopping or mitigating on-going attacks

· Some of the equipment is legacy (particularly the RTUs) which limit the types of security controls that could be implemented without replacing or upgrading the equipment 

· Key management with thousands of devices is an issue that needs to be solved

· Since confidentiality has not been perceived as important, and where the media and compute constraints apply, encryption may not necessarily be required for general messaging

	DHS Catalog #
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	2.4.3
	Physical device access authorization
	
	
	
	

	2.4.4
	Physical device access control
	
	
	
	

	2.6.3
	Configuration change control
	
	
	
	

	2.6.4
	Monitoring configuration changes
	
	
	
	

	2.6.6
	Configuration settings
	
	
	
	

	2.8.5
	Denial-of-Service Protection
	 
	
	SC-5
	L, M, H

	2.8.6
	Resource Priority
	 
	
	SC-6
	none

	2.8.7
	Boundary Protection
	CIP 005-2 (R1, R1.1, R1.2, R1.3, R1.4, R1.6, R2, R2.1-R2.4, R5,  R5.1)
	
	SC-7


	L, M, H

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M, H

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H

	2.8.14
	Transmission of Security Parameters
	 
	
	SC-16
	none

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, SA-9
	L, M, H

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H

	2.8.24
	Fail in Known State
	
	
	SC-24
	H

	2.12.2
	Continuity of operations plan
	
	
	
	

	2.12.3
	Continuity of operations roles and responsibilities
	
	
	
	

	2.12.4
	Incident response training
	
	
	
	

	2.12.5
	Incident response testing
	
	
	
	

	2.12.6
	Incident response update
	
	
	
	

	2.12.7
	Incident handling
	
	
	
	

	2.12.8
	Incident monitoring
	
	
	
	

	2.12.9
	Incident reporting
	
	
	
	

	2.12.15
	Alternate control center
	
	
	
	

	2.12.16
	Control system backup
	
	
	
	

	2.12.17
	Control system recovery and reconstitution
	
	
	
	

	2.12.18
	Fail-Safe Response
	
	
	
	

	2.14.4
	System monitoring tools and techniques
	
	
	
	

	2.14.5
	Security alerts and advisories
	
	
	
	

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M, H

	2.14.9
	Information input restrictions
	
	
	
	

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H

	2.15.7
	Access enforcement
	
	
	
	

	2.15.9
	Least Privilege
	CIP-007-2 (R5.1)
	
	AC-6
	M, H

	2.15.10
	User Identification and Authentication
	CIP 005-2 (R2,)

 
	
	IA-2
	L, M, H

	2.15.11
	Permitted Actions without Identification and Authentication
	 
	
	AC-14
	L, M, H

	2.15.16
	Passwords
	CIP 007-2 (R5.3)
	
	IA-5
	L, M, H

	2.15.26
	Wireless Access Restrictions
	
	6.3.2.5
	AC-18
	L, M, H

	2.16.2
	Auditable Events
	CIP 005-2 (R3)

CIP 007-2 (R5.1.2, R5.2.3, R6.1, R6.3)
	6.3.3
	AU-2

AU-13
	L, M, H; none

	2.16.8
	Time Stamps
	
	
	
	

	2.16.15
	Audit Generation
	
	
	AU-12
	L, M, H


1.3 Interface Category 2a 

Interface Category 2a covers the interfaces between control systems within the same organization, for example:
· Between multiple DMS systems belonging to the same utility

· Between subsystems within DCS and ancillary control systems within a power plant
Control systems with interfaces between them have the following characteristics and issues:

· Since control systems generally have high data accuracy and high availability requirements, the interfaces between them need to protect those security requirements even if they do not have the same requirements.
· The interfaces generally use communication channels (WANs and/or LANs) that are designed for control systems.

· The control systems themselves are usually in secure environments, such as within a utility control center or within a power plant.
	DHS Catalog #
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	2.6.3
	Configuration change control
	
	
	
	

	2.6.4
	Monitoring configuration changes
	
	
	
	

	2.6.6
	Configuration settings
	
	
	
	

	2.8.5
	Denial-of-Service Protection
	 
	
	SC-5
	L, M, H

	2.8.6
	Resource Priority
	 
	
	SC-6
	none

	2.8.7
	Boundary Protection
	CIP 005-2 (R1, R1.1, R1.2, R1.3, R1.4, R1.6, R2, R2.1-R2.4, R5,  R5.1)
	
	SC-7


	L, M, H

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M, H

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H

	2.8.14
	Transmission of Security Parameters
	 
	
	SC-16
	none

	2.8.18
	System Connections
	
	
	
	

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, SA-9
	L, M, H

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H

	2.8.24
	Fail in Known State
	
	
	SC-24
	H

	2.12.2
	Continuity of operations plan
	
	
	
	

	2.12.3
	Continuity of operations roles and responsibilities
	
	
	
	

	2.12.4
	Incident Response Training
	
	
	
	

	2.12.5
	Incident Response Testing
	
	
	
	

	2.12.6
	Incident Response Update
	
	
	
	

	2.12.7
	Incident Handling
	
	
	
	

	2.12.8
	Incident Monitoring
	
	
	
	

	2.12.9
	Incident Reporting
	
	
	
	

	2.12.15
	Alternate Control Center
	
	
	
	

	2.12.16
	Control System Backup
	
	
	
	

	2.12.17
	Control System Recovery and Reconstitution
	
	
	
	

	2.12.18
	Fail-Safe Response
	
	
	
	

	2.14.4
	System Monitoring Tools and Techniques
	
	
	
	

	2.14.5
	Security Alerts and Advisories
	
	
	
	

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M, H

	2.14.9
	Information Input Restrictions
	
	
	
	

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H

	2.15.7
	Access Enforcement
	
	
	
	

	2.15.9
	Least Privilege
	CIP-007-2 (R5.1)
	
	AC-6
	M, H

	2.15.10
	User Identification and Authentication
	CIP 005-2 (R2,)

 
	
	IA-2
	L, M, H

	2.15.11
	Permitted Actions without Identification and Authentication
	 
	
	AC-14
	L, M, H

	2.15.16
	Passwords
	CIP 007-2 (R5.3)
	
	IA-5
	L, M, H

	2.16.2
	Auditable Events
	CIP 005-2 (R3)

CIP 007-2 (R5.1.2, R5.2.3, R6.1, R6.3)
	6.3.3
	AU-2

AU-13
	L, M, H; none

	2.16.8
	Time Stamps
	
	
	
	

	2.16.15
	Audit Generation
	
	
	AU-12
	L, M, H


1.4 Interface Category 2b 

Interface Category 2b covers the interfaces between control systems in different organizations, for example:
· Between an RTO/ISO EMS and a utility energy management system

· Between a Generation and Transmission (G&T) SCADA and a distribution Coop SCADA 

· Between a transmission EMS and a distribution DMS in different utilities.
· Between an EMS/SCADA and a power plant DCS

Control systems with interfaces between them have the following characteristics and issues:

· Since control systems generally have high data accuracy and high availability requirements, the interfaces between them need to protect those security requirements even if they do not have the same requirements.

· The interfaces generally use communication channels (WANs and/or LANs) that are designed for control systems.

· The control systems themselves are usually in secure environments, such as within a utility control center or within a power plant.

· However, since the control systems are in different organizations, the establishment and maintenance of the chain of trust is more important.
	DHS Catalog #
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	2.6.3
	Configuration change control
	
	
	
	

	2.6.4
	Monitoring configuration changes
	
	
	
	

	2.6.6
	Configuration settings
	
	
	
	

	2.8.5
	Denial-of-Service Protection
	 
	
	SC-5
	L, M, H

	2.8.6
	Resource Priority
	 
	
	SC-6
	none

	2.8.7
	Boundary Protection
	CIP 005-2 (R1, R1.1, R1.2, R1.3, R1.4, R1.6, R2, R2.1-R2.4, R5,  R5.1)
	
	SC-7


	L, M, H

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M, H

	2.8.10
	Trusted Path
	
	
	
	

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H

	2.8.12
	Use of Validated Cryptography
	
	
	
	

	2.8.14
	Transmission of Security Parameters
	 
	
	SC-16
	none

	2.8.18
	System Connections
	
	
	
	

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, SA-9
	L, M, H

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H

	2.8.24
	Fail in Known State
	
	
	SC-24
	H

	2.12.2
	Continuity of Operations Plan
	
	
	
	

	2.12.3
	Continuity of Operations Roles and Responsibilities
	
	
	
	

	2.12.4
	Incident Response Training
	
	
	
	

	2.12.5
	Incident Response Testing
	
	
	
	

	2.12.6
	Incident Response Update
	
	
	
	

	2.12.7
	Incident Handling
	
	
	
	

	2.12.8
	Incident Monitoring
	
	
	
	

	2.12.9
	Incident Reporting
	
	
	
	

	2.12.15
	Alternate Control Center
	
	
	
	

	2.12.16
	Control System Backup
	
	
	
	

	2.12.17
	Control System Recovery and Reconstitution
	
	
	
	

	2.12.18
	Fail-Safe Response
	
	
	
	

	2.14.4
	System Monitoring Tools and Techniques
	
	
	
	

	2.14.5
	Security Alerts and Advisories
	
	
	
	

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M, H

	2.14.9
	Information Input Restrictions
	
	
	
	

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H

	2.15.7
	Access Enforcement
	
	
	
	

	2.15.9
	Least Privilege
	CIP-007-2 (R5.1)
	
	AC-6
	M, H

	2.15.10
	User Identification and Authentication
	CIP 005-2 (R2,)

 
	
	IA-2
	L, M, H

	2.15.11
	Permitted Actions without Identification and Authentication
	 
	
	AC-14
	L, M, H

	2.15.16
	Passwords
	CIP 007-2 (R5.3)
	
	IA-5
	L, M, H

	2.16.2
	Auditable Events
	CIP 005-2 (R3)

CIP 007-2 (R5.1.2, R5.2.3, R6.1, R6.3)
	6.3.3
	AU-2

AU-13
	L, M, H; none

	2.16.8
	Time Stamps
	
	
	
	

	2.16.15
	Audit Generation
	
	
	AU-12
	L, M, H


1.5 Interface Category 6

Interface Category 6 covers the interface with Business-to-Business (B2B) connections between systems usually involving financial or market transactions, for example:
· Between a Retail Aggregator and an Energy Clearinghouse 
These B2B interactions have the following characteristics and issues:
· Confidentiality is very important since the interactions involve financial transactions with potentially large financial impacts, and where confidential bids are vital to a legally operating market. 

· Privacy, in terms of historical information on what energy and/or ancillary services were bid, is very important to maintain legal market operations, and avoiding market manipulation or gaming. 
· Timing latency (critical time availability) and integrity are also very important, although in a different manner than for control systems. For financial transactions involving bidding into a market, timing can be crucial. Therefore, although average availability does not need to be high, time latency during critical bidding times is crucial to avoid either inadvertent missed opportunities or deliberate market manipulation or gaming of the system.

· By definition, market operations are across organizational boundaries, thus posing trust issues.
· It is expected that many customers, possibly through aggregators or other energy service providers, will participate in the retail energy market, thus vastly increasing the number of participants.

· Special communication networks are not expected to be needed for the market transactions, and may include the public Internet as well as other available wide area networks.

· Although the energy market has now been operating for over a decade at the bulk power level, the retail energy market is in its infancy. Its development over the next few years is expected to be dramatic but no-one yet knows in what directions or to what extent.
· However, systems and procedures for market interactions are a very mature industry. The primary requirement therefore is to utilize those concepts and protections in the newly emerging retail energy market.

	DHS Catalog #
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	2.8.5
	Denial-of-Service Protection
	 
	
	SC-5
	L, M, H

	2.8.6
	Resource Priority
	 
	
	SC-6
	none

	2.8.7
	Boundary Protection
	CIP 005-2 (R1, R1.1, R1.2, R1.3, R1.4, R1.6, R2, R2.1-R2.4, R5,  R5.1)
	
	SC-7


	L, M, H

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M, H

	2.8.9
	Communication Confidentiality
	
	
	
	

	2.8.10
	Trusted Path
	
	
	
	

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H

	2.8.14
	Transmission of Security Parameters
	 
	
	SC-16
	none

	2.8.15
	Public Key Infrastructure
	
	
	
	

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, SA-9
	L, M, H

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H

	2.8.24
	Fail in Known State
	
	
	SC-24
	H

	2.8.28
	Confidentiality of Information at Rest
	
	
	
	

	2.12.2
	Continuity of operations plan
	
	
	
	

	2.12.3
	Continuity of operations roles and responsibilities
	
	
	
	

	2.12.4
	Incident response training
	
	
	
	

	2.12.5
	Incident response testing
	
	
	
	

	2.12.6
	Incident response update
	
	
	
	

	2.12.7
	Incident handling
	
	
	
	

	2.12.8
	Incident monitoring
	
	
	
	

	2.12.9
	Incident reporting
	
	
	
	

	2.12.15
	Alternate control center
	
	
	
	

	2.12.16
	Control system backup
	
	
	
	

	2.12.17
	Control System Recovery and Reconstitution
	
	
	
	

	2.14.4
	System Monitoring Tools and Techniques
	
	
	
	

	2.14.5
	Security Alerts and Advisories
	
	
	
	

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M, H

	2.14.9
	Information Input Restrictions
	
	
	
	

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H

	2.14.12
	Information Output Handling and Retention
	
	
	
	

	2.15.3
	Account Management
	
	
	
	

	2.15.4
	Identifier Management
	
	
	
	

	2.15.5
	Authenticator Management
	
	
	
	

	2.15.6
	Account Review
	
	
	
	

	2.15.7
	Access Enforcement
	
	
	
	

	2.15.9
	Least Privilege
	CIP-007-2 (R5.1)
	
	AC-6
	M, H

	2.15.10
	User Identification and Authentication
	CIP 005-2 (R2,)

 
	
	IA-2
	L, M, H

	2.15.11
	Permitted Actions without Identification and Authentication
	 
	
	AC-14
	L, M, H

	2.15.14
	Cryptographic Module Authentication
	
	
	
	

	2.15.16
	Passwords
	CIP 007-2 (R5.3)
	
	IA-5
	L, M, H

	2.16.2
	Auditable Events
	CIP 005-2 (R3)

CIP 007-2 (R5.1.2, R5.2.3, R6.1, R6.3)
	6.3.3
	AU-2

AU-13
	L, M, H; none

	2.16.6
	Audit Monitoring, Analysis, and Reporting
	
	
	
	

	2.16.8
	Time Stamps
	
	
	
	

	2.16.9
	Protection of audit Information
	
	
	
	

	2.16.15
	Audit Generation
	
	
	AU-12
	L, M, H


1.6 Interface Category 7

Interface Category 7 covers the interfaces between control systems and non-control/corporate systems, for example: 

· Between a Load Management/Demand Response System and a Geographic Information System
· Between a Distribution Management System and a Customer Information System

· Between an Outage Management System and the AMI Headend

· Between an Outage Management System and a Work Management System
These interactions between control systems and non-control systems have the following characteristics and issues:

· The primary security issue is preventing unauthorized access to sensitive control systems through non-control systems. As a result, integrity is the most critical security requirement.

· Since control systems generally require high availability, any interfaces with non-control systems should ensure that interactions with these other systems do not compromise the high reliability requirement.

· The interactions between these systems usually involve loosely-coupled interactions with very different types of exchanges from one system to the next and from one vendor to the next. Therefore standardization of these interfaces is still a work-in-progress, with the IEC 61970/69 Common Information Model (CIM) and NRECA’s MultiSpeak expected to become the most common standards although other efforts for special interfaces (e.g. GIS) also underway.
	DHS Catalog #
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	2.6.3
	Configuration change control
	
	
	
	

	2.6.4
	Monitoring configuration changes
	
	
	
	

	2.6.6
	Configuration settings
	
	
	
	

	2.8.5
	Denial-of-Service Protection
	 
	
	SC-5
	L, M, H

	2.8.6
	Resource Priority
	 
	
	SC-6
	none

	2.8.7
	Boundary Protection
	CIP 005-2 (R1, R1.1, R1.2, R1.3, R1.4, R1.6, R2, R2.1-R2.4, R5,  R5.1)
	
	SC-7


	L, M, H

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M, H

	2.8.10
	Trusted Path
	
	
	
	

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H

	2.8.14
	Transmission of Security Parameters
	 
	
	SC-16
	none

	2.8.15
	Public Key Infrastructure
	
	
	
	

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, SA-9
	L, M, H

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H

	2.8.28
	Confidentiality of Information at Rest
	
	
	
	

	2.12.2
	Continuity of operations plan
	
	
	
	

	2.12.3
	Continuity of operations roles and responsibilities
	
	
	
	

	2.12.4
	Incident response training
	
	
	
	

	2.12.5
	Incident response testing
	
	
	
	

	2.12.6
	Incident response update
	
	
	
	

	2.12.7
	Incident handling
	
	
	
	

	2.12.8
	Incident monitoring
	
	
	
	

	2.12.9
	Incident reporting
	
	
	
	

	2.14.4
	System Monitoring Tools and Techniques
	
	
	
	

	2.14.5
	Security Alerts and Advisories
	
	
	
	

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M, H

	2.14.9
	Information Input Restrictions
	
	
	
	

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H

	2.14.12
	Information Output Handling and Retention
	
	
	
	

	2.15.3
	Account Management
	
	
	
	

	2.15.4
	Identifier Management
	
	
	
	

	2.15.5
	Authenticator Management
	
	
	
	

	2.15.6
	Account Review
	
	
	
	

	2.15.7
	Access Enforcement
	
	
	
	

	2.15.9
	Least Privilege
	CIP-007-2 (R5.1)
	
	AC-6
	M, H

	2.15.10
	User Identification and Authentication
	CIP 005-2 (R2,)

 
	
	IA-2
	L, M, H

	2.15.11
	Permitted Actions without Identification and Authentication
	 
	
	AC-14
	L, M, H

	2.15.14
	Cryptographic Module Authentication
	
	
	
	

	2.15.16
	Passwords
	CIP 007-2 (R5.3)
	
	IA-5
	L, M, H

	2.16.2
	Auditable Events
	CIP 005-2 (R3)

CIP 007-2 (R5.1.2, R5.2.3, R6.1, R6.3)
	6.3.3
	AU-2

AU-13
	L, M, H; none

	2.16.6
	Audit Monitoring, Analysis, and Reporting
	
	
	
	

	2.16.8
	Time Stamps
	
	
	
	

	2.16.9
	Protection of Audit Information
	
	
	
	

	2.16.15
	Audit Generation
	
	
	AU-12
	L, M, H


1.7 Interface Category 10a

Interface Category 10a covers the interfaces between systems that use the AMI network, for example:
· Between MDMS and meters

· Between LMS/DRMS and Customer EMS

The issues for this Interface Category include the following:

· Most information from the customer must be treated as confidential.

· Integrity of data is clearly important in general, but alternate means for retrieving and/or validating it can be used.

· Availability is generally low across AMI networks since they are not designed for real-time interactions or rapid request-response requirements.

· Volume of traffic across AMI networks must be kept low to avoid denial of service situations

· Meters are constrained in their compute capabilities, primarily to keep costs down, which may limit the types and layers of security which could be applied.

· Revenue-grade meters must be certified, so that patches and upgrades require extensive testing and validation 

· Meshed wireless communication networks are often used, which can present challenges related to wireless availability as well as on throughput and configurations.

· Key management of millions of meters and other equipment will pose significant challenges that have not yet been addressed as standards

· Due to the relatively new technologies used in AMI networks, communication protocols have not yet stabilized as accepted standards, nor have their capabilities been proven through rigorous testing.

· AMI networks span across organizations between utilities with corporate security requirements and customers with no or limited security capabilities or understandings.

· Utility-owned meters are in physically insecure locations that are not under utility control, limiting physical security

· Many possible future interactions across the AMI network are still being designed, or are just being speculated about, or have not yet been conceived

· Customer reactions to AMI systems and capabilities are as yet unknown, and some may fear or reject the intrusion of such “Big Brother” systems.

	DHS Catalog #
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	2.4.3
	Physical device access authorization
	
	
	
	

	2.4.4
	Physical device access control
	
	
	
	

	2.6.3
	Configuration change control
	
	
	
	

	2.6.4
	Monitoring configuration changes
	
	
	
	

	2.6.5
	Access restrictions for configuration changes
	
	
	
	

	2.6.6
	Configuration settings
	
	
	
	

	2.6.7
	Configuration for least functionality
	
	
	
	

	2.6.10
	Factory default authentication management
	
	
	
	

	2.8.3
	Security function isolation
	
	
	
	

	2.8.6
	Resource Priority
	 
	
	SC-6
	none

	2.8.7
	Boundary Protection
	CIP 005-2 (R1, R1.1, R1.2, R1.3, R1.4, R1.6, R2, R2.1-R2.4, R5,  R5.1)
	
	SC-7


	L, M, H

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M, H

	2.8.9
	Communication confidentiality
	
	
	
	

	2.8.10
	Trusted path
	
	
	
	

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H

	2.8.12
	Use of Validated Cryptography
	
	
	
	

	2.8.14
	Transmission of Security Parameters
	 
	
	SC-16
	none

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, SA-9
	L, M, H

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H

	2.8.24
	Fail in Known State
	
	
	SC-24
	H

	2.8.28
	Confidentiality of information at rest
	
	
	
	None

	2.12.2
	Continuity of operations plan
	
	
	
	

	2.12.3
	Continuity of operations roles and responsibilities
	
	
	
	

	2.12.4
	Incident response training
	
	
	
	

	2.12.5
	Incident response testing
	
	
	
	

	2.12.6
	Incident response update
	
	
	
	

	2.12.7
	Incident handling
	
	
	
	

	2.12.8
	Incident monitoring
	
	
	
	

	2.12.9
	Incident reporting
	
	
	
	

	2.12.15
	Alternate control center
	
	
	
	

	2.12.16
	Control system backup
	
	
	
	

	2.12.17
	Control system recovery and reconstitution
	
	
	
	

	2.14.4
	System monitoring tools and techniques
	
	
	
	

	2.14.5
	Security alerts and advisories
	
	
	
	

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M, H

	2.14.9
	Information input restrictions
	
	
	
	

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H

	2.15.7
	Access enforcement
	
	
	
	

	2.15.9
	Least Privilege
	CIP-007-2 (R5.1)
	
	AC-6
	M, H

	2.15.10
	User Identification and Authentication
	CIP 005-2 (R2,)

 
	
	IA-2
	L, M, H

	2.15.11
	Permitted Actions without Identification and Authentication
	 
	
	AC-14
	L, M, H

	2.15.16
	Passwords
	CIP 007-2 (R5.3)
	
	IA-5
	L, M, H

	2.15.26
	Wireless Access Restrictions
	
	6.3.2.5
	AC-18
	L, M, H

	2.16.2
	Auditable Events
	CIP 005-2 (R3)

CIP 007-2 (R5.1.2, R5.2.3, R6.1, R6.3)
	6.3.3
	AU-2

AU-13
	L, M, H; none

	2.16.8
	Time Stamps
	
	
	
	

	2.16.15
	Audit Generation
	
	
	AU-12
	L, M, H

	2.16.16
	Non-Repudiation
	
	
	AU-10
	H

	2.18.5
	Control System Connections
	CIP 005-2 (R2)
	
	CA-3
	L, M, H


1.8 Interface Category 10b

Interface Category 10b covers the interfaces between systems that use the AMI network with high availability, for example:
· Between LMS/DRMS and Customer DER

· Between DMS Applications and Customer DER

· Between DMS Applications and DA Field Equipment
Although both Interface Categories 10a and 10b using the AMI network to connect to field sites, the issues for this Interface Category 10b differ from those of 10a because the interactions are focused on power operations of Distributed Energy Resources (DER) and Distribution Automation (DA) equipment. Therefore the issues include the following:

· Although some information from the customer should be treated as confidential, most of the power system operational information does not need to be confidential.
· Integrity of data is very important since it can affect the reliability and/or efficiency of the power system.

· Availability will need to be a higher requirement for those parts of the AMI networks that will be used for real-time interactions and/or rapid request-response requirements.

· Volume of traffic across AMI networks will still need to be kept low to avoid denial of service situations

· Meshed wireless communication networks are often used, which can present challenges related to wireless availability as well as on throughput and configurations.

· Key management of large numbers of DER and DA equipment will pose significant challenges that have not yet been addressed as standards

· Due to the relatively new technologies used in AMI networks, communication protocols have not yet stabilized as accepted standards, nor have their capabilities been proven through rigorous testing. This is particularly true for protocols used for DER and DA interactions.
· AMI networks span across organizations between utilities with corporate security requirements and customers with no or limited security capabilities or understandings. Therefore, maintaining the level of security needed for DER interactions will be challenging.
· DER equipment, and to some degree DA equipment, are in physically insecure locations that are not under utility control, limiting physical security

· Many possible future interactions across the AMI network are still being designed, or are just being speculated about, or have not yet been conceived. These could impact the security of the interactions with DER and DA equipment.
	DHS Catalog #
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	2.4.3
	Physical device access authorization
	
	
	
	

	2.4.4
	Physical device access control
	
	
	
	

	2.6.3
	Configuration change control
	
	
	
	

	2.6.4
	Monitoring configuration changes
	
	
	
	

	2.6.5
	Access restrictions for configuration changes
	
	
	
	

	2.6.6
	Configuration settings
	
	
	
	

	2.6.7
	Configuration for least functionality
	
	
	
	

	2.6.10
	Factory default authentication management
	
	
	
	

	2.8.3
	Security function isolation
	
	
	
	

	2.8.5
	Denial of service protection
	
	
	
	

	2.8.6
	Resource Priority
	 
	
	SC-6
	none

	2.8.7
	Boundary Protection
	CIP 005-2 (R1, R1.1, R1.2, R1.3, R1.4, R1.6, R2, R2.1-R2.4, R5,  R5.1)
	
	SC-7


	L, M, H

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M, H

	2.8.9
	Communication Confidentiality
	
	
	
	

	2.8.10
	Trusted path
	
	
	
	

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H

	2.8.12
	Use of Validated Cryptography
	
	
	
	

	2.8.14
	Transmission of Security Parameters
	 
	
	SC-16
	none

	2.8.18
	System Connections
	
	
	
	

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, SA-9
	L, M, H

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H

	2.8.24
	Fail in Known State
	
	
	SC-24
	H

	2.8.28
	Confidentiality of information at rest
	
	
	
	None

	2.8.30
	Virtualization Techniques
	
	
	
	

	2.12.2
	Continuity of operations plan
	
	
	
	

	2.12.3
	Continuity of operations roles and responsibilities
	
	
	
	

	2.12.4
	Incident response training
	
	
	
	

	2.12.5
	Incident response testing
	
	
	
	

	2.12.6
	Incident response update
	
	
	
	

	2.12.7
	Incident handling
	
	
	
	

	2.12.8
	Incident monitoring
	
	
	
	

	2.12.9
	Incident reporting
	
	
	
	

	2.12.15
	Alternate control center
	
	
	
	

	2.12.16
	Control system backup
	
	
	
	

	2.12.17
	Control system recovery and reconstitution
	
	
	
	

	2.14.4
	System monitoring tools and techniques
	
	
	
	

	2.14.5
	Security alerts and advisories
	
	
	
	

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M, H

	2.14.9
	Information input restrictions
	
	
	
	

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H

	2.15.7
	Access enforcement
	
	
	
	

	2.15.9
	Least Privilege
	CIP-007-2 (R5.1)
	
	AC-6
	M, H

	2.15.10
	User Identification and Authentication
	CIP 005-2 (R2,)

 
	
	IA-2
	L, M, H

	2.15.11
	Permitted Actions without Identification and Authentication
	 
	
	AC-14
	L, M, H

	2.15.16
	Passwords
	CIP 007-2 (R5.3)
	
	IA-5
	L, M, H

	2.15.26
	Wireless Access Restrictions
	
	6.3.2.5
	AC-18
	L, M, H

	2.16.2
	Auditable Events
	CIP 005-2 (R3)

CIP 007-2 (R5.1.2, R5.2.3, R6.1, R6.3)
	6.3.3
	AU-2

AU-13
	L, M, H; none

	2.16.8
	Time Stamps
	
	
	
	

	2.16.15
	Audit Generation
	
	
	AU-12
	L, M, H

	2.16.16
	Non-Repudiation
	
	
	AU-10
	H

	2.18.5
	Control System Connections
	CIP 005-2 (R2)
	
	CA-3
	L, M, H


1.9 Interface Category 11
Interface Category 11 covers the interface between systems that use customer (residential, commercial, and industrial) site networks such as Home Area Networks (HANs), Building Area Networks (BANs), and Neighborhood Area Networks (NANs), for example:
· Between Customer EMS and Customer Appliances

· Between Customer EMS and Customer DER equipment
· Between Energy Service Interface and PEVs
The security-related issues for this intra-customer-site HAN/BAN/NAN Interface Category include the following:

· Some information exchanged among different appliances and systems must be treated as confidential to ensure that an unauthorized third party does not gain access to it. For instance, energy usage statistics from the customer site that are sent through the ESI/HAN gateway must be kept confidential from other appliances whose vendors may want to scavenge this information for marketing purposes. 

· Integrity of data is clearly important in general, but since so many different types of interactions are taking place, the integrity requirements will need to be specific to the particular application

· Availability is generally low across HAN networks since most interactions are not needed in real-time. Even DER generation and storage devices have their own integrated controllers which are normally expected to run independently of any direct monitoring and control, and must have “default” modes of operation to avoid any power system problems.

· Bandwidth is not generally a concern, since most HAN network media will be local wireless (e.g. WiFi, ZigBee, Bluetooth) or power line (e.g. HomePlug). The latter may be somewhat bandwidth limited, but can always be replaced by cable or wireless if the bandwidth is needed.

· Some HAN devices are constrained in their compute capabilities, primarily to keep costs down, which may limit the types and layers of security which could be applied.

· Wireless communication networks are expected to be used within the HAN, which could present some challenges related to wireless configuration and security, primarily due to the fact that most HANs will not have security experts managing these systems. For instance, if available security measures are not properly set, the HAN security could be compromised by any one of the internal devices as well as by external entities  searching for these insecure HANs.

· Key management of millions of devices within millions of HANs will pose significant challenges that have not yet been addressed as standards

· Due to the relatively new technologies used in HAN networks, communication protocols have not yet stabilized as accepted standards, nor have their capabilities been proven through rigorous testing. For instance, the Smart Energy Profile (SEP v2) is not expected to be widely available or stable for at least a couple of years.

· HAN networks will be accessible by many different vendors and organizations with unknown corporate security requirements and equally variable degrees and types of security solutions. Even if one particular interaction is “secure”, in aggregate these multiplicity of interactions may not be secure.

· Some HAN devices may be in physically insecure locations, thus limiting physical security. Even those presumably “physically secure” within a home are vulnerable to inadvertent situations such as poor maintenance and mis-use, as well as break-ins and theft.

· Many possible future interactions within the HAN environment are still being designed, or are just being speculated about, or have not yet been conceived

	DHS Catalog #
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	2.4.3
	Physical device access authorization
	
	
	
	

	2.4.4
	Physical device access control
	
	
	
	

	2.6.3
	Configuration change control
	
	
	
	

	2.6.4
	Monitoring configuration changes
	
	
	
	

	2.6.5
	Access restrictions for configuration changes
	
	
	
	

	2.6.6
	Configuration settings
	
	
	
	

	2.6.7
	Configuration for least functionality
	
	
	
	

	2.6.10
	Factory default authentication management
	
	
	
	

	2.8.3
	Security function isolation
	
	
	
	

	2.8.5
	Denial of service protection
	
	
	
	

	2.8.6
	Resource Priority
	 
	
	SC-6
	none

	2.8.7
	Boundary Protection
	CIP 005-2 (R1, R1.1, R1.2, R1.3, R1.4, R1.6, R2, R2.1-R2.4, R5,  R5.1)
	
	SC-7


	L, M, H

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M, H

	2.8.9
	Communication Confidentiality
	
	
	
	

	2.8.10
	Trusted path
	
	
	
	

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H

	2.8.12
	Use of Validated Cryptography
	
	
	
	

	2.8.14
	Transmission of Security Parameters
	 
	
	SC-16
	none

	2.8.18
	System Connections
	
	
	
	

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, SA-9
	L, M, H

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H

	2.8.24
	Fail in Known State
	
	
	SC-24
	H

	2.8.28
	Confidentiality of information at rest
	
	
	
	None

	2.12.2
	Continuity of operations plan
	
	
	
	

	2.12.3
	Continuity of operations roles and responsibilities
	
	
	
	

	2.12.4
	Incident response training
	
	
	
	

	2.12.5
	Incident response testing
	
	
	
	

	2.12.6
	Incident response update
	
	
	
	

	2.12.7
	Incident handling
	
	
	
	

	2.12.8
	Incident monitoring
	
	
	
	

	2.12.9
	Incident reporting
	
	
	
	

	2.12.15
	Alternate control center
	
	
	
	

	2.12.16
	Control system backup
	
	
	
	

	2.12.17
	Control system recovery and reconstitution
	
	
	
	

	2.14.4
	System monitoring tools and techniques
	
	
	
	

	2.14.5
	Security alerts and advisories
	
	
	
	

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M, H

	2.14.9
	Information input restrictions
	
	
	
	

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H

	2.15.7
	Access enforcement
	
	
	
	

	2.15.9
	Least Privilege
	CIP-007-2 (R5.1)
	
	AC-6
	M, H

	2.15.10
	User Identification and Authentication
	CIP 005-2 (R2,)

 
	
	IA-2
	L, M, H

	2.15.11
	Permitted Actions without Identification and Authentication
	 
	
	AC-14
	L, M, H

	2.15.16
	Passwords
	CIP 007-2 (R5.3)
	
	IA-5
	L, M, H

	2.15.26
	Wireless Access Restrictions
	
	6.3.2.5
	AC-18
	L, M, H

	2.16.2
	Auditable Events
	CIP 005-2 (R3)

CIP 007-2 (R5.1.2, R5.2.3, R6.1, R6.3)
	6.3.3
	AU-2

AU-13
	L, M, H; none

	2.16.8
	Time Stamps
	
	
	
	

	2.16.15
	Audit Generation
	
	
	AU-12
	L, M, H

	2.16.16
	Non-Repudiation
	
	
	AU-10
	H

	2.18.5
	Control System Connections
	CIP 005-2 (R2)
	
	CA-3
	L, M, H


1.10 Interface Category 12

Interface Category 12 covers the Interface between external systems and the customer site, for example:
· Between Third Party and HAN Gateway 

· Between ESP and DER

· Between Customer and CIS Web site

The security-related issues for this external interface to the customer site include the following:

· Some information exchanged among different appliances and systems must be treated as confidential and private to ensure that an unauthorized third party does not gain access to it. For instance, energy usage statistics from the customer site that are sent through the ESI/HAN gateway must be kept confidential from other appliances whose vendors may want to scavenge this information for marketing purposes. 

· Integrity of data is clearly important in general, but since so many different types of interactions are taking place, the integrity requirements will need to be specific to the particular application.

· Availability is generally not very critical between external parties and the customer site since most interactions are not related to power system operations nor are they needed in real-time. Even DER generation and storage devices have their own integrated controllers which are normally expected to run independently of any direct monitoring and control, and should have “default” modes of operation to avoid any power system problems.

· Bandwidth is not generally a concern, since higher speed media can be used if a function requires higher volume of data traffic. Many different types of media, particularly public media, is increasingly available, including the public Internet over cable or DSL, campus or corporate Intranets, cellphone GPRS, and neighborhood WiMax and WiFi systems.

· Some customer devices that contain their own “HAN gateway” firewall are constrained in their compute capabilities, primarily to keep costs down, which may limit the types and layers of security which could be applied with those devices.

· Other than those used over the public Internet, communication protocols between Third Parties and ESI/HAN Gateways have not yet stabilized as accepted standards, nor have their capabilities been proven through rigorous testing.

· ESI/HAN Gateways will be accessible by many different vendors and organizations with unknown corporate security requirements and equally variable degrees and types of security solutions. Even if one particular interaction is “secure”, in aggregate these multiplicity of interactions may not be secure.

· ESI/HAN Gateways may be in physically insecure locations, thus limiting physical security. Even those presumably “physically secure” within a home are vulnerable to inadvertent situations such as poor maintenance and mis-use, as well as break-ins and theft.

· Many possible future interactions within the HAN environment are still being designed, or are just being speculated about, or have not yet been conceived, leading to many possible but unknown security issues.

	DHS Catalog #
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	2.4.3
	Physical device access authorization
	
	
	
	

	2.4.4
	Physical device access control
	
	
	
	

	2.6.3
	Configuration change control
	
	
	
	

	2.6.4
	Monitoring configuration changes
	
	
	
	

	2.6.5
	Access restrictions for configuration changes
	
	
	
	

	2.6.6
	Configuration settings
	
	
	
	

	2.6.7
	Configuration for least functionality
	
	
	
	

	2.6.10
	Factory default authentication management
	
	
	
	

	2.8.3
	Security function isolation
	
	
	
	

	2.8.5
	Denial of service protection
	
	
	
	

	2.8.6
	Resource Priority
	 
	
	SC-6
	none

	2.8.7
	Boundary Protection
	CIP 005-2 (R1, R1.1, R1.2, R1.3, R1.4, R1.6, R2, R2.1-R2.4, R5,  R5.1)
	
	SC-7


	L, M, H

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M, H

	2.8.9
	Communication Confidentiality
	
	
	
	

	2.8.10
	Trusted path
	
	
	
	

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H

	2.8.12
	Use of Validated Cryptography
	
	
	
	

	2.8.14
	Transmission of Security Parameters
	 
	
	SC-16
	none

	2.8.18
	System Connections
	
	
	
	

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, SA-9
	L, M, H

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H

	2.8.24
	Fail in Known State
	
	
	SC-24
	H

	2.8.28
	Confidentiality of information at rest
	
	
	
	None

	2.12.2
	Continuity of operations plan
	
	
	
	

	2.12.3
	Continuity of operations roles and responsibilities
	
	
	
	

	2.12.4
	Incident response training
	
	
	
	

	2.12.5
	Incident response testing
	
	
	
	

	2.12.6
	Incident response update
	
	
	
	

	2.12.7
	Incident handling
	
	
	
	

	2.12.8
	Incident monitoring
	
	
	
	

	2.12.9
	Incident reporting
	
	
	
	

	2.12.15
	Alternate control center
	
	
	
	

	2.12.16
	Control system backup
	
	
	
	

	2.12.17
	Control system recovery and reconstitution
	
	
	
	

	2.14.4
	System monitoring tools and techniques
	
	
	
	

	2.14.5
	Security alerts and advisories
	
	
	
	

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M, H

	2.14.9
	Information input restrictions
	
	
	
	

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H

	2.15.7
	Access enforcement
	
	
	
	

	2.15.9
	Least Privilege
	CIP-007-2 (R5.1)
	
	AC-6
	M, H

	2.15.10
	User Identification and Authentication
	CIP 005-2 (R2,)

 
	
	IA-2
	L, M, H

	2.15.11
	Permitted Actions without Identification and Authentication
	 
	
	AC-14
	L, M, H

	2.15.16
	Passwords
	CIP 007-2 (R5.3)
	
	IA-5
	L, M, H

	2.15.26
	Wireless Access Restrictions
	
	6.3.2.5
	AC-18
	L, M, H

	2.16.2
	Auditable Events
	CIP 005-2 (R3)

CIP 007-2 (R5.1.2, R5.2.3, R6.1, R6.3)
	6.3.3
	AU-2

AU-13
	L, M, H; none

	2.16.8
	Time Stamps
	
	
	
	

	2.16.15
	Audit Generation
	
	
	AU-12
	L, M, H

	2.16.16
	Non-Repudiation
	
	
	AU-10
	H

	2.18.5
	Control System Connections
	CIP 005-2 (R2)
	
	CA-3
	L, M, H


1.11 Interface Category 14

Interface Category 14 covers the interface between metering equipment, for example:
· Between sub-meter to meter

· Between PEV meter and Energy Service Provider

· Between MDMS and meters (via the AMI headend)

· Between customer EMS and meters

· Between field crew tools and meters

· Between customer DER and sub-meters

· Between electric vehicles and sub-meters
The issues for this Metering Interface Category include the following:

· Most metering information from the customer must be treated as confidential since profiles of hourly energy usage (as opposed to monthly energy usage) could be used for unauthorized and/or illegal activities.

· Integrity of revenue-grade metering data is vital since it has a direct financial impact on all stakeholders of the loads and generation being metered.  

· Availability of metering data is important but not critical, since alternate means for retrieving metering data can still be used.

· Meters are constrained in their compute capabilities, primarily to keep costs down, which may limit the types and layers of security which could be applied.

· Revenue-grade meters must be certified, so that patches and upgrades require extensive testing and validation 

· Key management of millions of meters will pose significant challenges that have not yet been addressed as standards

· Due to the relatively new technologies used with smart meters, some standards have not been fully developed, nor have their capabilities been proven through rigorous testing.

· Multiple (authorized) stakeholders, including customers, utilities, and third parties, may need access to energy usage either directly from the meter or after it has been processed and validated for settlements and billing, thus adding cross-organizational security concerns.

· Utility-owned meters are in physically insecure locations that are not under utility control, limiting physical security

· Customer reactions to AMI systems and smart meters are as yet unknown, and some may fear or reject the intrusion of such “Big Brother” systems.

	DHS Catalog #
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	2.4.3
	Physical device access authorization
	
	
	
	

	2.4.4
	Physical device access control
	
	
	
	

	2.6.3
	Configuration change control
	
	
	
	

	2.6.4
	Monitoring configuration changes
	
	
	
	

	2.6.5
	Access restrictions for configuration changes
	
	
	
	

	2.6.6
	Configuration settings
	
	
	
	

	2.6.7
	Configuration for least functionality
	
	
	
	

	2.6.10
	Factory default authentication management
	
	
	
	

	2.8.3
	Security function isolation
	
	
	
	

	2.8.5
	Denial of service protection
	
	
	
	

	2.8.6
	Resource Priority
	 
	
	SC-6
	none

	2.8.7
	Boundary Protection
	CIP 005-2 (R1, R1.1, R1.2, R1.3, R1.4, R1.6, R2, R2.1-R2.4, R5,  R5.1)
	
	SC-7


	L, M, H

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M, H

	2.8.9
	Communication Confidentiality
	
	
	
	

	2.8.10
	Trusted path
	
	
	
	

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H

	2.8.12
	Use of Validated Cryptography
	
	
	
	

	2.8.14
	Transmission of Security Parameters
	 
	
	SC-16
	none

	2.8.18
	System Connections
	
	
	
	

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, SA-9
	L, M, H

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H

	2.8.24
	Fail in Known State
	
	
	SC-24
	H

	2.8.28
	Confidentiality of information at rest
	
	
	
	None

	2.12.2
	Continuity of operations plan
	
	
	
	

	2.12.3
	Continuity of operations roles and responsibilities
	
	
	
	

	2.12.4
	Incident response training
	
	
	
	

	2.12.5
	Incident response testing
	
	
	
	

	2.12.6
	Incident response update
	
	
	
	

	2.12.7
	Incident handling
	
	
	
	

	2.12.8
	Incident monitoring
	
	
	
	

	2.12.9
	Incident reporting
	
	
	
	

	2.12.15
	Alternate control center
	
	
	
	

	2.12.16
	Control system backup
	
	
	
	

	2.12.17
	Control system recovery and reconstitution
	
	
	
	

	2.14.4
	System monitoring tools and techniques
	
	
	
	

	2.14.5
	Security alerts and advisories
	
	
	
	

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M, H

	2.14.9
	Information input restrictions
	
	
	
	

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H

	2.15.7
	Access enforcement
	
	
	
	

	2.15.9
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