
AT-2 – additional measure (2)

SECURITY AWARENESS | INSIDER THREAT
The organization includes security awareness training on recognizing and reporting potential
indicators of insider threat.
Supplemental Guidance: Potential indicators and possible precursors of insider threat can
include concerning behaviors such as inordinate, long-term job dissatisfaction, attempts to
gain access to information not required for job performance, unexplained access to financial
resources, bullying or sexual harassment of fellow colleagues, workplace violence, and other
serious violations of organizational policies, procedures, directives, rules, and/or practices.
Security awareness training includes how to communicate employee/management concerns
regarding potential indicators of insider threat through appropriate organizational channels in
accordance with established organizational policies and procedures. Related control: PM-12.

This is not explicit in the NISTIR for SG-AT-2 (practical exercises is (1) in the 800-53 AT-2, so we would need to add another consideration or 

AT-5, now recommended for moderate and high (agree)

CA-7 – this is SG-CA-6, and change would require additional consideration 1:

A1. The organization employs an independent assessor or assessment team to monitor the security requirements in the Smart Grid information system on an ongoing basis;

AGREE

AU-6 Additional measures for moderate and high:
1,3,9 moderate
3,5,6,9 high

Control Enhancements:
(1) AUDIT REVIEW, ANALYSIS, AND REPORTING | PROCESS INTEGRATION
The information system integrates audit review, analysis, and reporting processes to support
organizational processes for investigation and response to suspicious activities.
Supplemental Guidance: Related controls: AU-12, PM-7.

(3) AUDIT REVIEW, ANALYSIS, AND REPORTING | CORRELATE AUDIT REPOSITORIES
The organization analyzes and correlates audit records across different repositories to gain
organization-wide situational awareness.
Supplemental Guidance: Organization-wide situational awareness includes awareness across all
three tiers of risk management (i.e., organizational, mission/business process, and information
system) and supports cross-organization awareness. Related controls: AU-12, IR-4.

(5) AUDIT REVIEW, ANALYSIS, AND REPORTING | INTEGRATION / SCANNING AND MONITORING CAPABILITIES
The organization integrates analysis of audit records with analysis of vulnerability scanning
information, performance data, and information system monitoring information to further enhance
the ability to identify inappropriate or unusual activity.
Supplemental Guidance: This control enhancement does not require vulnerability scanning, the
generation of performance data, or information system monitoring. Rather, the enhancement
requires that the analysis of information being otherwise produced in these areas is integrated
with the analysis of audit information. Security Event and Information Management System
tools can facilitate audit record aggregation/consolidation from multiple information system
components as well as audit record correlation and analysis. The use of standardized audit
record analysis scripts developed by organizations (with localized script adjustments, as
necessary), provides more cost-effective approaches for analyzing audit record information
collected. The correlation of audit record information with vulnerability scanning information
is important in determining the veracity of vulnerability scans and correlating attack detection
events with scanning results. Correlation with performance data can help uncover denial of
service attacks or cyber attacks resulting in unauthorized use of resources. Correlation with
system monitoring information can assist in uncovering attacks and in better relating audit
information to operational situations. Related controls: AU-12, IR-4, RA-5.

(6) AUDIT REVIEW, ANALYSIS, AND REPORTING | CORRELATION WITH PHYSICAL MONITORING
The organization correlates information from audit records with information obtained from
monitoring physical access to further enhance the ability to identify suspicious, inappropriate,
unusual, or malevolent activity.

(9) AUDIT REVIEW, ANALYSIS, AND REPORTING | CORRELATION WITH INPUT FROM NON-TECHNICAL SOURCES
The organization correlates input from non-technical sources with audit information to enhance
organization-wide situational awareness.
Supplemental Guidance: Non-technical sources include for example, human resources records
documenting organizational policy violations (e.g., sexual harassment incidents, previous
arrests, and/or improper use of organizational information assets). Such information can lead
organizations to a more directed analytical effort to detect potential malicious insider activity.
Organizations consider limiting access to information from non-technical sources to minimize
potential privacy issues.
Related control: AT-2.

SG additional measures are:
Additional Considerations 
A1. The Smart Grid information system employs automated mechanisms to integrate audit review, analysis, and reporting into organizational processes for investigation and response to suspicious activities; 
A2. The organization analyzes and correlates audit records across different repositories to gain organization-wide situational awareness; 
A3. The Smart Grid information system employs automated mechanisms to centralize audit review and analysis of audit records from multiple components within the Smart Grid information system; and 
A4. The organization integrates analysis of audit records with analysis of performance and network monitoring information to further enhance the ability to identify inappropriate or unusual activity.

Recommendation: Add (1) and (9) as additional considerations and add these for MODERATE and HIGH.  Add (6) as consideration for HIGH.  Add A2 for MODERATE and HIGH, add A4 for HIGH. 

AU-9 Added additional measures (4) to moderate and (2) (3) (4) to high

(2) PROTECTION OF AUDIT INFORMATION | AUDIT BACKUP ON SEPARATE PHYSICAL SYSTEMS / COMPONENTS
The information system backs up audit records [Assignment: organization-defined frequency] onto
a physically different system or system component than the system or component being audited.
Supplemental Guidance: This control enhancement helps to ensure that a compromise of the
information system being audited does not also result in a compromise of the audit records.
Related controls: AU-4, AU-5, AU-11.
(3) PROTECTION OF AUDIT INFORMATION | CRYPTOGRAPHIC PROTECTION
The information system employs cryptographic mechanisms to protect the integrity of audit
information and audit tools.
Supplemental Guidance: Cryptographic mechanisms used for protecting the integrity of audit
information include, for example, signed hash functions using asymmetric cryptography
enabling distribution of the public key to verify the hash information while maintaining the
confidentiality of the secret key used to generate the hash. Related controls: AU-10, SC-12,
SC-13.
(4) PROTECTION OF AUDIT INFORMATION | ACCESS BY SUBSET OF PRIVILEGED USERS
The organization authorizes access to management of audit functionality to only [Assignment:
organization-defined subset of privileged users].
Supplemental Guidance: Individuals with privileged access to an information system and who
are also the subject of an audit by that system, may affect the reliability of audit information
by inhibiting audit activities or modifying audit records. This control enhancement requires
that privileged access be further defined between audit-related privileges and other privileges,
thus, limiting the users with audit-related privileges. Related controls: AC-5.

SG additional measures:
A1. The Smart Grid information system produces audit records on hardware-enforced, write-once media.

Recommend to add (4) for MODERATE, and (2) (3) (4) for HIGH


AU-12 corresponds to SG AU 15.  Added additional measure (3) to high

(3) AUDIT GENERATION | CHANGES BY AUTHORIZED INDIVIDUALS
The information system provides the capability for [Assignment: organization-defined individuals
or roles] to change within [Assignment: organization-defined time period], the auditing to be
performed based on [Assignment: organization-defined selectable event criteria].
Supplemental Guidance: This control enhancement enables organizations to extend or limit
auditing as necessary at specific points in time to meet organizational requirements. Auditing
that is limited to conserve information system resources may be extended to address certain
threat situations. In addition, auditing may be limited to a more focused set of audit events to
facilitate audit reduction, analysis, and reporting. Organizations can establish time thresholds
in which audit actions can be changed, for example, near real-time, within minutes, or within
hours. Related control: AU-7.

SG has no additional required.

Additional Considerations 
A1. The Smart Grid information system provides the capability to compile audit records from multiple components within the Smart Grid information system into a Smart Grid information system-wide audit trail that is time-correlated to within an organization-defined level of tolerance for relationship between time stamps of individual records in the audit trail.

Added two controls (not in SG) – 

Recommend add A1 for HIGH and (3) to MODERATE.

AU-15 ALTERNATE AUDIT CAPABILITY
Control: The organization provides an alternative audit capability in the event of a failure in
primary audit capability that provides [Assignment: organization-defined alternative audit
functionality].
Supplemental Guidance: Since alternative audit capability may be a short-term protection employed
until the failure in the primary auditing capability is corrected, organizations may determine that
the alternative audit capability need only provide a subset of the primary audit functionality that is
impacted by the failure. Related control: AU-5.
Control Enhancements: None.
References: None.
Priority and Baseline Allocation:
P0 LOW Not Selected MOD Not Selected HIGH Not Selected

AU-16 CROSS-ORGANIZATIONAL AUDITING
Control: The organization employs [Assignment: organization-defined methods] for coordinating
[Assignment: organization-defined audit information] among external organizations when audit
information is transmitted across organizational boundaries.
Supplemental Guidance: When organizations use information systems and/or services of external
organizations, the auditing capability necessitates a coordinated approach across organizations.
For example, maintaining the identity of individuals that requested particular services across
organizational boundaries may often be very difficult, and doing so may prove to have significant
performance ramifications. Therefore, it is often the case that cross-organizational auditing (e.g.,
the type of auditing capability provided by service-oriented architectures) simply captures the
identity of individuals issuing requests at the initial information system, and subsequent systems
record that the requests emanated from authorized individuals.
Control Enhancements:
(1) CROSS-ORGANIZATIONAL AUDITING | IDENTITY PRESERVATION
The organization requires that the identity of individuals be preserved in cross organizational audit
trails.
Supplemental Guidance: This control enhancement applies when there is a need to be able to
trace actions that are performed across organizational boundaries to a specific individual.
(2) CROSS-ORGANIZATIONAL AUDITING | SHARING OF AUDIT INFORMATION
The organization provides cross-organizational audit information to [Assignment: organizationdefined
organizations] based on [Assignment: organization-defined cross organizational sharing
agreements].
Supplemental Guidance: Because of the distributed nature of the audit information, cross
organization sharing of audit information may be essential for effective analysis of the
auditing being performed. For example, the audit records of one organization may not provide
sufficient information to determine the appropriate or inappropriate use of organizational
information resources by individuals in other organizations. In some instances, only the home
organizations of individuals have the appropriate knowledge to make such determinations,
thus requiring the sharing of audit information among organizations.
References: None.
Priority and Baseline Allocation:
P0 LOW Not Selected MOD Not Selected HIGH Not Selected

Recommend adding this and requiring for MODERATE and HIGH

PE-18 corresponds to SG-PE-12:

PE-18 LOCATION OF INFORMATION SYSTEM COMPONENTS
Control: The organization positions information system components within the facility to minimize
potential damage from physical and environmental hazards and to minimize the opportunity for
unauthorized access.
Special Publication 800-53 Security and Privacy Controls for Federal Information Systems and Organizations
________________________________________________________________________________________________
APPENDIX F-PE PAGE F-117
Supplemental Guidance: Physical and environmental hazards include, for example, flooding, fire,
tornados, earthquakes, hurricanes, acts of terrorism, vandalism, electromagnetic pulse, electrical
interference, and other forms of incoming electromagnetic radiation. In addition, organizations
consider the location of physical entry points where unauthorized individuals, while not being
granted access, might nonetheless be in close proximity to information systems and therefore,
increase the potential for unauthorized access to organizational communications (e.g., through the
use of wireless sniffers or microphones). Related controls: CP-2, PE-19, RA-3.
Control Enhancements:
(1) LOCATION OF INFORMATION SYSTEM COMPONENTS | FACILITY SITE
The organization plans the location or site of the facility where the information system resides with
regard to physical and environmental hazards and for existing facilities, considers the physical and
environmental hazards in its risk mitigation strategy.

Recommend adding this A1 to SG-PE-12

PE-20 PORT AND I/O DEVICE ACCESS
Control: The organization physically disables or removes [Assignment: organization-defined
connection ports or input/output devices] on [Assignment: organization-defined information
systems or information system components].
Supplemental Guidance: Connection ports include, for example, Universal Serial Bus (USB) and
Firewire (IEEE 1394). Input/output (I/O) devices include, for example, Compact Disk (CD) and
Digital Video Disk (DVD) drives. Physically disabling or removing such connection ports and I/O
devices helps prevent exfiltration of information from information systems and the introduction of
malware into systems from those ports/devices.
Control Enhancements: None.
References: None.

Add this and require for MODERATE and HIGH


