Notes on CSCTG High Level Requirements Meeting
Dec 7-8, 2009

Review of Categories and Constraints

1. Should the Privacy Constraint (CST-1b) be included in the list of Constraints?

a. Privacy is a legal issue

b. Just change all four 1a, 1b, 2, & 3 constraints without the “high” to becoming “xx requirements”.
2. Need to clean up the wording on Categories 1a-1d (suggested “nor” for 1c and 1d)

3. Cst replaced by ATR (Attributes of Requirements, Constraints, and Issues)

4. Category 7 was split into 7a and 7b, where 7b is between control systems and corporate systems like CIS. These may be combined again after further analysis.
5. Have removed ATR-17 related to sharing of vulnerabilities and incidence, since that really applies to all interfaces, and is a people issue, not an interface issue.
a. More discussion on this issue is needed, but not as part of these ATRs
b. A paragraph should be added to the document on this

6. Should limited power become another ATR, due to the fact that devices on batteries often sleep between interrogations in order to save power?

a. Yes, since it is similar to the wireless ATR in being an issue

b. On the other hand, issues related to water and gas should not be directly addressed because we are focused on smart grid

7. Attributes should include autonomous control

8. Some other ATRs have had their descriptions tweaked (see updated document)

9. Should personnel security as a vulnerability be included?

a. This is true across all interfaces

b. Cross-organizational categories exist, where this vulnerability is particularly important

c. Also this asks for a person-security solution

d. So a paragraph will be written on this

10. How to use the document is critical, since we have to be clear that the Categories and Attributes are to be used as a check list, presenting issues that developers and implementers should think about as they design/implement relevant systems.

11. Joint ownership of equipment will be handled in a paragraph, rather than trying to capture this in the Categories.

a. Federation of management may be a different issue. This warrants a paragraph.
12. Use the term “smart meter” for the box that contains not only the metrology but also other capabilities and interfaces
13. Need a glossary of terms to define what we mean by “real-time”, smart meter, autonomous control, etc.

14. Paragraph to describe that integrity solutions must include access control, such as RBAC, etc.
15. Need to focus on power system reliability and customer privacy as the primary purposes of cyber security of the Smart Grid.

a. Many of the security solutions have already been developed, including power system operations reliability, and market management regulations
16. Separate Impact Tables: 
a. one for power system reliability, 
b. the other to customer privacy/confidentiality
c. Due next Wednesday before the HLR teleconference
d. Look also at the HAN and AMI business process extracts from EPRI reports, since they include some CIA impacts per business process (function).

Wrap-up Notes

1. High Level Requirements (see notes above)
a. The Analysis Matrix provides cross-assessment the Categories by Attributes

b. These should be used as guidance, a check-list, and a starting point: they are not mandates

c. Just starting work on the Impacts
2. Privacy group

a. Have updated the language for the NISTIR

b. Have a few remaining issues to 

3. Architecture group

a. Got through the comments related to architecture

b. Amalgamated all the FERC4+2 diagrams into one – but it is very difficult to read.

c. The single diagram will be linked to the individual diagrams with descriptions so that they can still be used

d. Definitions of actors have been started

4. R&D group

a. Have identified about a dozen topics to-date

b. Would like the other groups to provide any ideas as well to determine there are no overlaps or ideas that are missing

c. Identified the time frame and key critical requirements, and benefits

d. These benefits would be validated by implementations

e. Also need to look at other industries for some ideas to leverage off of these ideas if they pertinent to Smart Grid

f. Ideas:

· Legacy system architecture

· Third party management policy

· Privacy issues

· Etc.

g. Can post the first draft next week, but will upload the list of ideas immediately

h. Recognize that many ideas have been addressed already

5. Standards group

a. Comments on Appendix B – whether it should be maintained within the document or not – yes 

b. May restructure the appendix

c. Then looked at Task 1 comments – some are rather ambiguous

· Have gotten through about half of the comments

· Will complete them by end of next week

d. Question on device versus system level – what level ?

6. And on-going discussions….

7. Next meeting may be in the April/May timeframe.
