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Security-Related Categories 
for Interfaces
	Cst-1a: High requirement for 
confidentiality 
	Cst-1b: High requirement for 
privacy
	Cst-2: High requirement for 
integrity and/or accuracy of data
	Cst-3: High requirement 
for availability
	Cst-4: Low bandwidth of 
communications channels
	Cst-5: Microprocessor constraints 
on memory and compute capabilities
	Cst-6: Wireless media
	Cst-7: Immature or proprietary 
protocols
	Cst-8: Inter-organizational 
interactions
	Cst-9: Real-time operational 
requirements
	Cst-10: Legacy end-devices 
and systems
	Cst-11: Legacy communication 
protocols
	Cst-12: Insecure locations
	Cst-13: Key management for large umbers of devices
	Cst-14: Patch and update manage-
ment constraints for sensitive devices
	Cst-15: Unknown or rapidly 
changing types of interactions
	Cst-16: Environmental and 
physical access constraints
	Cst-21: Sharing of known security 
vulnerabilities and incidents 

	1a.
Interface between control systems and equipment with high availability, and with compute and/or bandwidth constraints

· E.g. Between transmission SCADA and substation equipment

· Between distribution SCADA and high priority substation and pole-top equipment

· Between SCADA and DCS within a power plant
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	1b. Interface between control systems and equipment without high availability, but with compute and/or bandwidth constraints 

· E.g. Between distribution SCADA and lower priority pole-top equipment

· Between pole-top IEDs and other pole-top IEDs
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	1c. Interface between control systems and equipment with high availability, without compute and/or bandwidth constraints 

· E.g. Between transmission SCADA and substation automation systems
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	1d. Interface between control systems and equipment without high availability, without compute and/or bandwidth constraints 

· E.g. Between distribution SCADA and backbone network-connected collector nodes for distribution pole-top IEDs
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	2. Interface between control systems in different organizations 

· E.g. Between an RTO/ISO EMS and a utility energy management system

· Between control systems and their vendors
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	3. Interface between control systems within the same organization 

· E.g. multiple DMS systems belonging to the same utility

· Between subsystems within DCS and ancillary control systems within a power plant
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	4. Interface between back office systems under common management authority 

· E.g. Between a Customer Information System and a Meter Data Management System
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	5. Interface between back office systems not under common management authority

· E.g. Between a third party billing system and a utility meter data management system
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	6. Interface with B2B connections between systems usually involving financial or market transactions

· E.g. Between a Retail aggregator and an Energy Clearinghouse
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	7. Interface between control systems and non-control systems 

· E.g. between a Geographic Information System and a Load Management/Demand Response System
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	8. Interface between sensors and sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements 

· E.g. between temperature sensor on a transformer and its receiver
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	9. Interface between sensor networks and control systems

· E.g. between a sensor receiver and the substation master
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	10. Interface between systems that use the AMI network 

· E.g. Between MDMS and meters

· Between LMS/DRMS and Customer EMS

· Between DMS Applications and Customer DER

· Between DMS Applications and DA Field Equipment
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	11. Interface between systems that use customer (residential, commercial, and industrial) site networks such as HANs and BANs 

· E.g. Between Customer EMS and Customer Appliances

· Between Customer EMS and Customer DER

· Between Energy Service Interface and PEV
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	12. Interface between external systems and the customer site

· E.g. Between Customer and CIS Web site

· Between Third Party and HAN Gateway
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	13. Interface between systems and mobile field crew laptops/equipment

· E.g. Between field crews and GIS 

· Between field crews and substation equipment
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	14. Interface between metering equipment

· E.g. Between sub-meter to meter

· Between PEV meter and Energy Service Provider
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	15. Interface between decision support systems

· E.g. Between WAMS and ISO/RTO
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	16.
Interface between engineering/maintenance systems and control equipment 

· E.g. Between engineering and substation relaying equipment for relay settings

· Between engineering and pole-top equipment for maintenance

· Within power plants
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	17. Interface between control systems and their vendors

· E.g. Between SCADA system and its vendor
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	18. Interface between security network/system management console and all networks and systems

· E.g. between a security console and network routers, firewalls, computer systems, and network nodes
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