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Security Technical Controls for interface 1a, 1b, 1c and 1d
Included below are the security technical controls from the DHS Catalog that are the technical controls that need to be allocated to specific interface categories.  The common controls (governance, risk, and compliance) are included in a separate table.

The interfaces 1a, 1b, 1c, and 1d cover communications between control systems (typically centralized applications such as a SCADA master station) and equipment as well as communications between equipment.   The equipment is categorized with either high availability or not. The interface communication channel is categorized with either compute and/or bandwidth constraints or not.  When determining the applicability of controls for these interfaces, several were deemed NA as they pertain to Human-to-Machine interaction. All activities involved with interfaces 1a, 1b, 1c, and 1d are typically Machine-to-Machine.

Confidentiality, Integrity, and Availability Requirements
Confidentiality requirements will for interfaces 1a, 1b, 1c, and 1d are LOW in respect to the impact to power system reliability. Impacts associated with confidentiality of the messages involved in these interfaces are typically business related in nature and do not affect the real-time operation of the power system. 

Integrity requirements for interfaces 1a, 1b, 1c, 1d are HIGH in respect to power system reliability. Power system applications rely heavily on power system data to be timely, accurate, and unaltered. In turn, power system reliability relies heavily on command and control messages or protection messages to be timely and authentic.  

Availability requirements will vary between these interfaces and are driven primarily by the power system application which the interface supports and not by the interface itself. For example, a SCADA interface to a substation or pole top RTU may have a HIGH availability requirement in one case due to it supporting critical monitoring and switching functions or a MEDIUM to LOW availability if supporting an asset monitoring application.  Typical availability requirements for various power system applications are illustrated in the following table.

	Availability Requirement
	Power System Application

	High
	· Power System Protection

· Transmission SCADA

· Wide Area Measurement and Control (PMU)

· Remedial Action Schemes

· Distribution SCADA

· AGC – Automatic Generation and Control

· Plant DCS

· Volt/VAR control

· Automated switching/restoration

· Contingency Analysis

· Optimal Power Flow

· State Estimation

· Real-Time Power Flow (Single Phase)

· Short Term Load Forecasting

· Long Term Load Forecasting

· Feeder Reconfiguration

· Real-Time Power Flow (Three Phase)

· Topology Analysis

· Outage Management

· Switching Management

· Historian

 

	Medium/Low
	·         Distribution SCADA (interfaces to low priority RTUs and IEDs and not the Distribution SCADA system as a whole)

·         Asset monitoring

·         Power Quality
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Modes, Types, and Constraints
As a method to better describe the interface, the following definitions have been identified.
Interface Data Communication Mode

Near Real-Time Frequency Monitoring Mode
 (milliseconds, sub-cycle based on a 60Hz system)
High Frequency Monitoring Mode (2sec - 59sec scan rates)

Low Frequency Monitoring Mode (scan rates in excess of 1min, file transfers)

 

Interface Data Communication Type
Monitoring and Control Data for real time control system environment (typical measurement and control points)

Equipment Maintenance and Analysis (numerous measurements on field equipment that is typically used for preventive maintenance and post analysis)

Equipment Management Channel (remote maintenance of equipment)

 

Compute Constraints
Compute constraints are associated with crypto requirements on the interface.  The use of crypto typically has high CPU needs for mathematical calculations.  Existing application type devices like RTUs, substation IEDs, meter, others are typically not equipped with sufficient digital hardware to perform crypto.

 

Bandwidth Constraints
Bandwidth constraints are associated with data volume on the interface.  There are numerous communication methods employed by utilities over both wireless (MAS Radio, CDMA, Satellite) and wired (RS 485, Fiber, Power Line Carrier, Sonet , etc.) infrastructures.  In interfaces where bandwidth is constrained, the data still maybe critical to the control system but cost and physical system limitations drive the communication solution.
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INTERFACE DESCRIPTION

The interface descriptions below attempt to call out differences and similarities of various interface implementation uses.  Historically the interface implementation is a product of the priority and implementation cost.  Utilities mitigate risk of less robust interfaces though advanced application, redundant systems, and operational/business processes.  
	

	1a.    Interface between control systems and equipment with high availability, and with compute and/or bandwidth constraints
· Between transmission SCADA in support of state estimation and substation equipment for monitoring and control data using a high frequency mode

· Between distribution SCADA in support of three phase real-time power flow and substation equipment for monitoring data using a high and low frequency mode

· Between transmission SCADA in support of AGC and DCS within a power plant for monitoring and control data using a high frequency mode

· Between SCADA in support of Volt/VAR control and substation equipment for monitoring and control data using a high and low frequency mode

· Between transmission SCADA in support of Contingency Analysis and substation equipment for monitoring data using high frequency mode



	1b. Interface between control systems and equipment without high availability, and  with compute 

and/or bandwidth constraints

· Between field devices and control systems for analyzing power system faults using a low frequency mode
· Between a control system historian and field devices for capturing power equipment attributes using a high or low frequency mode

· Between distribution SCADA and lower priority pole-top devices for monitoring field devices using a low frequency mode

· Between pole-top IEDs and other pole-top IEDs (not used of protection or automated switching) for monitoring and control in a high or low frequency mode.


	1c. Interface between control systems and equipment with high availability, without compute and/or bandwidth constraints 

· Between transmission SCADA and substation automation systems for monitoring and control data using a high frequency mode

· Between EMS and generation control (DCS) and RTUs’ for monitoring and control data using a high frequency mode

· Between distribution SCADA and substation automation systems, substation RTU’s, and pole top devices for monitoring and control data using a high frequency mode

· Between a PMU device and a Phasor Data Concentrator (PDC) for monitoring data using a high frequency mode

· Between IEDs (peer-to-peer) for power system protection 



	1d. Interface between control systems and equipment without high availability, without compute and/or bandwidth constraints 

· Between field device and asset monitoring system for monitoring data using a low frequency mode

· Between field devices (relays, DFRs, PQ) and event analysis systems for event, disturbance, and power quality data

· Between distribution SCADA and lower priority pole-top equipment for monitoring and control data in a high or low frequency mode

· Between pole-top IEDs and other pole-top IEDs (not used for protection or automated switching) for monitoring and control in a high or low frequency mode

· Between distribution SCADA and backbone network-connected collector nodes for lower priority distribution pole-top IEDs  for monitoring and control in a high or low frequency mode



	


 
Crosswalk of Cyber Security Documents

The following is a mapping between the security requirements contained in several relevant documents that include security requirements that may be applicable to the Smart Grid.  Specifically, interface 1a, 1b, 1c, and 1d have been referenced against each DHS control.  A mark of X signifies that the DHS control is applicable to the Interface.  Clarifications are noted below the table.
	DHS Catalog of Control System Security
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline
	1a
	1b
	1c
	1d

	2.5.11
	Vendor Security Testing
	 
	
	SA-11
	M, H
	X
	X
	X
	X

	2.6.7
	Configuration for Least Functionality
	CIP 007-2 (R2)
	
	CM-7
	L, M, H
	X
	X
	X
	X

	2.6.8
	Configuration Assets
	CIP 002-2 (R3, R4)

CIP 003-2 (R6)

CIP 005-2 (R2.2, R5.1, R5.2)

CIP 007-2 (R3, R9)
	
	CM-8
	L, M, H
	X
	X
	X
	X

	2.8.2
	Management Port Partitioning
	 
	
	
	
	X
	X
	X
	X

	2.8.3
	Security Function Isolation
	 
	
	SC-3
	L, M, H
	X
	X
	X
	X

	2.8.4
	Information Remnants
	 
	
	SC-4
	M, H
	NA
	NA
	NA
	NA

	2.8.5
	Denial-of-Service Protection
	 
	
	SC-5
	L, M, H
	X
	X
	X
	X

	2.8.6
	Resource Priority
	 
	
	SC-6
	none
	NA
	NA
	NA
	NA

	2.8.7
	Boundary Protection
	CIP 005-2 (R1, R1.1, R1.2, R1.3, R1.4, R1.6, R2, R2.1-R2.4, R5,  R5.1)
	
	SC-7


	L, M (1,2,3,4,5,10), H (1,2,3,4,5,6,10,11)
	X
	X
	X
	X

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M (1), H (1)
	X
	X
	X
	X

	2.8.9
	Communication Confidentially
	 
	
	SC-9
	M (1), H (1)
	X
	X
	X
	X

	2.8.10
	Trusted Path
	 
	
	SC-11
	none
	NA
	X
	NA
	X

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H (1)
	X
	X
	X
	X

	2.8.12
	Use of Validated Cryptography
	 
	
	SC-13
	L, M, H
	X
	X
	X
	X

	2.8.13
	Collaborative Computing
	 
	
	SC-15
	L, M, H
	X
	X
	X
	X

	2.8.14
	Transmission of Security Parameters
	 
	
	SC-16
	none
	X
	X
	X
	X

	2.8.15
	Public Key Infrastructure Certificates
	 
	
	SC-17
	M, H
	NA
	NA
	NA
	NA

	2.8.16
	Mobile Code
	 
	
	SC-18
	M, H
	NA
	NA
	NA
	NA

	2.8.17
	Voice-over-Internet Protocol
	 
	
	SC-19
	M, H
	NA
	NA
	NA
	NA

	2.8.18
	System Connections
	CIP 005-2 (R2, R2.2-R2.4)
	
	CA-3
	L, M, H
	NA
	NA
	NA
	NA

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, 
SA-9
	L, M, H
L, M, H
	NA
	NA
	NA
	NA

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H
	X
	X
	X
	X

	2.8.21
	Architecture and Provisioning for Name/Address Resolution Service
	 
	
	SC-22
	M, H
	X
	X
	X
	X

	2.8.22
	Secure Name/Address Resolution Service (Authoritative Source)
	 
	
	SC-20
	L (1), M (1), H (1)
	NA
	NA
	NA
	NA

	2.8.23
	Secure Name/Address Resolution Service (Recursive or Caching Resolver)
	 
	
	SC-21
	H
	NA
	NA
	NA
	NA

	2.8.24
	Fail in Known State
	
	
	SC-24
	H
	X
	X
	X
	X

	2.8.25
	Thin Nodes
	
	
	SC-25
	None
	NA
	NA
	NA
	NA

	2.8.26
	Honeypots
	
	
	SC-26
	None
	NA
	NA
	NA
	NA

	2.8.27
	Operating System-Independent Applications
	
	
	SC-27
	None
	NA
	NA
	NA
	NA

	2.8.28
	Confidentiality of Information at Rest
	
	
	SC-28
	M, H
	NA
	NA
	NA
	NA

	2.8.29
	Heterogeneity
	
	
	SC-29
	none
	NA
	NA
	NA
	NA

	2.8.30
	Virtualization Techniques
	
	
	SC-30
	None
	NA
	NA
	NA
	NA

	2.8.31
	Covert Channel Analysis
	
	
	SC-31
	None
	X
	X
	X
	X

	2.8.32
	Application Partitioning
	
	
	SC-2
	M, H
	NA
	NA
	NA
	NA

	2.8.33
	Information System Partitioning
	
	
	SC-32
	M, H
	NA
	NA
	NA
	NA

	2.14.2
	Flaw Remediation
	CIP 007-2 (R3, R3.1, R3.2)
	
	SI-2
	L, M (2), H (1,2)
	NA
	NA
	NA
	NA

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M (1), H (1,2)
	X
	X
	X
	X

	2.14.8
	Spam Protection
	CIP 007-2 (R4)
	3.2,

6.2.6
	SI-8
	M, H (1)
	NA
	NA
	NA
	NA

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H
	X
	X
	X
	X

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H
	X
	X
	X
	X

	2.15.8
	Separation of Duties
	
	
	AC-5


	M, H
	X
	X
	X
	X

	2.15.9
	Least Privilege
	CIP-007-2 (R5.1)
	
	AC-6
	M, H
	X
	X
	X
	X

	2.15.10
	User Identification and Authentication
	CIP 005-2 (R2,)

 
	
	IA-2
	L (1), M (1,2,3), H (1,2,3,4)
	X
	X
	X
	X

	2.15.11
	Permitted Actions without Identification and Authentication
	 
	
	AC-14
	L, M (1), H (1)
	X
	X
	X
	X

	2.15.12
	Device Authentication and Identification
	
	
	IA-3
	M, H
	X
	X
	X
	X

	2.15.13
	Authenticator Feedback
	 
	
	IA-6
	L, M, H
	X
	X
	X
	X

	2.15.14
	Cryptographic Module Authentication
	 
	
	IA-7
	L, M, H
	X
	X
	X
	X

	2.15.15
	Information Flow Enforcement
	
	
	AC-4
	M, H
	X
	X
	X
	X

	2.15.16
	Passwords
	CIP 007-2 (R5.3)
	
	IA-5
	L, M, H
	X
	X
	X
	X

	2.15.17
	System Use Notification
	CIP-005-2 (R2.6)
	
	AC-8
	L, M, H
	NA
	NA
	NA
	NA

	2.15.18
	Concurrent Session Control
	 
	
	AC-10
	H
	NA
	NA
	NA
	NA

	2.15.19
	Previous Logon Notification
	 
	
	AC-9
	none
	NA
	NA
	NA
	NA

	2.15.20
	Unsuccessful Logon Notification
	 
	
	AC-7
	L, M, H
	NA
	NA
	NA
	NA

	2.15.21
	Session Lock
	 
	
	AC-11
	M, H
	NA
	NA
	NA
	NA

	2.15.22
	Remote Session Termination
	 
	
	SC-10 (not withdrawn)
	
	N/A
	N/A
	N/A
	N/A

	2.15.23
	Remote Access Policy and Procedures
	CIP 005-2 (R1, R1.1, R1.2, R2, R2.3, R2.4
	
	AC-17
	L, M, H 
	NA
	NA
	NA
	NA

	2.15.24
	Remote Access
	CIP 005-2 (R2, R3, R3.1, R3.2
	
	AC-17
	L, M (1,2,3,4,6,10,11,12), H (1,2,3,4,5,6,10,11,12),
	NA
	NA
	NA
	NA

	2.15.25
	Access Control for Portable and Mobile Devices
	CIP 005-2 (R2.4, R5, R5.1)
	6.2.2.2
	AC-19
	L, M (1,2,3), H (1,2,3)
	X
	X
	X
	X

	2.15.26
	Wireless Access Restrictions
	
	6.3.2.5
	AC-18
	L, M (1), H (1,2)
	X
	X
	X
	X

	2.15.27
	Personally Owned Information
	 
	
	AC-20
	L, M, H
	NA
	NA
	NA
	NA

	2.16.2
	Auditable Events
	CIP 005-2 (R3)

CIP 007-2 (R5.1.2, R5.2.3, R6.1, R6.3)
	6.3.3
	AU-2


	L, M (3,4), H (3,4)
	X
	X
	X
	X

	2.16.3
	Content of Audit Records
	CIP 007-2 (R5.1.2)
	6.3.3
	AU-3


	L, M (1), H (1,2)
	X
	X
	X
	X

	2.16.4
	Audit Storage Capacity
	 
	
	AU-4
	L, M, H
	X
	X
	X
	X

	2.16.15
	Audit Generation
	
	
	AU-12
	L, M, H (1)
	NA
	NA
	NA
	NA

	2.16.16
	Non-Repudiation
	
	
	AU-10
	H
	NA
	NA
	NA
	NA

	2.18.5
	Control System Connections
	CIP 005-2 (R2)
	
	CA-3
	L, M, H
	X
	X
	X
	X


Clarifications

2.5.11   - It is expected that the vendor would provide a verification of security testing to the customer.  Although many systems configurations are seen as custom, the vendor still has the responsibility to verify product releases and patches in a pre-defined configuration that would use the interface. Custom configuration testing would be seen as a service.  In some cases the customer may be required to create an Q&A system for testing and verification.
2.6.7  -  Configuration of least functionality is a standard approach to minimize the attack vectors on the interfaces.  The “prohibited and/or restricted” list is created by the organization.

2.8.2 -  Management of port partitioning may arguably not apply to non high available interfaces for asset monitoring and power quality.  

2.8.4 – Should not impact Interfaces
2.8.5 – Denial of service attack are typically mitigated by performing stress test on the control system,  allowing application link interfaces to be disabled on a point by point basis and tight control of interface actors.

2.8.10 - Users in the system in many cases will use these interfaces to access automation systems at the grids edge from a central control system, access devices for maintenance and other functions.  

2.15.25 – Maintenance tools such as SCADA protocol test sets, network sniffers, etc. can be considered mobile devices.

2.16.15 – This control applies to the auditing system and not the control system components involved in interfaces 1a, 1b, 1c, and 1d.

2.16.16 – This control is not in the final public document found at:  

http://www.us-cert.gov/control_systems/pdf/Catalog_of_Control_Systems_Security_Recommendations.pdf
2.18.5 – System to System connections may be created with the use of multi-ported or multi-connection capable field devices.






















� Monitoring may or may not include control action communication
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