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Interface Category 8: Interface between sensors and sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements, e.g., between temperature sensor on a transformer and its receiver
Crosswalk of Cyber Security Documents

The following is a mapping between the security requirements contained in several relevant documents that include security requirements that may be applicable to the Smart Grid.
Recommend deleting ATR9: Real-time operational requirements with low tolerance for latency problems.
	DHS Catalog of Control System Security
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	2.4.19
	Information Leakage (In SP 800-53, this requirement is for TEMPEST protection.  The DHS requirement covers more than TEMPEST.)
	 
	
	PE-19
	none

	2.4.22
	Access Control for Transmission Medium
	
	
	PE-4
	M, H

	2.4.23
	Access Control for Output Devices
	
	
	PE-5
	M, H

	
	 (common technical requirement)
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	2.8.8
	Communication Integrity
	 
	
	SC-8
	M, H

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	2.8.20
	Message Authenticity (?)
	 
	
	SC-23
	M, H

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	2.8.24
	Fail in Known State
	
	
	SC-24
	H

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	2.8.32
	Application Partitioning
	
	
	SC-2
	M, H

	2.8.33
	Information System Partitioning
	
	
	SC-32
	M, H

	
	 (common technical requirement)
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