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Interface Category 3a: Interface between back office systems under common management authority, e.g., between a Customer Information System and a Meter Data Management System
This focuses on confidentiality and privacy and not on Power system reliability.
Crosswalk of Cyber Security Documents

The following is a mapping between the security requirements contained in several relevant documents that include security requirements that may be applicable to the Smart Grid.

	DHS Catalog of Control System Security
	DHS Catalog of Control System Security
	NERC CIPs (1-9) May 2009
	NIST SP 800-82
	NIST SP

800-53 Rev 3
	NIST SP 800-53 Baseline

	
	 (common technical requirement)
	
	
	
	

	
	 (common technical requirement)
	
	
	
	

	
	 (common technical requirement)
	



	
	
	

	
	
	
	
	
	

	2.8.3
	Security Function Isolation
	 
	
	SC-3
	L, M, H

	
	
	
	
	
	

	2.8.5
	Denial-of-Service Protection
	 
	
	SC-5
	L, M, H

	2.8.6
	Resource Priority
	 
	
	SC-6
	none

	
	
	
	
	

	

	2.8.8
	Communication Integrity
	 
	
	SC-8
	M (1), H (1)

	2.8.9
	Communication Confidentiality (important for customer information)
	 
	
	SC-9
	M (1), H (1)

	
	
	
	
	
	

	2.8.11
	Cryptographic Key Establishment and Management
	 
	
	SC-12
	L, M, H (1)

	2.8.11
	Cryptographic Key Establishment and Management (important for customer information)
	 
	
	SC-12
	L, M, H (1)

	2.8.12
	Use of Validated Cryptography
	 
	
	SC-13
	L, M, H

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	2.8.16
	Mobile Code
	 
	
	SC-18
	M, H

	
	
	
	
	
	

	2.8.18
	System Connections
	CIP 005-2 (R2, R2.2-R2.4)
	
	CA-3
	L, M, H

	2.8.19
	Security Roles
	 CIP 003-2 (R5)
	
	SA-3, 
SA-9
	L, M, H
L, M, H

	2.8.20
	Message Authenticity
	 
	
	SC-23
	M, H

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	2.8.24
	Fail in Known State
	
	
	SC-24
	H

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	2.8.28
	Confidentiality of Information at Rest
	
	
	SC-28
	M, H

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	 (common technical requirement)
	
	
	
	

	2.14.7
	Software and Information Integrity
	
	
	SI-7
	M (1), H (1,2)

	2.14.8
	Spam Protection
	CIP 007-2 (R4)
	3.2,

6.2.6
	SI-8
	M, H (1)

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	 
	
	SI-10
	M, H

	2.14.11
	Error Handling
	 
	
	SI-11
	M, H

	2.15.8
	Separation of Duties
	
	
	AC-5


	M, H

	2.15.9
	Least Privilege
	CIP-007-2 (R5.1)
	
	AC-6
	M, H

	2.15.10
	User Identification and Authentication
	CIP 005-2 (R2,)

 
	
	IA-2
	L (1), M (1,2,3), H (1,2,3,4)

	2.15.11
	Permitted Actions without Identification and Authentication
	 
	
	AC-14
	L, M (1), H (1)

	2.15.12
	Device Authentication and Identification
	
	
	IA-3
	M, H

	
	
	
	
	
	

	2.15.14
	Cryptographic Module Authentication
	 
	
	IA-7
	L, M, H

	
	
	
	
	
	

	2.15.16
	Passwords
	CIP 007-2 (R5.3)
	
	IA-5
	L, M, H

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	2.15.21
	Session Lock
	 
	
	AC-11
	M, H

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	2.15.27
	Personally Owned Information
	 
	
	AC-20
	L, M, H

	2.16.2
	Auditable Events
	CIP 005-2 (R3)

CIP 007-2 (R5.1.2, R5.2.3, R6.1, R6.3)
	6.3.3
	AU-2


	L, M (3,4), H (3,4)

	2.16.3
	Content of Audit Records
	CIP 007-2 (R5.1.2)
	6.3.3
	AU-3


	L, M (1), H (1,2)

	2.16.4
	Audit Storage Capacity
	 
	
	AU-4
	L, M, H

	2.16.15
	Audit Generation
	
	
	AU-12
	L, M, H (1)

	2.16.16
	Non-Repudiation
	
	
	AU-10
	H

	2.18.5
	Control System Connections
	CIP 005-2 (R2)
	
	CA-3
	L, M, H
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