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There is no one universal, internationally accepted definition of “privacy,” it can mean many things to different individuals. At its most basic, privacy can be seen as the right to be left alone.[footnoteRef:1] Privacy is not a plainly delineated concept and is not simply the specifications provided within laws and regulations. Furthermore, privacy should not be confused, as it often is, with being the same as confidentiality; and personal information[footnoteRef:2] is not the same as confidential information. Confidential information[footnoteRef:3] is information for which access should be limited to only those with a business need to know and that could result in compromise to a system, data, application, or other business function if inappropriately shared.[footnoteRef:4]  [1:  Warren, Samuel D. and Louis D. Brandeis “The Right to Privacy,” Harvard Law Review, Vol. IV December 15, 1890 No. 5]  [2:  See a full definition and discussion of “personal information” in Appendix C.]  [3:  The use of the phrase “confidential information” in this document does not refer to National Security/classified information.]  [4:  For example, market data that does not include customer-specific details is considered confidential. Other chapters within this report address confidentiality in depth.] 

It is important to understand that privacy considerations with respect to the Smart Grid include examining the rights, values, and interests of individuals; it involves the related characteristics, descriptive information and labels, activities, and opinions of individuals, to name just a few applicable considerations. 
For example, some have described privacy as consisting of four dimensions:[footnoteRef:5]  [5:  See Roger Clarke, "What’s Privacy?" at http://www.rogerclarke.com/DV/Privacy.html. Clarke makes a similar set of distinctions between the privacy of the physical person, the privacy of personal behavior, the privacy of personal communications, and the privacy of personal data. Roger Clarke is a well-known privacy expert from Australia who has been providing privacy research papers and guidance for the past couple of decades. ] 

1. Privacy of personal information. This is the most commonly thought-of dimension. Personal information is any information relating to an individual, who can be identified, directly or indirectly, by that information and in particular by reference to an identification number or to one or more factors specific to his or her physical, physiological, mental, economic, cultural, locational or social identity. Privacy of personal information involves the right to control when, where, how, to whom, and to what extent an individual shares their own personal information, as well as the right to access personal information given to others, to correct it, and to ensure it is safeguarded and disposed of appropriately.
1. Privacy of the person. This is the right to control the integrity of one’s own body. It covers such things as physical requirements, health problems, and required medical devices.
2. Privacy of personal behavior. This is the right of individuals to keep any knowledge of their activities, and their choices, from being shared with others.
3. Privacy of personal communications. This is the right to communicate without undue surveillance, monitoring, or censorship.
Most Smart Grid entities directly address the first dimension, because most data protection laws and regulations cover privacy of personal information. However, the other three dimensions are important privacy considerations as well; thus dimensions 2, 3, and 4 should also be considered in the Smart Grid context because new types of energy use data can be created and communicated. For instance, we can recognize unique electric signatures for consumer electronics and appliances and develop detailed, time-stamped activity reports within personal dwellings. Charging station information can detail whereabouts of an EV. This data did not exist before the application of Smart Grid technologies.[footnoteRef:6] [6:  For instance, consider the enhanced ability the Smart Grid will give to determining a person’s behavior within a home through more granular energy usage data.] 

The privacy subgroup looked at how the Smart Grid, and the data contained therein, could potentially be used to infringe upon or otherwise negatively impact individuals’ privacy in the four identified dimensions and then sought ways to assist Smart Grid organizations in identifying and protecting the associated information. While many of the types of data items accessible through the Smart Grid are not new, there is now the possibility that other parties, entities or individuals will have access to those data items; and there are now many new uses for the collected data, which may raise substantial privacy concerns. New energy use data is also created through applications of Smart Grid technologies. As those data items become more specific and are made available to additional individuals, the complexity of the associated privacy issues increases as well. 
The mission of the privacy subgroup is to recognize privacy concerns within the Smart Grid and to identify opportunities and recommendations for their mitigation. In addition, the group strives to clarify privacy expectations, practices, and rights with regard to the Smart Grid by—
Identifying potential privacy problems and encouraging the use of relevant Fair Information Practice Principles[footnoteRef:7]   [7:  Fair Information Practice Principles describe the manner in which entities using automated data systems and networks should collect, use, and safeguard personal information to assure their practice is fair and provides adequate information privacy protection. ] 

Seeking input from representatives of Smart Grid entities and subject matter experts, and then providing guidance to the public on options for protecting the privacy of—and avoiding misuse of—personal information used within the Smart Grid. This guidance is included in this chapter; and
Making suggestions and providing information to organizations, regulatory agencies, and Smart Grid entities in the process of developing privacy policies and practices that promote and protect the interest of Smart Grid consumers and Smart Grid entities.
To meet this mission, this chapter explores the types of data within the Smart Grid that may place individuals’ privacy at risk, and how the privacy risks related to the use, misuse, and abuse of energy data may increase as a result of this new, always-connected type of technology network. 
Because “privacy” and associated terms mean many different things to different audiences, definitions for the privacy terms used within this chapter are found in Appendix C, and definitions for energy terms are included in Appendix I. 
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