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In assessing privacy considerations and related legal impacts within the Smart Grid, it is important to understand existing regulatory and legislative frameworks, concepts, and definitions. This subsection discusses these themes in general terms and then narrows its focus to those deemed most relevant. 
[bookmark: _Toc263797602][bookmark: _Ref264552199][bookmark: _Toc264881634]Existing Regulatory Frameworks
When considering the possible legal impacts to privacy engendered by the Smart Grid, and likewise the influence of laws that directly apply to the Smart Grid, it is important to note that current privacy laws may not explicitly reference the Smart Grid or associated unique Smart Grid data items. Moreover, existing U.S. state-level Smart Grid and electricity delivery regulations may not explicitly reference privacy protections.[footnoteRef:1] However, even though Federal or State laws may not definitively reference the Smart Grid at this time, it is possible that existing laws may be amended to explicitly apply to the Smart Grid as as it is more widely implemented and touches more individuals. [1:  The SGIP-CSWG Privacy Group has compiled a list of most state Smart Grid and electricity delivery regulations and provided them in Appendix A as a useful resource for our readers.] 

While it is uncertain how privacy laws will apply to Smart Grid data, one thing that is certain is that the Smart Grid brings new challenges and issues with its new types of data, such as detailed personal use patterns of all electrical appliances used by any individual within a premise, usage patterns of all electrical appliances used in public, commercial and educational facilities, and fingerprint information about new device usage, including medical devices and vehicle charging data. These new data items, and the use of existing data in new ways, will require additional study and public input to adapt current laws or to shape new laws.
To understand the types of data items that may be protected within the Smart Grid by privacy laws and regulations, let us first consider some of the current and most prominent laws that provide for privacy protection. U.S. federal privacy laws cover a wide range of industries and topics, such as:
1. Healthcare: Examples include the Health Insurance Portability and Accountability Act (HIPAA) and the associated Health Information Technology for Economic and Clinical Health (HITECH) Act. 
2. Financial: Examples include the Gramm-Leach-Bliley Act (GLBA), the Fair and Accurate Credit Transactions Act (FACTA), and the Red Flags Rule. 
3. Education: Examples include the Family Educational Rights and Privacy Act (FERPA) and the Children’s Internet Protection Act (CIPA).
4. Communications: Examples include the First Amendment to the U.S. Constitution, the Electronic Communications Privacy Act (ECPA), and the Telephone Consumer Protection Act (TCPA).
5. Government: Examples include the Privacy Act of 1974, the Computer Security Act of 1987, and the E-Government Act of 2002.
6. Online Activities: Examples include the Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act and the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act (USA PATRIOT Act, commonly known as the "Patriot Act").[footnoteRef:2]  [2:  The acronym stands for Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism. The statute enacted by the United States Government was signed into law on October 26, 2001. ] 

7. Privacy in the Home: Examples are the protections provided by the Fourth and Fourteenth Amendments to the U.S. Constitution.
8. Employee and Labor Laws: Examples include the Americans with Disabilities Act (ADA) and the Equal Employment Opportunity (EEO) Act. 
It is currently not clear to what extent the above laws providing privacy protections will apply to Smart Grid data. Most state provides additional privacy laws and regulations for a wide range of issues, such as for, but not limited to, the following, which may also apply to the Smart Grid: 
Privacy breach notice;
Social Security number (SSN) use and protections ; and
Drivers license use.
There are generally three approaches to protecting privacy by law—
Constitutional protections. The First, Fourth, and Fourteenth Amendments, covering personal communications and activities.
Data-specific protections. These protect specific information items such as credit card numbers and SSNs, or specific technology such as phones or computers used for data storage or communication.
Contractual protections. These are protections specifically outlined within a wide range of business contracts, such as those between consumers and business.
The application of Fourth Amendment considerations to data collected about appliances and patterns of energy consumption, including the extent that Smart Grid data reveals information about personal activities, such as those described in “Privacy Concerns in the Smart Grid” (subsection 5.6 of this chapter) has not yet been tested. 
Even though public utilities commissions (PUCs) have protected energy data in some states such as California, the energy-related data produced by the Smart Grid may not be covered by privacy protection laws that name specific data items. Energy consumption patterns have historically not risen to the level of public concern given to financial or health data because (1) electrical meters had to be physically accessed to obtain usage data directly from buildings, (2) the data showed energy usage over a longer time span such as a month and did not show usage by specific appliance, and (3) the utilities were not sharing this data in the ways that will now be possible with the Smart Grid. Public concerns for the related privacy impacts will likely change with implementation of the Smart Grid, because energy consumption data can reveal personal activities and the use of specific energy using or generating appliances, and because the data may be used or shared in ways that will impact privacy.
While some states have examined the privacy implications of the Smart Grid, most states had little or no documentation available for review by the privacy subgroup. Furthermore, enforcement of state privacy-related laws is often delegated to agencies other than PUCs, 
who have regulatory responsibility for electric utilities.
[bookmark: _Toc263797603][bookmark: _Toc264881635]Smart Grid Data Ownership
The legal ownership of Smart Grid energy data is the subject of much discussion. Various regulators and jurisdictions have treated the issue of who owns energy data differently. However, regardless of data ownership, the management of energy data that contains or is combined with personal information or otherwise identifies individuals, and the personal information derived from such data, remains subject to the privacy considerations described in this report. The custodian of energy data should consider managing and safeguarding the information in accordance with the recommendations included in this report.
[bookmark: _Toc263797604][bookmark: _Ref264552220][bookmark: _Toc264881636]Applicability of Existing Data Protection Laws and Regulations to the Smart Grid
Personally identifiable information (PII) has no single authoritative legal definition. However, as noted in Appendix A, there are a number of laws and regulations, each of which protects different specific types of information. A number of these were previously noted, such as 
the Health Insurance Portability and Accountability Act (HIPAA) of 1996, which defines individually identifiable health information, arguably the widest definition by many organizations throughout the U.S. of what constitutes PII within the existing U.S. federal regulations. State attorneys general have pointed to HIPAA as providing a standard for defining personal information, and to cite one case, the State of Texas has adopted the HIPAA requirements for protected health information to be applicable to all types of organizations, including all those based outside of Texas. Many of these organizations could possibly be providing information via the Smart Grid—if not now, then almost certainly at sometime in the future.[footnoteRef:3] [3:  For example, the Texas Appellate Court stated that the HIPAA Privacy rule applies to the entire State of Texas. See Abbott v. Texas Department of Mental Health and Mental Retardation for details, or refer to the discussion at http://www.hipaasolutions.org/white_papers/HIPAA%20Solutions,%20LC%20White%20Paper%20-Texas%20AG%20Opinion%20On%20Privacy%20And%20HIPAA.pdf.] 

The private industry’s definition of personal information predates legislation and is generally legally defined in a two-step manner, as x data (e.g., SSN) in conjunction with y data (e.g., name.) This is the legal concept of “personally identifiable information” or PII. 
For example, the Massachusetts breach notice law,[footnoteRef:4] in line with some other state breach notice laws, defines the following data items as being personal information: [4:  See text of the Massachusetts breach notice law at http://www.mass.gov/legis/laws/seslaw07/sl070082.htm.] 

First name and last name or first initial and last name in combination with any one or more of the following: 
1. Social Security number; 
2. Driver's license number or state-issued identification card number; or 
3. Financial account number.
Utilities often store SSNs and financial account numbers in their payroll or billing systems and have been obligated to follow the associated legal requirements for safeguarding this data for many years. The sharing and storage capabilities that the Smart Grid network brings to bear creates the new need to protect the items specifically named within existing laws, in addition to protecting new types of personal information that is created within the Smart Grid. 
There is also the possibility of utilities possessing new types of data as a result of the Smart Grid for which they have not to date been custodians. These new types of data may be protected by regulations from other industries that utilities did not previously have to follow. As is revealed by the privacy impact assessment that is the subject of section 5.4 of this chapter, there is a lack of privacy laws or policies directly applicable to the Smart Grid. Privacy subgroup research indicates that, in general, state utility commissions currently lack formal privacy policies or standards related to the Smart Grid.[footnoteRef:5] Comprehensive and consistent definitions of privacy-affecting information with respect to the Smart Grid typically do not exist at state or federal regulatory levels, or within the utility industry.[footnoteRef:6] [5:  Most public utility commissions have significant customer privacy policies that predate the Smart Grid.]  [6:  Edison Electric Institute, a trade association of investor-owned electric utilities, is developing a formal position on customer data access, which it expects to finalize during 2010. ] 


The privacy subgroup is presently conducting an overview of the laws, regulations, and standards relevant to the privacy of energy consumption data, and its preliminary list of applicable state laws and regulations is given in Appendix A. 
[bookmark: _Toc263797605][bookmark: _Toc264881637]General Invasion of Privacy Concerns with Smart Grid Data
Two aspects of the Smart Grid may raise new legal privacy issues. First, the Smart Grid significantly expands the amount of data available in more granular form as related to the nature and frequency of energy consumption and creation, thereby opening up more opportunities for general invasion of privacy. Suddenly a much more detailed picture can be obtained about activities within a given dwelling, building, or other property, and the time patterns associated with those activities make it possible to detect the presence of specific types of energy consumption or generation equipment. Granular energy data may even indicate the number of individuals in a dwelling unit, which could also reveal when the dwelling is empty or is occupied by more people than usual. The public sharing of information about a specific location’s energy use is also a distinct possibility. For example, a homeowner rigged his washing machine to announce the completion of its cycle via his social networking page so that the machine need not be monitored directly.[footnoteRef:7] This raises the concern that persons other than those living within the dwelling but having access to energy data could likewise automate public sharing of private events without the dwellers’ consent—a general invasion of privacy. [7:  For a demonstration of how this was done, see the video, "Washing Machine Twitter Hack," by Ryan Rose at http://vimeo.com/2945872.] 

The concern exists that the prevalence of granular energy data could lead to actions on the part of law enforcement —possibly unlawful in themselves—and lead to an invasion of privacy, such as remote surveillance or inference of individual behavior within dwellings, that could be potentially harmful to the dwelling’s residents. Law enforcement agencies have already used monthly electricity consumption data in criminal investigations. For example, in Kyllo v. United States,[footnoteRef:8] the government relied on monthly electrical utility records to develop its case against a suspected marijuana grower.[footnoteRef:9] Government agents issued a subpoena to the suspect’s utility to obtain energy usage records and then used a utility-prepared “guide for estimating appropriate power usage relative to square footage, type of heating and accessories, and the number of people who occupy the residence” to show that the suspect’s power usage was “excessive” and thus “consistent with” a marijuana-growing operation.[footnoteRef:10]  [8:  Kyllo v. United States, 533 U.S. 27 (2001). See http://www.law.cornell.edu/supct/html/99-8508.ZO.html.]  [9:  Id. at page 30. The Supreme Court opinion in this case focuses on government agents’ use of thermal imaging technology. However, the district court decision discusses other facts in the case, including that government agents issued a subpoena to the utility for the suspect’s monthly power usage records. See Kyllo v. United States, 809 F. Supp. 787, 790 (D. Or. 1992), aff’d, 190 F.3d 1041 (9th Cir. 1999), rev’d, 533 U.S. 27 (2001).]  [10:  Kyllo v. United States, 809 F. Supp. 787, 790 (D. Or. 1992), aff’d, 190 F.3d 1041 (9th Cir. 1999), rev’d, 533 U.S. 27 (2001).] 

As Smart Grid technologies collect more detailed data about households, one concern identified by the privacy group as well as expressed by multiple published comments is that law enforcement officials may become more interested in accessing that data for investigations or to develop cases. For instance, agencies may want to establish or confirm presence at an address at a certain critical time or even establish certain activities within the home —information that may be readily gleaned from Smart Grid data.
However, the Supreme Court in Kyllo clearly reaffirmed the heightened Fourth Amendment privacy interest in the home and noted this interest is not outweighed by technology that allows government agents to “see” into the suspect’s home without actually entering the premises.[footnoteRef:11] The Court stated, “We think that obtaining by sense-enhancing technology any information regarding the interior of the home that could not otherwise have been obtained without physical intrusion into a constitutionally protected area, constitutes a search” and is “presumptively unreasonable without a warrant.”[footnoteRef:12] [11:  Kyllo, 533 U.S.]  [12:  Kyllo, 533 U.S.] 

Second, unlike the traditional energy grid, the Smart Grid may be viewed as carrying private and/or confidential electronic communications between utilities and end-users, possibly between utilities and third parties[footnoteRef:13], and between end-users and third parties. Current law both protects private electronic communications and permits government access to real-time and stored communications, as well as communications transactional records, using a variety of legal processes.[footnoteRef:14] Moreover, under the Communications Assistance for Law Enforcement Act (CALEA), telecommunications carriers and equipment manufacturers are required to design their systems to enable lawful access to communications.[footnoteRef:15] The granular Smart Grid data may also have parallels to call detail records collected by telecommunications providers. It is unclear if laws that regulate government access to communications will also apply to the Smart Grid.  [13:  The term “third party” is one that is not well defined. The SGIP-CSWG privacy subgroup recognizes third party access as a significant issue and plans to address this in more depth in a future version of the chapter. ]  [14:  Such as the Electronic Communications Privacy Act; 18 U.S.C. § 2510. See http://www.law.cornell.edu/uscode/18/usc_sup_01_18_10_I_20_119.html.]  [15:  See http://thomas.loc.gov/cgi-bin/bdquery/z?d103:H.R.4922:.] 

In short, the innovative technologies of the Smart Grid pose new legal issues for privacy of the home, as well as any type of property location that has traditionally received strong Fourth Amendment protection. As Justice Scalia wrote in Kyllo: “The question we confront today is what limits there are upon this power of technology to shrink the realm of guaranteed privacy.”[footnoteRef:16] [16:  Kyllo, 533 U.S. ] 

[bookmark: _Toc263797606][bookmark: _Ref264628376][bookmark: _Toc264881638][bookmark: _Ref266260772][bookmark: _Ref266260777]Smart Grid Introduces a New Privacy Dimension
The ability to access, analyze, and respond to much more precise and detailed data from all levels of the electric grid is critical to the major benefits of the Smart Grid—and it is also a significant concern from a privacy viewpoint, especially when this data and data extrapolations are associated with individual consumers or locations. Some articles in the public media have raised serious concerns[footnoteRef:17] about the type and amount of billing, usage, appliance, and other related information flowing throughout the various components of the Smart Grid.  [17:  One example of this is available at http://www.istockanalyst.com/article/viewiStockNews/articleid/3461363.  ] 

There are also concerns across multiple industries about data aggregation of “anonymized” data.[footnoteRef:18] For example, in other situations, associating pieces of anonymized data with other publicly available non-anonymous data sets has been shown by various studies to actually reveal specific individuals.[footnoteRef:19] Figure 5‑1 illustrates how frequent meter readings may provide a detailed timeline of activities occurring inside a metered location and could also lead to knowledge about specific equipment usage or other internal home/business processes. [18:  The Electronic Privacy Information Center (EPIC), http://epic.org/privacy/reidentification/, provides news and resources on this topic.]  [19:  For one such study, see the technical paper, “Trail Re-identification: Learning Who You are From Where You Have Been,” by Bradley Malin, Latanya Sweeney and Elaine Newton, abstract available at http://privacy.cs.cmu.edu/people/sweeney/trails1.html.] 
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[bookmark: _Ref264369746][bookmark: _Toc266205544][bookmark: _Toc266342192][bookmark: _Toc270438998]Figure 5‑1 Power Usage to Personal Activity Mapping [footnoteRef:20] [20:  Elias Leake Quinn, Smart Metering & Privacy: Existing Law and Competing Policies, Spring 2009, at page 3. Available at http://www.dora.state.co.us/puc/DocketsDecisions/DocketFilings/09I-593EG/09I-593EG_Spring2009Report-Smart GridPrivacy.pdf. A hob heater is a top of stove cooking surface.] 

Smart meter data raises potential surveillance possibilities posing physical, financial, and reputational risks. Because smart meters collect energy usage data at much shorter time intervals than in the past (in 15-minute or sub-15-minute intervals rather than once a month), the information they collect can reveal much more detailed information about the activities within a dwelling or other premises than was available in the past. This is because smart meter data provides information about the usage patterns for individual appliances—which in turn can reveal detailed information about activities within a premise through the use of nonintrusive appliance load monitoring (NALM) techniques.[footnoteRef:21] Using NALM, appliances’ energy usage profiles can be compared to libraries of known patterns and matched to identify individual appliances.[footnoteRef:22] For example, research shows that analyzing 15-minute interval aggregate household energy consumption data can by itself pinpoint the use of most major home appliances.[footnoteRef:23], [footnoteRef:24] The graph shown above (Figure 5‑1) depicts NALM results as applied to a household’s energy use over a 24-hour period. NALM techniques have many beneficial uses, including pinpointing loads for purposes of load balancing or increasing energy efficiency. However, such detailed information about appliance use can also reveal whether a building is occupied or vacant, show residency patterns over time, and reflect intimate details of people’s lives and their habits and preferences inside their homes.[footnoteRef:25] In 1989, George W. Hart, one of the inventors of NALM, explained the surveillance potential of the technique in an article in IEEE Technology and Society Magazine.[footnoteRef:26] As the time intervals between smart meter data collection points decreases, appliance use will be inferable from overall utility usage data and other Smart Grid data with even greater accuracy.  [21:  Id. at page A-2. The development of NALM involved a real-time monitoring device attached to a meter to log energy consumption. Researchers then worked backward from that information using complex algorithms to reconstruct the presence of appliances. Since smart meters and these NALM devices operate similarly, the same research and techniques can be reused to identify appliances.]  [22:  Id. at page A-4 n.129 (discussing the maintaining of appliance profile libraries). ]  [23:  Research suggests this can be done with accuracy rates of over 90 percent. See Elias Leake Quinn, Privacy and the New Energy Infrastructure, Feb. 15, 2009, http://ssrn.com/abstract=1370731, at page 28.]  [24:  See also Steven Drenker & Ab Kader, Nonintrusive Monitoring of Electric Loads, IEEE Computer Applications in Power at pages 47, 50 (1999), noting the near perfect identification success rate in larger two-state household appliances such as dryers, refrigerators, air conditioners, water heaters, and well pumps. Available at http://ieeexplore.ieee.org/iel5/67/17240/00795138.pdf?arnumber=795138.]  [25:  For instance, daily routines such as showers and baths could be identified, as well as whether the customer “prefers microwave dinners to a three-pot meal.” Id. Quinn, Privacy and the New Energy Infrastructure, at page 5.]  [26:  George W. Hart, Residential Energy Monitoring and Computerized Surveillance via Utility Power Flows, IEEE Technology and Society Magazine, June 12, 1989, http://ieeexplore.ieee.org/iel5/44/1367/00031557.pdf?arnumber=31557.] 

In general, more data, and more detailed data, may be collected, generated, and aggregated through Smart Grid operations than previously collected through monthly meter readings and distribution grid operations. Figure 5‑2 presents the NIST conceptual model illustrating how data collection can be expected to proliferate as networked grid components increase. In addition to utilities, new entities may also seek to collect, access, and use smart meter data (e.g., vendors creating applications and services specifically for smart appliances, smart meters, and other building-based solutions). Further, once uniquely identifiable “smart” appliances are in use, they will communicate even more specific information directly to utilities, consumers, and other entities, thus adding to the detailed picture of activity within a premise that NALM can provide. 
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[bookmark: _Toc262141316][bookmark: _Ref262225711][bookmark: _Toc266205545][bookmark: _Toc266342193][bookmark: _Toc270438999]Figure 5‑2 NIST Conceptual Model [footnoteRef:27]	Comment by Rebecca Herold: Is there an updated/better diagram to use? [27:  NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0. Available at http://www.nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf.] 

The proliferation of smart appliances, utility devices, and devices from other entities throughout the Smart Grid, on both sides of the meter, means an increase in the number of devices that may generate data. The privacy risks presented by these smart appliances and devices on the consumer side of the meter are expanded when these appliances and devices transmit data outside of the home area network (HAN) or energy management system (EMS) and do not have documented security requirements, effectively extending the perimeter of the system beyond the walls of the premises.
Data may also be collected from plug-in electric vehicles (PEVs). Charging data may be used to track the travel times and locations for the PEV owners. 
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