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A PIA is a comprehensive process for determining the privacy, confidentiality, and security risks associated with the collection, use, and disclosure of personal information. PIAs also define the measures that may be used to mitigate and, wherever possible, eliminate the identified risks. The Smart Grid PIA activity provides a structured, repeatable type of analysis aimed at determining how collected data can reveal personal information about individuals or groups of individuals, and the focus of the PIA can be on a segment within the grid or the grid as a whole. Privacy risks may be addressed and mitigated by policies and practices that are instituted throughout the implementation, evolution, and ongoing management of the Smart Grid.
The privacy subgroup conducted a PIA for the consumer-to-utility portion of the Smart Grid during August and September 2009. In the months following the PIA, the group considered additional privacy impacts and risks throughout the entire Smart Grid structure. 
The focus of the privacy subgroup has been on determining (1) the types of information that may be collected or created that can then reveal information about individuals or activities within specific premises (both residential and commercial), (2) determining how these different types of information may be exploited, and (3) recommending business policies and practices to mitigate the identified privacy risks. Entities of all types that provide, use, or obtain data from the Smart Grid can also benefit from performing PIAs to determine privacy risks and then take action to mitigate those risks.
The following questions were identified and addressed in the process of performing the consumer-to-utility PIA and in the follow-on discussion of the findings:
1. [bookmark: _Ref264464795]What personal information may be generated, stored, transmitted, or maintained by components and entities of the Smart Grid? 
2. How is this personal information new or unique compared with personal information in other types of systems and networks?
3. How is the use of personal information within the Smart Grid new or different from the uses of the information in other types of systems and networks?
4. What are the new and unique types of privacy risks that may be created by Smart Grid components and entities?
5. What is the potential that existing laws, regulations, and standards apply to the personal information collected by, created within, and flowing through the Smart Grid components?
6. What could suggested standardized privacy practices look like for all entities using the Smart Grid so that following them could help to protect privacy and reduce associated risks?
[bookmark: _Toc263797609][bookmark: _Toc264881640][bookmark: _Ref264897433][bookmark: _Ref264897553][bookmark: _Ref264897576]Consumer-to-Utility PIA Basis and Methodology
In developing a basis for the consumer-to-utility PIA, the privacy subgroup reviewed the available documentation for use cases for the Advanced Metering Infrastructure (AMI)[footnoteRef:1] and other published Smart Grid plans covering the interactions between the consumers of services and the providers of those services. The group also reviewed numerous data protection requirements and considered global information security and privacy protection laws, regulations, and standards to assemble the criteria against which to evaluate the consumer-to-utility aspects of Smart Grid operations. Taken into account were numerous U.S. federal data protection requirements and Fair Information Practice Principles, also often called “Privacy Principles,” that are the framework for most modern privacy laws around the world. Several versions of the Fair Information Practice Principles have been developed through government studies, federal agencies, and international organizations.  [1:  See “AMI Systems Use Cases” at http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/AugustWorkshop/All_of_the_Diagrams_in_one_document.pdf.] 

For the purposes of this PIA, the group used the American Institute of Certified Public Accounts (AICPA) Generally Accepted Privacy Principles (GAPPs),[footnoteRef:2] the Organisation for Economic Cooperation and Development (OECD) Privacy Principles, and information security management principles from the International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC) Joint Technical Committee (JTC) International Standard ISO/IEC 27001[footnoteRef:3] as its primary evaluation criteria:  [2:  See “AICPA’s Generally Accepted Privacy Principles” at http://www.compliancebuilding.com/2009/01/09/aicpas-generally-accepted-privacy-principles/.]  [3:  See http://webstore.iec.ch/preview/info_isoiec27001%7Bed1.0%7Den.pdf.] 

The ten AICPA principles are entitled Management, Notice, Choice and Consent, Collection, Use and Retention, Access, Disclosure to Third Parties, Security for Privacy, Quality, and Monitoring and Enforcement. 
With respect to the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data,[footnoteRef:4] the group’s particular focus was on the Annex to the Recommendation of the Council of 23rd September 1980: Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data,[footnoteRef:5] wherein paragraphs 7–14 of Part Two[footnoteRef:6] outline the basic principles of national application, and on the “Explanatory Memorandum,”[footnoteRef:7] wherein those principles are amplified (by paragraph number) in subsection II.B.[footnoteRef:8] The enumerated OECD principles relate to Collection Limitation, Data Quality, Purpose Specification, Use Limitation, Openness, and Individual Participation.  [4:  See full OECD “Guidelines on the Protection of Privacy and Transborder Flows of Personal Data” at http://www.oecd.org/document/20/0,3343,en_2649_34255_15589524_1_1_1_1,00.html. ]  [5:  Id. at http://www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html#guidelines.]  [6:  Id. at http://www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html#part2.]  [7:  Id. at http://www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html#memorandum.]  [8:  Id. at http://www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html#comments.] 

International Standard ISO/IEC 27001 provides a model for establishing, implementing, operating, monitoring, reviewing, maintaining, and improving an Information Security Management System (ISMS). 
The general privacy principles and ISMS described here and adopted for use in the PIA are designed to be applicable across a broad range of industries and are considered internationally to be best practices but are generally not mandatory. However, most privacy experts agree that data protection laws throughout the world have been built around these principles.
[bookmark: _Ref264627973][bookmark: _Toc264881646]Summary PIA Findings and Recommendations
The consumer-to-utility PIA conducted by the privacy subgroup revealed valuable insights about the general consumer-to-utility data flow and privacy concerns, and indicated that significant areas of concern remain to be addressed within each localized domain of the Smart Grid. For example, as Smart Grid implementations collect more granular, detailed, and potentially personal information, this information may reveal business activities, manufacturing procedures, and personal activities in a given location. It will therefore be important for utilities to consider establishing privacy practices to protect this information. 
As noted in section 5.3,[footnoteRef:9] which focuses on privacy laws and legal considerations, the PIA also revealed the lack of privacy laws or policies directly applicable to the Smart Grid. Accordingly, opportunities remain for developing processes and practices to identify and address Smart Grid privacy risks. [9:  See 5.3.2, Existing Regulatory Frameworks, and 5.3.4, Applicability of Existing Data Protection Laws and Regulations to the Smart Grid.] 

Organizations that collect or use Smart Grid data can use the Privacy Group’s PIA findings to guide their own use of PIAs and develop appropriate systems and processes for Smart Grid data. Organizations can also use the six questions listed in subsection 3.5 (p. 16) when conducting their own PIAs and then examine their findings with the ten privacy principles listed below. The answers to these questions are essential both for efficient data management in general and for developing an approach that will address privacy impacts in alignment with all other organizational policies regarding consumer data. Where an organization has defined privacy responsibilities, policies, and procedures, that organization should consider reviewing its responsibilities and updating or potentially augmenting its policies and procedures to address the new privacy issues associated with the Smart Grid. Each entity within the Smart Grid can follow a similar methodology to perform its own PIAs to ensure privacy is appropriately addressed for its Smart Grid activities.
The following points summarize the PIA findings and recommendations as presented in the draft NIST Smart Grid High-Level Consumer-to-Utility Privacy Impact Assessment[footnoteRef:10] in relation to the privacy principles used as the basis for the PIA. Each enumerated privacy principle statement is followed by the related findings from the PIA and the suggested privacy practices that may serve to mitigate the privacy risks associated with each principle:  [10:  See full draft PIA report at http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGPrivacy/NIST_High_Level_PIA_Report_-_Herold_09_09_09_w-edits.doc.] 

[bookmark: _Ref264465072]Management and Accountability: Organizations that access or provide data to the Smart Grid should appoint personnel to a position responsible for ensuring that documented information security and privacy policies and practices exist and are followed. Information security and personal information privacy practices should include requirements for regular training and ongoing awareness activities. Audit functions should also be present to monitor the Smart Grid data access activities.
Findings:
Some organizations that participate within the Smart Grid (1) do not have documented information security and privacy responsibilities and authority within the organization; (2) do not have information security and privacy training and awareness programs; and (3) do not monitor access to Smart Grid data.
Privacy Practices Recommendations:
Assign privacy responsibility. Each organization collecting or using Smart Grid data from or about consumer locations should create (or augment) a position or person with responsibility to ensure that privacy policies and practices exist and are followed. Responsibilities should include documenting, ensuring the implementation of, and managing requirements for regular training and ongoing awareness activities. 
Establish privacy audits. Audit functions should be modified to monitor all energy data access.
Establish law enforcement request policies and procedures. Organizations accessing, storing, or processing energy data should include specific documented incident response procedures for incidents involving energy data.
[bookmark: _Ref265505203]Notice and Purpose: A clearly specified notice should exist and be shared in advance of the collection, use, retention, and sharing of energy data and personal information. 
Findings:
The data obtained from systems and devices that are part of the Smart Grid and accompanying potential and actual uses for that data create the need for organizations to be more transparent and clearly provide notice documenting the types of information items collected and the purposes for collecting the data.
Privacy Practices Recommendations:
Provide notification for the personal information collected. Any organization collecting energy data from or about consumers should establish a process to notify consumer account inhabitants and person(s) paying the bills (which may be different entities), when appropriate, of the data being collected, why it is necessary to collect the data, and the intended use, retention, and sharing of the data. This notification should include information about when and how information may or may not be shared with law enforcement officials. Individuals should be notified before the time of collection. 
Provide notification for new information use purposes and collection. Organizations should update consumer notifications whenever they want to start using existing collected data for materially different purposes other than those the consumer has previously authorized. Also, organizations should notify the recipients of services whenever they want to start collecting additional data beyond that already being collected, along with providing a clear explanation for why the additional data is necessary.
Choice and Consent: The organization should describe the choices available to consumers with regard to the use of their associated energy data that could be used to reveal personal information and obtain explicit consent, if possible, or implied consent when this is not feasible, with respect to the collection, use, and disclosure of this information.
Findings:
Currently it is not apparent that utilities or other entities within the Smart Grid obtain consent to use the personal information generated and collected for purposes other than billing. As smart meters and other smart devices increase capabilities and expand sharing of the data throughout the Smart Grid, organizations should establish processes to give consumers a choice, where possible and feasible, about the types of data collected and how it is used.
Privacy Practices Recommendation:
Provide notification about choices. The consumer notification should include a clearly worded description to the recipients of services notifying them of (1) any choices available to them about information being collected and obtaining explicit consent when possible; and (2) explaining when and why data items are or may be collected and used without obtaining consent, such as when certain pieces of information are needed to restore service in a timely fashion. 
Collection and Scope: Only personal information that is required to fulfill the stated purpose should be collected from consumers. This information should be obtained by lawful and fair means and, where appropriate and possible, with the knowledge or consent of the data subject.
Findings:
In the current operation of the electric utilities, data taken from traditional meters consists of basic data usage readings required to create bills. Under the Smart Grid implementation, smart meters will be able to collect other types of data. Home power generation services will also likely increase the amount of information created and shared. Some of this additional data may constitute personal information or may be used to determine personal activities. Because of the associated privacy risks, only the minimum amount of data necessary for services, provisioning, and billing should be collected.
Privacy Practices Recommendations:
Limit the collection of data to only that necessary for Smart Grid operations, including planning and management, improving energy use and efficiency, account management, and billing. 
Obtain the data by lawful and fair means and, where appropriate and possible, with the knowledge or consent of the data subject.
Use and Retention: Information within the Smart Grid should be used or disclosed only for the purposes for which it was collected. Smart Grid data should be aggregated in such a way that personal information or activities cannot be determined, or anonymized wherever possible to limit the potential for computer matching of records. Personal information should be kept only as long as is necessary to fulfill the purposes for which it was collected.
Findings:
In the current operation of the electric utilities, data taken from traditional meters is used to create consumer bills, determine energy use trends, and allow consumers to control their energy usage both on-site and remotely. The Smart Grid will provide data that can be used in additional ways not currently possible.
Privacy Practices Recommendations:
Review privacy policies and procedures. Every organization with access to Smart Grid data should review existing information security and privacy policies to determine how they may need to be modified. This review should include privacy policies already in place in other industries, such as financial and healthcare, which could provide a model for the Smart Grid.
Limit information retention. Data, and subsequently created information that reveals personal information or activities from and about a specific consumer location, should be retained only for as long as necessary to fulfill the purposes that have been communicated to the energy consumers. When no longer necessary, consistent with data retention and destruction requirements, the data and information, in all forms, should be irreversibly destroyed. This becomes more important as energy data becomes more granular, more refined, and has more potential for commercial uses.
Individual Access: Organizations should provide a process to allow for individuals to request access to see their corresponding personal information and energy data, and to request the correction of real or perceived inaccuracies. Personal information individuals should also be informed about parties with whom their associated personal information and energy data has been shared.
Findings:
In the current operation of the electric utilities, data may be manually read from the meters. Consumers also have the capability to read the meters through physical access to the meters. Under a Smart Grid implementation, smart meter data may be stored in multiple locations to which the consumer may not have ready access.
Privacy Practices Recommendations:
Consumer access. Any organization possessing energy data about consumers should provide a process to allow consumers access to the corresponding energy data for their utilities account.
Dispute resolution. Smart Grid entities should establish documented dispute resolution procedures for energy consumers to follow.
Disclosure and Limiting Use: Personal information should not be disclosed to any other parties except those identified in the notice and only for the purposes originally specified or with the explicit informed consent of the service recipient.
Findings:
As Smart Grid implementations collect more granular and detailed information, this information is capable of revealing activities and equipment usage in a given location. As this information may reveal business activities, manufacturing procedures, and personal activities, significant privacy concerns and risks arise when the information is disclosed without the knowledge, consent, and authority of the individuals or organizations to which the information applies.
Privacy Practices Recommendation:
Limit information use. Data on energy or other Smart Grid service activities should be used or disclosed only for the authorized purposes for which it was collected.
Disclosure. Data should be divulged to or shared only with those parties authorized to receive it and with whom the organizations have told the recipients of services it would be shared. 
Security and Safeguards: Smart Grid energy data and personal information, in all forms, should be protected from loss, theft, unauthorized access, disclosure, copying, use, or modification.
Findings:
Smart Grid data may be transmitted to and stored in multiple locations throughout the Smart Grid. Establishing strong security safeguards is necessary to protect energy data from loss, theft, unauthorized access, disclosure, copying, use, or modification. 
Privacy Practices Recommendations:
Associate energy data with individuals only when and where required. For example only link equipment data with a location or consumer account when needed for billing, service restoration, or other operational needs. This practice is already common in the utility industry and should be maintained and applied to all entities obtaining or using this data as the Smart Grid is further deployed.
De-identify information. Energy data and any resulting information, such as monthly charges for service, collected as a result of Smart Grid operations should be aggregated and anonymized by removing personal information elements wherever possible to ensure that energy data from specific consumer locations is limited appropriately. This may not be possible for some business activities, such as for billing. 
Safeguard personal information. All organizations collecting, processing, or handling energy data and other personal information from or about consumer locations should ensure that all information collected and subsequently created about the recipients of Smart Grid services is appropriately protected in all forms from loss, theft, unauthorized access, disclosure, copying, use, or modification. While this practice is commonly in effect in the utility industry, as other entities recognize commercial uses for this information, they too should adopt appropriate requirements and controls. In addition, given the growing granularity of information from Smart Grid operations, the responsibility for these existing policies should be reviewed and updated as necessary.
Do not use personal information for research purposes. Any organization collecting energy data and other personal information from or about consumer locations should refrain from using actual consumer data for research until it has been anonymized and/or sufficiently aggregated to assure to a reasonable degree the inability to link detailed data to individuals. Current and planned research is being conducted both inside and outside the utility industry on the Smart Grid, its effects upon demand response, and other topics. The use of actual information that can be linked to a consumer in this research increases the risk of inadvertent exposure via traditional information sharing that occurs within the research community.
Accuracy and Quality: Processes should be implemented by all businesses participating within the Smart Grid to ensure as much as possible that energy data and personal information are accurate, complete, and relevant for the purposes identified in the notice [see §5.4.2-2], and that it remains accurate throughout the life of the energy data and personal information while within the control of the organization.
Findings:
The data collected from smart meters and related equipment will potentially be stored in multiple locations throughout the Smart Grid. Smart Grid data may be automatically collected in a variety of ways. Establishing strong security safeguards will be necessary to protect the information and the information’s accuracy. Since Smart Grid data may be stored in many locations, and therefore be accessed by many different individuals/entities and used for a wide variety of purposes, personal information may be inappropriately modified. Automated decisions about energy use could be detrimental for consumers (e.g., restricted power, thermostats turned to dangerous levels, and so on) if it happens that decisions about energy usage are based upon inaccurate information.
Privacy Practices Recommendation:
Keep information accurate and complete. Any organization collecting energy data from or about consumer locations should establish policies and procedures to ensure that the Smart Grid data collected from and subsequently created about recipients of services is accurate, complete, and relevant for the identified purposes for which they were obtained, and that it remains accurate throughout the life of the Smart Grid data within the control of the organization.
Openness, Monitoring, and Challenging Compliance: Privacy policies should be made available to service recipients. These service recipients should be given the ability to review and a process by which to challenge an organization’s compliance with the applicable privacy protection legal requirements, along with the associated organizational privacy policies and the organizations’ actual privacy practices.[footnoteRef:11]  [11:  Using its authority under Section 5 of the FTC Act, which prohibits unfair or deceptive practices, the Federal Trade Commission has brought a number of cases to enforce the promises in privacy statements, including promises about the security of consumers’ personal information.] 

Findings:
Currently electric utilities follow a wide variety of methods and policies for communicating to energy consumers how energy data and personal information is used. The data collected from smart meters and related Smart Grid equipment will potentially be stored in multiple locations throughout the Smart Grid, possibly within multiple states and outside the United States. This complicates the openness of organizational privacy compliance and of a consumer being able to challenge the organization’s compliance with privacy policies, practices, and applicable legal requirements. 
Privacy Practices Recommendations:
Policy challenge procedures. Organizations collecting energy data, and all other entities throughout the Smart Grid, should establish procedures that allow Smart Grid consumers to have the opportunity and process to challenge the organization’s compliance with their published privacy policies as well as their actual privacy practices. 
Perform regular privacy impact assessments. Any organization collecting energy data from or about consumer locations should perform periodic PIAs with the proper time frames, to be determined by the utility and the appropriate regulator, based upon the associated risks and any recent process changes and/or security incidents. The organizations should consider sending a copy of the PIA results for review by an impartial third party and making the results of the review public. This will help to promote compliance with the organization’s privacy obligations and provide an accessible public record to demonstrate the organization’s privacy compliance activities. Organizations should also perform a PIA on each new system, network, or Smart Grid application and consider providing a copy of the results in similar fashion to that mentioned above. 
Establish breach notice practices. Any organization with Smart Grid data should establish policies and procedures to identify breaches and misuse of Smart Grid data, along with expanding or establishing procedures and plans for notifying the affected individuals in a timely manner with appropriate details about the breach. This becomes particularly important with new possible transmissions of billing information between utilities and other information between utilities and other entities providing services in a Smart Grid environment (e.g., third-party service providers).
[bookmark: _GoBack]
