5 [bookmark: _Toc263797613][bookmark: _Toc264881648][bookmark: _Toc266203624][bookmark: _Toc266786090][bookmark: _Toc270678529]
5.1 
5.2 
5.3 
5.4 
[bookmark: _GoBack]Personal Information in the Smart Grid
As the PIA showed, energy data and personal information can reveal something either explicitly or implicitly about specific individuals, groups of individuals, or activities of those individuals. Smart Grid data such as energy usage measurements, combined with the increased frequency of usage reporting, energy generation data, and the use of appliances and devices capable of energy consumption reporting, provide new sources of personal information. 
The personal information traditionally collected by utility companies can be used to identify individuals through such data as house number and/or street address, homeowner or resident’s first, middle, or last name, date of birth, and last four digits of the SSN. Smart Grid data elements that reflect the timing and amount of energy used, when correlated with traditional personal information data elements, can provide insights into the life style of residential consumers and the business operations of commercial and industrial consumers.[footnoteRef:1]  [1:  The ability to determine personal activities according to energy consumption data alone was demonstrated recently in quotes from a Siemens representative in an article published in the Washington Post: "We, Siemens, have the technology to record it (energy consumption) every minute, second, microsecond, more or less live," said Martin Pollock of Siemens Energy, an arm of the German engineering giant, which provides metering services. "From that we can infer how many people are in the house, what they do, whether they're upstairs, downstairs, do you have a dog, when do you habitually get up, when did you get up this morning, when do you have a shower: masses of private data." See “Privacy concerns challenge smart grid rollout,” Reuters, June 25, 2010; http://www.reuters.com/article/idUSLDE65N2CI20100625. ] 

With a few exceptions (e.g., SSN and credit card numbers), rarely does a single piece of information or a single source permit the identification of an individual or group of individuals. However, in recent years it has been shown through multiple research studies[footnoteRef:2] and incidents[footnoteRef:3] that a piece of seemingly anonymous data (date of birth, gender, zip code) that on its own cannot uniquely identify an individual may reveal an individual when combined with other types of anonymous data. If different datasets that contain anonymized data have at least one type of information that is the same, the separate sets of anonymized information may have records that are easily matched and then linked to an individual. It is also possible the matches to an individual may be narrowed to the point that linking becomes an easy task.[footnoteRef:4] (This may particularly be seen in sparsely populated geographical areas.)  [2: See Arvind Narayanan and Vitaly Shmatikov, Privacy and Security: Myths and Fallacies of “Personally Identifiable Information,” Communications of the ACM, available at http://userweb.cs.utexas.edu/~shmat/shmat_cacm10.pdf. June 2010. This article points out multiple incidents and studies that have shown how combinations of data items that are anonymous individually can be linked to specific individuals when combined with other anonymous data items and “quasi-identifiers” or a piece of auxiliary information. “Consumption preferences” is specifically named as a type of human characteristic data that, when combined with other items, can point to individuals.  ]  [3:  In addition to the incidents discussed in the Narayanan and Shmatikov article previously referenced, another specific example to consider is that in 2006, AOL released anonymous information about search data that was re-identified linking to individuals by a NY Times reporter. This incident led to a complaint filed by the Electronic Frontier Foundation (EFF) with the Federal Trade Commission against AOL for violating the Federal Trade Commission Act. See Michael Barbaro & Tom Zeller, Jr., “A Face is Exposed for AOL Searcher No. 4417749,” N.Y. TIMES, Aug. 9, 2006, at §A1, available at http://www.nytimes.com/2006/08/09/technology/09aol.html?ex=1312776000.]  [4:  Latanya Sweeney, “k-anonymity: A Model for Protecting Privacy, International Journal on Uncertainty, Fuzziness and Knowledge-based Systems,” 10(5), 2002; pages 557-570, available at http://epic.org/privacy/reidentification/Sweeney_Article.pdf. Sweeney gathered data from the Massachusetts Group Insurance Commission (GIC), which purchases health insurance for state employees. GIC released insurer records to the researcher, but before doing so, with the support of the Governor’s office, they removed names, addresses, SSNs, and other “identifying information” in order to protect the privacy of the employees. Sweeney then purchased voter rolls, which included the name, zip code, address, sex, and birth date of voters in Cambridge. Matched with the voter rolls, the GIC database showed only six people in Cambridge were born on the same day as the Governor, half of them were men, and the Governor was the only one who lived in the zip code provided by the voter rolls. Correlating information in the voter rolls with the GIC database made it possible to re-identify the Governor’s records in the GIC data, including his prescriptions and diagnoses.] 

Another study published in 2009 illustrates the increasing ease of aggregating data into personally identifiable information. Carnegie Mellon researchers Alessandro Acquisti and Ralph Gross assessed the predictability of SSNs by knowing the date and geographic location of an individual subject’s birth and found that they could predict the first five digits for 44% of those born after 1988 on the first attempt and 61% within two attempts.[footnoteRef:5] [5:  Alessandro Acquisti and Ralph Gross, Predicting Social Security numbers from public data, July 7, 2009, at http://www.pnas.org/content/106/27/10975.full.pdf+html.] 

These cases show that data can sometimes be re-identified to specific individuals by comparing anonymized information to generally available information, or by combining two datasets to produce new and more sensitive data which was not originally contained in either dataset. 
There are potential unintended consequences of seemingly anonymous Smart Grid data being compiled, stored, and cross-linked. One concern is that combining Smart Grid data, which may be considered anonymous, with other types of anonymous information might lead to identifying individuals or groups of individuals associated with an address. Computing technology and the use of certain algorithms makes this type of process much easier.
While current privacy and security anonymization practices tend to focus on the removal of specific personal information data items, the studies referenced in this section show that re-identification[footnoteRef:6] and linking to an individual may still occur. This issue of data re-identification becomes potentially more significant as the amount and granularity of the data being gathered during Smart Grid operations increases with the deployment of more Smart Grid components. It then becomes important, from a privacy standpoint, for utilities and third parties participating in the Smart Grid to determine which data items will remove the ability to link to specific addresses or individuals whenever they perform their data anonymization[footnoteRef:7] activities. [6:  Re-identification is the process of relating unique and specific entities to seemingly anonymous data, resulting in the identification of individuals and/or groups of individuals. ]  [7:  Data Anonymization is a process, manual or automated, that removes, or replaces with dummy data, information that could identify an individual or a group of individuals from a communication, data record, or database. ] 

Table 5‑1 identifies and describes potential data elements within the Smart Grid that could impact privacy if not properly safeguarded. 
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	Data Element(s)
	Description

	Name 
	Party responsible for the account 

	Address
	Location where service is being taken 

	Account Number
	Unique identifier for the account

	Meter reading
	kWh energy consumption recorded at between 15–60 (or shorter) minute intervals and once daily intervals during the current billing cycle 

	Current bill 
	Current amount due on the account 

	Billing historyFinancial information
	Current or pPast meter reads, and bills, and balances available, including history of late payments/failure to pay, if any 

	Home area network
	Networked in-home electrical appliances and devices

	Lifestyle
	When the home is occupied and unoccupied, when occupants are awake and asleep, how much various appliances are used[footnoteRef:8] [8:  For discussion on this topic, see [insert link to Chris V’s language here]] 


	Distributed resources
	The presence of on-site generation and/or storage devices, operational status, net supply to or consumption from the grid, usage patterns

	Meter IP
	The Internet Protocol address for the meter, if applicable 

	Service provider
	Identity of the party supplying this account (relevant only in retail access markets)



