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As outlined in the results of the PIA described earlier, there is a wide range of privacy concerns to address within the Smart Grid. These may impact the implementation of Smart Grid systems or their effectiveness. For example, a lack of consumer confidence in the security and privacy of their energy consumption data may result in a lack of consumer acceptance and participation, if not outright litigation.
In general, privacy concerns about the Smart Grid fall into one of two broad categories:
Type I: Personal information not previously readily obtainable; and
Type II: Mechanisms for obtaining (or manipulating) personal information that did not previously exist.
Examples of Type I concerns include detailed information on the appliances and equipment in use at a given location, including the use of specific medical devices and other electronic devices that indicate personal patterns and timings of legal and potentially illegal operations within the location, and finely grained time series data on power consumption at metered locations and from individual appliances. 
Type II concerns include instances where personal information is available from other sources, and the Smart Grid may present a new source for that same information. For example, an individual’s physical location can be tracked through their credit card and cell phone records today. Charging PEVs raises the possibility of tracking physical location through new energy consumption data. 
Detailed pictures of activities within a house or building can be derived from “equipment electricity signatures”[footnoteRef:1] and their time patterns. Such signatures and patterns can provide a basis for making assumptions about occupant activities (e.g., the number of individuals at a location and when the premise was unoccupied). [1:  This is a term coined by our Privacy Group and not one that is officially used by any regulatory or standards group.] 

While technology to communicate directly with appliances and other energy consumption elements already exists, Smart Grid implementation may create broader incentives for their use. Appliances so equipped may deliver detailed energy consumption information to both their owners and operators—and to outside parties. 
Table 5‑2 outlines some of the possible areas of privacy concern and provides some analysis of the nature of the concern according to the Type I and II categories given above. While this is not an exhaustive list, it serves to help categorize the concerns noted.
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	Privacy Concern
	Discussion
	Categorization

	Fraud
	Attributing energy consumption to another location or vehicle (in the case of PEVs).
	Type II: While fraud is an existing concern, the current system of reading consumer meters (either manual recording or electronically via “drive-by” remote meter reading systems) may allow less opportunity for data manipulation without collusion with the personnel collecting the data.

	Determine Personal Behavior Patterns / Appliances Used
	Smart meter and home automation network data may track the use of specific appliances. Access to data-use profiles that can reveal specific times and locations of electricity use in specific areas of the home can also indicate the types of activities and/or appliances used. Possible uses for this information include:
Appliance manufacturers could use this information for product reliability and warranty purposes;
Other entities could use this data to do targeted marketing. 
	Type I: The type of data made available by Smart Grid implementation may be both more granular and available on a broader scale.

	Perform Real-Time Remote Surveillance
	Access to live energy use data can reveal such things as if people are in a facility or residence, what they are doing, waking and sleeping patterns, where they are in the structure, and how many are in the structure. 
	Type II: Many methods of real-time surveillance currently exist. The availability of computerized real-time or near-real-time energy usage data would create another way in which such surveillance could be conducted.

	Non-Grid Commercial Uses of Data
	Personal energy consumption data storage may reveal lifestyle information that could be of value to many entities, including vendors of a wide range of products and services. 
Vendors may purchase attribute lists for targeted sales and marketing campaigns that may not be welcomed by those targets.
Universities might purchase information to study student attributes and target a new student profile with simple application question profiling. Such profiling could extend to other types of profiling on employment selection, rental applications, and other situations that may not be welcomed by those targets.
	Type II: Under the existing metering and billing systems, meter data is not sufficiently granular in most cases to reveal any detail about activities. However, smart meters, time of use and demand rates, and direct load control of equipment may create detailed data that could be sold and used for energy management analyses and peer comparisons. While this information has beneficial value to third parties, consumer education about protecting that data has considerable positive outcomes. 
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A detailed sense of activities within a house or building can be derived from equipment electricity signatures, individual appliance usage data, time patterns of usage, and other data, as illustrated at the beginning of this chapter (subsection 5.3.6, Figure 5‑1). Especially when collected and analyzed over a period of time, this information can provide a basis for potentially determining about occupant activities and lifestyle. For example, a forecast may be made about the number of individuals at a premise, when the location is unoccupied, sleep schedules, work schedules, and other personal routines.[footnoteRef:2] [2:  See Mikhail Lisovich, Deirdre Mulligan, & Stephen Wicker, Inferring Personal Information from Demand-Response Systems, IEEE Security & Privacy, Jan.-Feb. 2010, at pages 11-20 (presenting the results of an initial study in the types of information than can be inferred from granular energy consumption data).] 

While technology that communicates directly with appliances and other energy consumption elements already exists, Smart Grid implementation may create broader incentives for its use and provide easier access by interested parties. Appliances so equipped may deliver granular energy consumption data to both their owners and operators, as well as to outside parties. The increased collection of and access to granular energy usage data will create new uses for that data: for example, residential demand-response systems,[footnoteRef:3] marketing,[footnoteRef:4] and law enforcement.[footnoteRef:5] Many of these new uses will be innovative and provide individual and consumer benefits, some will impact privacy, and many will do both.  [3:  Federal Energy Regulatory Commission, Assessment of Demand Response & Advanced Metering 2008, Staff Report, Dec. 2008, available at http://www.ferc.gov/legal/staff-reports/12-08-demand-response.pdf (discussing various types of demand-response systems and pricing schemes, including those for residential customers).]  [4:  Martin LaMonica, Microsoft Dials Hohm to Cut Home Energy Use, CNET, June 23, 2009, available at http://news.cnet.com/8301-11128_3-10269832-54.html (describing Microsoft’s business model for monetizing its energy consumption web application as selling contextual ads to generate revenue in the beginning, but eventually “Microsoft anticipates that it can become a sort of information broker between customers and utilities looking for ways to improve the efficiency of their customers”).]  [5:  Law enforcement already uses energy consumption data to try to identify potentially criminal activity, like drug cultivation. See e.g., Jo Moreland, Drug Raid Has Carlsbad Family Seeing Red, N. County Times, Mar. 25, 2004, available at http://www.nctimes.com/news/local/article_ea2047e8-59e1-551e-b173-ce89ffad4d90.html. More granular data will provide them with more valuable information that may be able to identify a wider range of illegal activities. ] 

The listing of “Potential Privacy Concerns and Descriptions” shown earlier (Table 5‑2), outlines some of the likely uses of Smart Grid data and maps them to privacy concerns that arise from new uses. The table also lists a variety of parties that are likely to use Smart Grid data. Many of these uses are legitimate and beneficial. However, all parties that collect and use Smart Grid data should be aware of uses that impact privacy and should develop appropriate plans for data stewardship, security, and data use. Any party could intentionally or unintentionally be the source of data that is misused or that is used in a way that has negative effects on consumer privacy. “Intentional” privacy compromises might occur through voluntary disclosure of data to third parties who then share the data with others or use the data in unexpected ways, while “unintentional” impacts might arise through data breaches or criminal attacks. It is important that all Smart Grid entities handling personal information to be aware of the various possible uses of the data, and that they consider these factors when developing processes for data collection, handling, and disclosure.
Many potential uses arise from the generation of granular energy data, especially when it is combined with personal information. Table 5‑3 broadly illustrates the various industries that may be interested in Smart Grid data. While this is not an exhaustive listing, it serves to help categorize the various concerns.
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	Type of Data
	Privacy-Related Information Potentially Revealed by this Type 
of Data
	Parties Potentially Collecting or Using this Type of Data
	Type of Potential Use[footnoteRef:6] [6:  “Primary” uses of Smart Grid data are those used to provide direct services to customers that are directly based on that data, including energy generation services or load monitoring services. “Secondary” uses of data are uses that apply Smart Grid data to other business purposes, such as insurance adjustment or marketing, or to nonbusiness purposes, such as government investigations or civil litigation. “Illicit” uses of data are uses that are never authorized and are often criminal.] 

	Specific Potential Uses of this Type of Data

	Captures detailed energy usage at a location, whether in real-time or on a delayed basis.
	Personal Behavior Patterns and Activities Inside the Home
Behavioral patterns, habits, and activities taking place inside the home by monitoring electricity usage patterns and appliance use, including activities like sleeping, eating, showering, and watching TV.
Patterns over time to determine number of people in the household, work schedule, sleeping habits, vacation, health, affluence, or other lifestyle details and habits.
When specific appliances are being used in a home, or when industrial equipment is in use, via granular energy data and appliance energy consumption profiles. 
Real-Time Surveillance Information
Via real-time energy use data, determine if anyone is home, what they are doing, and where they are located in the home.
	Utilities
	Primary 

	Load monitoring and forecasting; demand response; efficiency analysis and monitoring, billing.

	
	
	Edge Services[footnoteRef:7] [7:  Edge services include businesses providing services based directly upon electrical usage but not providing services related to the actual generation, transportation, or distribution of electricity. Some examples of edge services would include Google PowerMeter, Microsoft Hohm, or consulting services based upon electricity usage. ] 

	
	Efficiency analysis and monitoring; demand-response, public or limited disclosure to promote conservation, energy awareness, etc. (e.g., posting energy usage to social media).

	
	
	Insurance Companies
	Secondary

	Determine premiums (e.g., specific behavior patterns, like erratic sleep, that could indicate health problems).

	
	
	Marketers
	
	Profile for targeted advertisements.

	
	
	Law Enforcement

	
	Identify suspicious or illegal activity; investigations; real-time surveillance to determine if residents are present and current activities inside the home.

	
	
	Civil Litigation
	
	Determine when someone was home or the number of people present.

	
	
	Landlord/Lessor
	
	Use tenants’ energy profiles to verify lease compliance.

	
	
	Private Investigators
	
	Investigations; monitoring for specific events.

	
	
	The Press
	
	Public interest in the activities of famous individuals.[footnoteRef:8] [8:  For example, there were numerous news stories about the amount of electricity used by Al Gore’s Tennessee home. See e.g., “Gore's High Energy-Use Home Target of Critical Report,” Fox News, Feb. 28, 2007, available at http://www.foxnews.com/story/0,2933,254908,00.html. ] 


	
	
	Creditors
	
	Determine behavior that seems to indicate creditworthiness or changes in credit risk.[footnoteRef:9] [9:  Sudden changes in when residents are home could indicate the loss of a job. Erratic sleep patterns could indicate possible stress and increased likelihood of job loss. See e.g., Charles Duhigg, “What Does Your Credit-Card Company Know About You?” NY Times Mag., May 17, 2009 MM40, available at http://www.nytimes.com/2009/05/17/magazine/17credit-t.html.] 


	
	
	Criminals and Other Unauthorized Users
	Illicit
	Identify the best times for a burglary; determine if residents are present; identify assets that might be present; commit fraud; identity theft; disrupt service; corporate espionage—determine confidential processes or proprietary data.

	Identifies location / recharge information for PEVs or other location-aware appliances.
	Determine Location Information
Historical PEV data, which can be used to determine range of use since last recharge.
Location of active PEV charging activities, which can be used to determine the location of driver.
	Utilities
	Primary
	Bill energy consumption to owner of the PEV; distributed energy resource management; emergency response.

	
	
	Insurance Companies
	Secondary

	Determine premiums based on driving habits and recharge location.

	
	
	Marketers
	
	Profile and market based on driving habits and PEV condition.

	
	
	Private Investigators Law Enforcement/
Agencies

	
	Investigations; locating or creating tracking histories for persons of interest.

	
	
	Civil Litigation
	
	Determine when someone was home or at a different location.

	
	
	PEV Lessor
	
	Verify a lessee’s compliance regarding the mileage of a lease agreement.

	Identifies individual meters or consumer-owned equipment and capabilities.
	Identify Household Appliances
Identifying information (such as a MAC address); directly reported usage information provided by “Smart” appliances.
Data revealed from compromised smart meter, HAN, or other appliance. 

	Utilities
	Primary
	Load monitoring and forecasting; efficiency analysis and monitoring; reliability; demand response; distributed energy resource management; emergency response.

	
	
	Edge Services
	
	Efficiency analysis and monitoring; broadcasting appliance use to social media.

	
	
	Insurance Companies
	Secondary

	Make claim adjustments (e.g., determine if claimant actually owned appliances that were claimed to have been destroyed by house fire); determine or modify premiums based upon the presence of appliances that might indicate increased risk; identify activities that might change risk profiles.

	
	
	Marketers
	
	Profile for targeted advertisements based upon owned and unowned appliances or activities indicated by appliance use.

	
	
	Law Enforcement

	
	Substantiate energy usage that may indicate illegal activity; identify activities on premises.

	
	
	Civil Litigation
	
	Identify property; identify activities on premises.

	
	
	Criminals & Other Unauthorized Users
	Illicit 
	Identify what assets may be present to target for theft; disrupt operation of appliances or electric service; introduce a virus or other attack to collect personal information or disrupt service; compromise smart meters to steal energy.[footnoteRef:10]  [10:  See Matthew Carpenter et al., “Advanced Metering Infrastructure Attack Methodology” pages 55-56 (Jan. 5, 2009), available at http://inguardians.com/pubs/AMI_Attack_Methodology.pdf (discussing how attackers could manipulate the data reported to utilities); Robert Lemos, “Hacking the Smart Grid”, Tech. Rev. (Apr. 5, 2010), available at http://www.technologyreview.com/printer_friendly_article.aspx?id=24977&channel=energy&section=.] 




Such data might be used in ways that raise privacy concerns. For example, granular Smart Grid data may allow numerous assumptions about the health of a dwelling’s resident in which some insurance companies, employers, newspapers (when regarding public figures), civil litigants, and others could be interested. Most directly, specific medical devices may be uniquely identified through serial numbers or MAC addresses, or may have unique electrical signatures; either could indicate that the resident suffers from a particular disease or condition that requires the device.[footnoteRef:11] More generally, inferences might be used to determine health patterns and risk. For example, the amount of time the computer or television is on could be compared to the amount of time the treadmill is used.[footnoteRef:12] Electricity use could also reveal how much the resident sleeps and whether he gets up in the middle of the night.[footnoteRef:13] Similarly, appliance usage data could indicate how often meals are cooked with the microwave, the stove, or not cooked at all, as well as implying the frequency of meals.[footnoteRef:14] Many of the parties listed in the “Potential Privacy Impacts” table (Table 5‑3) will not be interested in the health of the resident and will wish to use the data for purposes such as efficiency monitoring, but some parties may be interested in the behavioral assumptions Smart Grid entities could make with Smart Grid data. [11:  Susan Lyon & John Roche, Smart Grid News, “Smart Grid Privacy Tips Part 2: Anticipate the Unanticipated” (Feb. 9, 2010), available at http://www.SmartGridnews.com/artman/publish/Business_Policy_Regulation_News/Smart-Grid-Privacy-Tips-Part-2-Anticipate-the-Unanticipated-1873.html.]  [12:  Elias Quinn mentions an Alabama tax provision that requires obese state employees to pay for health insurance unless they work to reduce their body mass index. Elias Quinn, “Privacy and the New Energy Infrastructure,” Feb. 2009 (draft) page 31, available at http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1370731. He suggests that Smart Grid data could be used to see how often a treadmill was being used in the home. ]  [13:  Ann Cavoukian, Jules Polonetsky, and Christopher Wolf, Privacy by Design, “SmartPrivacy For the Smart Grid: Embedding Privacy into the Design of Electricity Conservation,” Nov. 2009, available at http://www.ipc.on.ca/images/Resources/pbd-smartpriv-Smart Grid.pdf (describing the types of information that could be gleaned from combining personal information with granular energy consumption data).]  [14:  Id. at page 11.] 
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Future designs for some smart meters and many secondary devices (e.g., appliances and smaller devices) may incorporate wireless-enabled technology to collect and transmit energy usage information for homes or businesses.[footnoteRef:15] Should designers and manufacturers of smart meters or secondary devices decide to incorporate wireless technology for the purpose of communicating energy usage information, then that data must be securely transmitted and have privacy protection.[footnoteRef:16] If in the future wireless technology is used to transmit aggregate home or business energy consumption information for a unique location or dwelling, then that usage data, prior to sufficient aggregation to protect privacy, should also be protected from unauthorized use, modification, or theft.[footnoteRef:17] There are well-known vulnerabilities related to wireless sensors and networks,[footnoteRef:18] and breaches of wireless technology.[footnoteRef:19] For example, “war driving” is a popular technique used to locate, exploit, or attack insufficiently protected wireless systems.[footnoteRef:20] Readily available portable computing devices are used to detect signals emanating from wireless technology. [15:  NIST Special Publication 1108, NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, available at http://www.nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf at page 21.]  [16:  See Table 5‑2 Potential Privacy Concerns and Descriptions.]  [17:  Data aggregation was addressed in the final HIPAA rule. See http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/privruletxt.txt. There may also be efficiencies that can be gained by the Smart Grid when aggregating data from transmission and processing that save money for utilities. (See http://portal.acm.org/citation.cfm?id=1269968). This may create a greater incentive to aggregate data. If this is the case, then proper aggregation to protect PII or sensitive data should be incorporated into the plan for data aggregation. ]  [18:  See, e.g., Mark F. Foley, Data Privacy and Security Issues for Advanced Metering Systems (Part 2), available at http://www.smartgridnews.com/artman/publish/industry/Data_Privacy_and_Security_Issues_for_Advanced_Metering_Systems_Part_2.html. ]  [19:  Id.]  [20:  See Matthew Bierlein, “Policing the Wireless World: Access Liability in the Open Wi-Fi Era,” Ohio State Law Journal 67 (5) page 200, available at http://moritzlaw.osu.edu/lawjournal/issues/volume67/number5/bierlein.pdf. ] 

[bookmark: _Toc263797619][bookmark: _Toc264881656]Commissioning, Registration, and Enrollment for Smart Devices[footnoteRef:21] 	Comment by Rebecca Herold: Need to update [21:  The first four paragraphs of this subsection are taken from OpenHAN v1.95; http://www.smartgridug.net/sgsystems/openhan/Shared%20Documents/OpenHAN%202.0/UCAIug%20OpenHAN%20SRS%20-%20v1.95%20clean.doc.] 

This subsection describes a method for implementing demand response using load control through an energy management system linked to a utility or a third-party service provider offering remote energy management. As explained in section 3.7, it is possible to protect consumer privacy by implementing demand response without a direct data connection between the energy service provider and home devices.
To create a home area network, devices must, at a minimum, scan for networks to join, request admission, and exchange device parameters. This initial process is called “commissioning” and allows devices to exchange a limited amount of information (including, but not limited to, network keys, device type, device ID, and initial path) and to receive public broadcast information. This process is initiated by the “installer” powering-on the device and following the manufacturer’s instruction. Once a HAN device has completed the commissioning process, it may go through an additional process called “registration.” 
The registration process is a further step involving “mutual authentication” and authorizing a commissioned HAN device to exchange secure information with other registered devices and with a smart energy industrial provider. Registration creates a trust relationship between the HAN device and the smart energy industrial provider and governs the rights granted to the HAN device. This process is more complex than commissioning and requires coordination between the installer and the service provider. In some jurisdictions, commissioning and registration are combined into one process called “provisioning.”
The final process is “enrollment.” This process is applicable only when the consumer wants to sign up their HAN device for a specific service provider program, such as a demand-response, PEV special rate, or a prepay program. In this process, the consumer selects a service provider program and grants the service provider certain rights to communicate with or control their HAN device. A HAN device must be commissioned and registered prior to initiating the enrollment process. This process requires coordination between the consumer and the service provider. Each of these processes is discrete but may be combined by a service provider in order to provide a seamless consumer experience.
At each step in this process, the consumer, utility, and third-party provider must ensure that data flows have been identified and classified, and that privacy issues are addressed throughout, from initial commissioning up through service-provider-delivered service. Since each step in the process, including commissioning, registration, and enrollment, may contain personal information, sufficient privacy protections should be in place to minimize the potential for a privacy breach.
Privacy issues that should be addressed related to the registration of these devices with third parties include:
Determining the types of information that is involved with these registration situations;
Controlling the connections which transmit the data to the third-party, such as wireless transmissions from home area networks;[footnoteRef:22] and [22:  The other chapters within NISTIR 7628 include recommendations for securing wireless transmissions, such as those from OpenHAN networks, to Smart Grid entities, as well as to third parties.] 

Determining how the registration information is used, where it is stored, and with whom it is shared.
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The Smart Grid has the capability to allow users to interact with their electricity usage information in innovative ways, including via the Internet. Correspondingly, the transmission or publication of Smart Grid data via the Internet raises privacy challenges. Internet communications are generally unsecure unless those publishing the information take steps to protect the content against unauthorized interception, manipulation, or other compromises. Moreover, users do not always have complete knowledge of, or control over, how their data will be used. In essence, accessing Smart Grid data over the Internet creates risks similar to those when accessing any other type of personal information over the Internet.
[bookmark: 12a8b12b1e86098a__ftnref1][bookmark: 12a8b12b1e86098a__msoanchor_1]For example, an energy management application provider may enable electricity consumers to monitor energy usage via cell phones, personal digital devices, and social networking pages. Online applications and portals, including social networking service providers, may not provide advance notification to these vendors or to their end users about changes to privacy settings, resulting in unintended public availability of consumer energy data[footnoteRef:23]. Discussions of risk mitigation between public and private entities can help shape practices that avoid potential unintended exposures of consumer energy data. More research is needed to fully explore the vast privacy implications. [23:  See http://www.cs.virginia.edu/felt/privacy/] 
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