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The Smart Grid may increase the frequency and detail of electricity consumption information from private homes and businesses. The electricity consumption data that is collected, retained, and transmitted over Smart Grid systems may be of interest to third parties.[footnoteRef:1] Third parties can include legitimate businesses with agreements with energy consumers to assist them in better managing energy consumption, but can also include criminals seeking to abuse or misuse data.  [1:  California Public Utility Commission held hearings March 17-18, 2010, to explore the potential uses of Smart Grid data and privacy threats, available at http://www.californiaprogressreport.com/site/?q=node/7574.] 

There are three privacy challenges presented by third-party access to Smart Grid information—
That companies representing themselves as consumer electricity management services are what they represent themselves to be; 
What consumers are told about how their information will be used is true;[footnoteRef:2] and [2:  FTC, Complaint “In the Matter of SEARS HOLDING MANAGEMENT CORPORATION” Docket No. C-4264, (“3. From on or about April 2007 through on or about January 2008, SHMC disseminated or caused to be disseminated via the Internet a software application for consumers to download and install onto their computers (the “Application”). The Application was created, developed, and managed for respondent by a third-party in connection with SHMC’s “My SHC Community” market research program. 4. The Application, when installed, runs in the background at all times on consumers’ computers and transmits tracked information, including nearly all of the Internet behavior that occurs on those computers, to servers maintained on behalf of respondent. Information collected and transmitted includes: web browsing, filling shopping baskets, transacting business during secure sessions, completing online application forms, checking online accounts, and, through select header information, use of web-based email and instant messaging services,”) available at http://www.ftc.gov/os/caselist/0823099/090604searscmpt.pdf.] 

Third-party access to electricity usage data is being used solely for the purpose set forth in the agreement. 
An effective full suite of fair information practices protections is necessary for consumer privacy enforcement. 
Authorized third parties may be interested in using data collected through the Smart Grid. The real-time data streaming capabilities of the Smart Grid may be very attractive to large appliance manufacturers, marketers interested in usage information on utility or non-utility dependent small appliances, devices, or other consumer products.[footnoteRef:3] Unauthorized third parties will likely also be interested in misusing Smart Grid data for many reasons from theft of physical property, identity theft schemes, or surveillance of residences or businesses. Companies have relied strongly upon the “Notice and Choice” model to gain consumer consent for data collection, retention, and use. The marketing materials may promote lower energy bills through better management of energy consumption. However, the details of service agreements or “click-through” agreements of services offered solely over the Internet might contain more uses for data than energy management.[footnoteRef:4] Simple notice is not enough to assure electricity consumer privacy protection. There are particular challenges for reliance upon notice and consent in online agreements. A survey of California consumers showed that they fundamentally misunderstand their online privacy rights.[footnoteRef:5] [3:  Elias Leake Quinn, Privacy and the New Energy Infrastructure 28 (2009), available at http://ssrn.com/abstract=1370731]  [4:  David Vladeck, Privacy: Where do we go from here?, Speech to the International Conference on Data Protection and Privacy Commissioners, Nov. 6, 2009, (“[The notice and consent model] may have made sense in the past where it was clear to consumers what they were consenting to, that consent was timely, and where there would be a single use or a clear use of the data. That’s not the case today. Disclosures are now as long as treatises, they are written by lawyers—trained in detail and precision, not clarity—so they even sound like treatises, and like some treatises, they are difficult to comprehend if they are read at all. It is not clear today that consent today actually reflects a conscious choice by consumers,”) available at http://ftc.gov/speeches/vladeck/091106dataprotection.pdf ]  [5:  Joseph Turow, et al., Consumers Fundamentally Misunderstand the Online Advertising Marketplace, available at http://groups.ischool.berkeley.edu/samuelsonclinic/files/annenberg_samuelson_advertising.pdf] 

There are added complications for consent in online click-through applications or agreements because it will be difficult to assure solely through online means that the person requesting the third party energy management service is authorized to do so. For example, if application information for third party service seeks basic application information such as home address, utility account number, or name, this information would be found on a monthly bill, which is often discarded as trash. Verifying that the legitimate electricity consumer is the one requesting service may require additional steps by utilities independent of the third party service provider. In addition, users routinely click through notices. The Pew Internet and American Life Project found that 73% of users do not always read agreements, privacy statements or other disclaimers before downloading or installing programs. Further, online businesses routinely change terms of service and privacy policy without giving notice to consumers. 
 Third-party consumer energy use sharing agreements may cause consumers confusion regarding the source of data misuse or abuse should it occur.
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