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	[bookmark: _Toc263797596][bookmark: _Toc264881624][bookmark: _Toc266786085][bookmark: _Toc270678524]Chapter Abstract	Comment by Rebecca Herold: This section will need to be updated to correspond with the changes ultimately made within the chapter.The Smart Grid is an evolving construct of new technologies, services, and entities integrating with legacy solutions and organizations. The SGIP-CSWG privacy subgroup views the privacy chapter as a starting point for continuing the work to improve upon privacy practices as the Smart Grid continues to evolve and as new privacy threats, vulnerabilities and the associated risks emerge. The information in this chapter was developed as a consensus document by a diverse subgroup consisting of representatives from the privacy, electric energy, telecommunications and cyber industry, academia, and government organizations. The chapter does not represent legal opinions, but rather was developed to explore privacy concerns, and provide associated recommendations for addressing them. Privacy impacts and implications may change as the Smart Grid expands and matures. It should be noted that this chapter addresses residential users and their data. The CSWG Privacy Subgroup will begin to explore privacy concerns for commercial, industrial, and institutional energy consumers, and deliver updates to existing work to address any new privacy considerations based on the pace of Smart Grid evolution.


	The Smart Grid brings with it many new data collection, communication, and information sharing capabilities related to energy usage, and these technologies in turn introduce concerns about privacy. Privacy relates to individuals. Four dimensions of privacy are considered: (1) personal information— any information relating to an individual, who can be identified, directly or indirectly, by that information and in particular by reference to an identification number or to one or more factors specific to his or her physical, physiological, mental, economic, cultural, locational or social identity; (2) personal privacy—the right to control the integrity of one’s own body; (3) behavioral privacy—the right of individuals to make their own choices about what they do and to keep certain personal behaviors from being shared with others; and (4) personal communications privacy—the right to communicate without undue surveillance, monitoring, or censorship.

	Most Smart Grid entities directly address the first dimension, because privacy of personal information is what most data protection laws and regulations cover. However, the other three dimensions are important privacy considerations as well and should be considered by Smart Grid entities. 

	When considering how existing laws may deal with privacy issues within the Smart Grid, and likewise the potential influence of other laws that explicitly apply to the Smart Grid, it is important to note that while Smart Grid privacy concerns may not be expressly addressed, existing laws and regulations may still be applicable. Nevertheless, the innovative technologies of the Smart Grid pose new issues for protecting consumers’ privacy that will have to be tackled by law or by other means. 


	The Smart Grid will greatly expand the amount of data that can be monitored, collected, aggregated, and analyzed. This expanded information, particularly from energy consumers and other individuals, raises added privacy concerns. For example, specific appliances and generators can be identified from the signatures they exhibit in electric information at the meter when collections occur with great frequency as opposed to through traditional monthly meter readings. This more detailed information expands the possibility of intruding on consumers’ and other individuals’ privacy expectations. 

	The research behind the material presented in this chapter focused on privacy within personal dwellings and electric vehicles and did not address business premises and the privacy of individuals within such premises. The researchers’ conclusions based upon work in these primary areas are as follows:

	Evolving Smart Grid technologies and associated new types of information related to individuals, groups of individuals, and their behavior within their premises and electric vehicles privacy risks and challenges that have not been tested and may or may not be mitigated by existing laws and regulations. 

	New Smart Grid technologies, and particularly smart meters, smart appliances, and similar types of endpoints, create new privacy risks and concerns that may not be addressed adequately by the existing business policies and practices of utilities and third-party Smart Grid providers. 

	Utilities and third-party Smart Grid providers need to follow standard privacy and information security practices to effectively and consistently safeguard the privacy of personal information. 

	Most consumers probably do not understand their privacy exposures or their options for mitigating those exposures within the Smart Grid.

	Based on initial research and the details of the associated findings, a summary listing of all recommendations includes the following points for entities that participate within the Smart Grid:

	Conduct pre-installation processes and activities for using Smart Grid technologies with utmost transparency.
Conduct an initial privacy impact assessment before making the decision to deploy and/or participate in the Smart Grid. Additional privacy impact assessments should be conducted following significant organizational, systems, applications, or legal changes—and particularly, following privacy breaches and information security incidents involving personal information, as an alternative, or in addition, to an independent audit. 

	Develop and document privacy policies and practices that are drawn from the full set of Organisation for Economic Cooperation and Development (OECD) Privacy Principles and other authorities (see 5.4.1 “Consumer-to-Utility PIA Basis and Methodology”). This should include appointing personnel responsible for ensuring privacy policies and protections are implemented. 

	Provide regular privacy training and ongoing awareness communications and activities to all workers who have access to personal information within the Smart Grid.

	Develop privacy use cases that track data flows containing personal information to address and mitigate common privacy risks that exist for business processes within the Smart Grid.

	Educate consumers and other individuals about the privacy risks within the Smart Grid and what they can do to mitigate them.

	Share information with other Smart Grid market participants concerning solutions to common privacy-related risks.

	Additionally, manufacturers and vendors of smart meters, smart appliances, and other types of smart devices, should engineer these devices to collect only the data necessary for the purposes of the smart device operations. The defaults for the collected data should be established to use and share the data only as necessary to allow the device to function as advertised and for the purpose(s) agreed to by Smart Grid consumers. 
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Modernizing the current electric grid through the computerization and networking of intelligent components holds the promise of a Smart Grid infrastructure that can—
· Deliver electricity more efficiently; 
· Provide better power quality; 
· Link with a wide array of energy sources in addition to energy produced by power plants (such as renewable energy sources); 
· Enable self-healing in cases of disturbance, physical and cyber attack, or natural disaster; and 
· Provide consumers, and other individuals[footnoteRef:1], with more choices based on how, when, and how much electricity they use.  [1:  Because consumers are often thought of as the individuals who actually pay the energy bills, the SGIP-CSWG privacy group determined it was important to include reference all individuals who would be within a particular dwelling or location since their activities could also be determined in the ways described within this chapter. From this point forward, for brevity, only the term “consumers” will be used, but it will mean all the individuals applicable to the situation being described.] 

Communications technology that enables the bidirectional flow of information throughout the infrastructure is at the core of these Smart Grid improvements, which rely upon collated energy usage data provided by smart meters, sensors, computer systems, and many other devices to derive understandable and actionable information for consumers and utilities—and it is this same technology that also brings with it an array of privacy challenges. The granularity, or depth and breadth of detail, captured in the information collected and the interconnections created by the Smart Grid are factors that contribute most to these new privacy concerns. 
The Smart Grid Interoperability Panel–Cyber Security Working Group (SGIP-CSWG) 
 has worked since June 2009 to research privacy issues within the existing and planned Smart Grid environment. Its research to date has focused on privacy concerns related to consumers’ personal dwellings and use of electric vehicles.[footnoteRef:2] In July and August of 2009, the privacy subgroup performed a comprehensive privacy impact assessment (PIA) for the consumer-to-utility portion of the Smart Grid, and the results of this study have enabled the group to make the recommendations found in this chapter for managing the identified privacy risks.  [2:  There may also be privacy concerns for individuals within business premises, such as hotels, hospitals, and office buildings, in addition to privacy concerns for transmitting Smart Grid data across country borders. However, because the existing collection of NIST use cases does not cover business locations or cross border data transmission, and in view of its time constraints, the Privacy Group did not research business premises or cross border privacy issues. The Privacy Group recommends these as topics for further investigation.] 

The privacy subgroup membership is derived from a wide range of organizations and industries, including utilities, state utility commissions, privacy advocacy groups, academia, Smart Grid appliance and applications vendors, information technology (IT) engineers, and information security (IS) practitioners. This diversity of disciplines and areas of interest among the group’s participants helps to ensure all viewpoints are considered when looking at privacy issues, and it brought a breadth of expertise both in recognizing inherent privacy risk areas and in identifying feasible ways in which those risks might be mitigated while at the same time supporting and maintaining the value and benefits of the Smart Grid.
Because this chapter will be read by individuals with a wide range of interests, professional fields, and levels of expertise with respect to Smart Grid privacy issues, careful consideration has been given to the chapter’s structure, which is as follows:
1. Discussion of the concept of privacy. This establishes our common ground in understanding the notion of “privacy,” and defines the notion of privacy, where readers may hold different viewpoints on the subject.
1. Definitions of privacy terms. Privacy terms are defined differently among various industries, groups, countries, and even individuals. We define the privacy terms used in this chapter.
2. Overview of current data protection laws and regulations with respect to privacy. Even though numerous laws exist to establish a range of privacy protections, it is important to consider how those privacy protections apply to the Smart Grid.
3. Determination of personal activities within the Smart Grid. This explains the creation of new data types in the Smart Grid, as well as new uses for data that has formerly only been in the possession of utilities outside of retail access states.[footnoteRef:3]  [3:  “Retail access states” refers to those states offering programs whereby energy services companies may supply service to customers at market-based prices.] 

4. Summary of the consumer-to-utility PIA. Identifies key privacy issues identified by the privacy subgroup in performing its PIA for the consumer-to-utility portion of the Smart Grid and provides a guide for subsequent research.
5. In-depth look at privacy issues and concerns. Addresses follow-on research based on the PIA findings in which the privacy subgroup explored the broader privacy issues that exist within the entire expanse of the Smart Grid.
6. Detailed analysis of representative privacy use cases. Use cases can help Smart Grid architects and engineers build privacy protections into the Smart Grid. Some example privacy use cases were created for specific scenarios within the Smart Grid to identify privacy concerns and demonstrate how to use privacy use cases. Developers of Smart Grid applications, systems, and operational processes can employ a more comprehensive set of privacy use cases to create architectures that build in privacy protections to mitigate identified privacy risks. 
7. Conclusions and recommendations. This section summarizes the main points and findings on the subject of privacy and collects in one place all of the recommendations found within this Privacy Chapter.
8. Appendices. Reference material.
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