Data Types with Possible Privacy Implications
	Data Types
	Purposes
	Current Privacy Status?
	Aggregation Level?
	Averaging?

	Customer Energy Data from Meter 
	
	
	
	

	Energy at the meter (watts used by a customer every hour or other periodicity)
	Utility metering, utility billing, customer viewing, ESP viewing, ESP billing
Aggregation at least by feeder segment for operations and planning, including 15-minute load shapes
	Currently, monthly meter readings and bills are considered as private

Red Flag Rules protect billing/credit issues??
	Private: customer metered energy

Not Private: Aggregated energy 

Aggregated to level that individual customer cannot be (easily?) identified 
	Currently, averaged energy is not safeguarded (i.e. anyone can read most meters)

	Demand (peak usage during a specified time period, often every 15 minutes)
	Metered for certain, usually larger, customers who are on a demand-charge tariff
May become wider spread in Smart Grid to improve efficiency
	Currently, demand metered values of these customers are considered private
	Private: customer metered demand

Not Private: Aggregated demand 

Aggregated to level that individual customer cannot be (easily?) identified 
	Average demand could be useful to a utility – no privacy issues

	Vars (these can be bid into the ancillary services market)
	Can be used by utilities to improve efficiency of the distribution grid. Currently only large customers can shift vars, but with DER units becoming more widespread, many DER units (both generation and storage) will be able to provide vars. 

These vars may be bid into the retail market, or, through an aggregator, into the wholesale market
	Not considered private (as far as I know)
Vars may become private if bid into the ancillary services market
	Private: customer vars

Not Private: Aggregated vars 

Aggregated to level that individual customer cannot be (easily?) identified 
	Average vars might be sensitive to market

	Voltage (may provide some market value)
	Voltage levels are useful to utilities so they can take appropriate actions to improve efficiency


	Averaged voltage is Not considered customer-specific, since voltage is set by the utility.
	NA
	Millisecond voltage patterns can distinguish appliances

	Power flow direction (generating or using power at any time or time period)
	Power flow direction during a relatively short time period can be useful to a utility
	Not considered private (as far as I know)
	NA
	May become private if bid into the market

	Frequency deviations (relevant for microgrids)
	Deviations from normal frequency (i.e. 60 Hz) is needed by utilities to “payback” deviations. This means that electric clocks that used frequency to keep time, do not drift.
Frequency deviations of microgrids could be measured at customer sites (grid deviations are measured at substations)
	Not considered related to any customer, since these are produced by the overall grid.
In future, some customer DER units could help “counteract” frequency deviations. These might be bid into the ancillary services market and thus become private.
	Not private
	Not private

	Harmonics (Fourier transforms of harmonics can be used to identify different appliances and equipment, such as motors, air conditioners, refrigerators, etc.)
	Harmonics are considered wasted energy, so are minimized if possible.
	Harmonics could become private to protect against getting appliance signatures
	Private: customer harmonics
Not Private: Aggregated harmonics 

Aggregated to level that individual customer cannot be (easily?) identified
	

	Energy limiter settings (I don't want my neighbors to know I haven't paid my energy bills)
	Limiters are used to pressure customers to stay within the limits or pay their bills to reset the limits
	Limiter settings should be considered private.
	NA
	NA

	Meter connect/disconnect switch status (don't want anyone to know that the house is empty due to someone moving out)
	Connect/disconnect used for move-ins/ move-outs, non-payment, and possibly emergency load shedding
	Should be considered private
	NA except maybe for counting the number of disconnected meters?
	NA except maybe for counting the number of times a meter is disconnected – that may be private

	Any tariff-related information kept in the meter or the customer HAN
	Used by customers (or their energy management systems) for assessing energy usage or responses to demand response requests, etc.
	Should be private
	NA
	NA

	Demand Response Interactions with Customers
	
	
	
	

	Broadcast or multicast pricing signals for energy and/or ancillary services at specific time in the future
	Broadcast by utility or energy service provider to notify of a change in price and/or request some change in energy usage or ancillary service.
	Not private since broadcast
	NA
	NA

	Direct command to customer for change in energy usage or ancillary service
	Utility needs responses from one or more specified customers for emergency or efficiency purposes, and has a tariff or contract in place with them
	Should be private
	NA
	NA

	TOU schedules for DER generation and storage (schedules are part of marketing DER)
	Time of Use schedules are used to encourage shifts in energy usage
	Not private since TOU schedules are well-known
	NA
	NA

	Customer acknowledges receipt of pricing signal
	Acknowledgment notes that the pricing signal was received


	Not really private, since it is just an acknowledgement, not whether or how a response will be done
	NA
	NA

	Customer responses to pricing signals (my private decision whether to respond to a pricing signal or not)
	Yes/no response on whether the customer is going to respond to the pricing signal 
	Could be private, depending upon the degree of response. For instance, turning off pool pump may not be sensitive, but industrial customer shifting loads could be
	NA
	NA

	Outage information (I don't want burglars to know my house has no power)
	Outage reporting to utilities provides them with information on where outages are being experienced.
	Single outages could be private, to avoid possible theft. Wide scale outages are too obvious to remain private
	Aggregated outage information is not private
	Average outage times, average number of customers out of power, etc. are not private

	Meter error/failure status or communications error/failure status (may allow easier hacking, for instance by providing types of error information for given problems)
	Real-time failures and error data provide alarms to utilities that the meter or the AMI equipment needs to be repaired
	Not currently considered private information
	Aggregated data is not private
	NA

	Event logs of meter events
	Logs of meter events, including outages, equipment changes, testing, and other non-metering information
	Usually after the fact, so may not be as sensitive as real-time outage information
	NA
	NA

	Third Party Interactions with Customer Appliances or Equipment
	
	
	
	

	Registration appliance/equipment data with third party (vendor, ESP, utility)
	Appliances and equipment are registered so that third parties can have access to them for specific functions.
This is currently done over the Internet, but some interactions may be done through the HAN in the future
	The fact of ownership of appliances and equipment should be private, including any registration information
	Aggregated numbers of registered appliances or equipment are not private, unless specific customer ownership can be derived
	Averaged numbers of appliances or equipment are not private

	De-registration appliance/equipment data
	De-registration of appliances and equipment can be done when they are decommissioned or sold
	The fact of ownership of appliances and equipment should be private
	NA
	NA

	Monitored appliance/equipment data (status, measurements, settings, nameplate)
	Third parties can monitor appliances and equipment for many different reasons.
	Monitored data should be private
	To the level that individual customer cannot be (easily?) identified, aggregated data is not private 
	To the degree that individual customer cannot be (easily?) identified, averaged data is not private

	Issue control commands to appliance/equipment (binary, settings, ramp rates, etc.)
	Third parties can control appliances and equipment for many different reasons.
	Control data should be private
	To the level that individual customer cannot be (easily?) identified, aggregated control data is not private 
	To the degree that individual customer cannot be (easily?) identified, averaged control data is not private

	Update appliance/equipment patches and files
	Third parties can update appliances and equipment with patches and/or new versions and/or new settings, etc.
	Update data should be private
	To the level that individual customer cannot be (easily?) identified, aggregated data is not private
	To the degree that individual customer cannot be (easily?) identified, averaged data is not private

	Alarms/event logs for appliance/equipment state changes and anomalous behaviors
	Alarms and event logs provide third parties with key information on the appliances and equipment they are interacting with.
	Alarms and event data should be private
	To the level that individual customer cannot be (easily?) identified, aggregated data is not private
	To the degree that individual customer cannot be (easily?) identified, averaged data is not private

	Appliance/equipment information for maintenance purposes
	Maintenance data is often more detailed than regularly monitored data, and can be used by third parties to determine problems
	Maintenance data should be private
	To the level that individual customer cannot be (easily?) identified, aggregated data is not private
	To the degree that individual customer cannot be (easily?) identified, averaged data is not private

	Market Interactions Data
	
	
	
	

	Register appliance/equipment for market interactions
	Customers can register their appliances and equipment to participate in the energy market, for providing many different types of services
	The fact of registration may or may not be private, but the details could be confidential
	To the level that individual customer cannot be (easily?) identified, aggregated data is not private
	To the degree that individual customer cannot be (easily?) identified, averaged data is not private

	De-register appliance/equipment for market interactions
	Customers can de-register their appliances and equipment if they decommission or sell it
	De-registering is probably not very private
	NA
	NA

	Appliance/equipment market capabilities (capacity, ramp rate, availability, etc.)
	In order to participate in the energy market (retail or wholesale), the capabilities of the appliances and equipment must be provided to the market system for validating their ability to provide the energy services they bid.
	Capabilities should be confidential (is this different from private?)
	To the level that individual customer cannot be (easily?) identified, aggregated data is not private
	To the degree that individual customer cannot be (easily?) identified, averaged data is not private

	Bidding data from appliance/equipment to market
	Owners or authorized parties may bid in the capabilities of their appliances and equipment into the energy market, including providing additional energy, decreasing load, providing vars, countering frequency deviations, following load, and other types of services
	Bids are confidential according to whatever are the rules of the energy market, which may include making them public at some stage in the process
	To the level that individual customer cannot be (easily?) identified, aggregated bidding data is not private
	To the degree that individual customer cannot be (easily?) identified, averaged bidding data is not private

	Offer data from market to appliance/equipment
	The energy market accepts some of the bids and makes “offers” to the owners/operators of the appliances and equipment, possibly with specific schedules or other caveats (e.g. services during an emergency)
	Offers are confidential according to whatever are the rules of the energy market, which may include making them public at some stage in the process
	To the level that individual customer cannot be (easily?) identified, aggregated offer data is not private
	To the degree that individual customer cannot be (easily?) identified, averaged offer data is not private

	Response to offers by appliance/equipment
	The owners/operators of the appliances and equipment accept or reject the offers, according to the rules of the energy market
	Responses to offers are confidential according to whatever are the rules of the energy market, which may include making them public at some stage in the process
	To the level that individual customer cannot be (easily?) identified, aggregated response data is not private
	To the degree that individual customer cannot be (easily?) identified, averaged response data is not private

	Commands to appliance/equipment during real-time operations for raising/lowering energy generation levels, for storage charging/discharging, for lowering/releasing load, and for providing ancillary services
	For the wholesale market, ISOs/RTOs and transmission utilities issue commands directly in real-time to the equipment that accepted offers in the market process.

In the retail market, there are likely to be different rules, such as broadcast/multicast commands or schedules to owners and operators of the appliances and equipment, with the expectation that they will manage their own appliances and equipment.
	Commands are not currently considered private. Particularly broadcast commands would be virtually impossible to keep private. 
	Aggregated commands are not private
	Averaged commands are not private

	Response from appliance/equipment to the market-driven commands
	The appliances and equipment respond to the commands for raising/lowering energy generation levels, for storage charging/discharging, for lowering/releasing load, and for providing ancillary services.
	Responses may be private
	To the level that individual customer cannot be (easily?) identified, aggregated response data is not private
	To the degree that individual customer cannot be (easily?) identified, averaged response data is not private

	Settlement data (in addition to metered data)
	In order to bill or pay owners/operators of the appliances and equipment (the settlement process), the responses to the market commands must be metered, and additional information may need to be collected, such as whether a non-response was due to avoid exceeding an IEEE 1547 limit, or due to a utility outage, or switching operation.
	Metering is covered elsewhere, but the additional information may or may not be private
	NA
	NA

	Utility Maintenance Data
	
	
	
	

	Register new meter
	When a new meter is installed, it needs to be registered with the utility and/or meter reading company
	Meter registration data should probably be confidential, but may not be private
	NA
	NA

	De-register meter
	When a meter is removed or replaced, it must be de-registered
	Meter de-registration data should probably be confidential, but may not be private
	NA
	NA

	Event logs of maintenance-related information
	Meters can capture many types of information in event logs that are  not normally sent to the utility, but may be used during maintenance activities
	Event log information should probably be confidential and some entries could be private
	NA
	NA

	Extended meter information for maintenance purposes
	Additional very detailed metering information is available in and can be used for maintenance
	This additional data should probably be confidential and could be private
	NA
	NA

	Communications network performance and maintenance data
	Communication networks connecting the customer site to the utility include performance and maintenance-related data that can be retrieved 
	Communication network data should probably be confidential, but may not be private
	Aggregated communication information is not considered private
	Averaged communication information is not considered private

	Security Management Data
	
	
	
	

	Security registration data from meters, appliances, equipment
	Security certificates, types of security implemented, and other security information can be retrieved by appropriate, authorized security authorities from meters, appliances, and equipment for validation during initial implementation, as well as during patching or upgrades, etc. 
	Security information should be confidential. Some may be private as well
	NA
	NA

	Updated security keys/certificates to meters, appliances, equipment
	Security keys/certificates must be updated periodically for all meters, appliances, and equipment 
	Security information should be confidential. Some may be private as well
	NA
	NA

	Alarms for security breaches from meters, appliances, equipment
	Alarms from possible security breaches of meters, appliances, and equipment must be sent to the appropriate, authorized security authorities
	Security information should be confidential. Some may be private as well
	NA
	NA

	Event log of security information
	Security event logs of meters, appliances, and equipment must be sent to the appropriate, authorized security authorities
	Security information should be confidential. Some may be private as well
	NA
	NA

	Security revocation data from meters, appliances, equipment
	Security revocation data of meters, appliances, and equipment must be sent to the appropriate, authorized security authorities
	Security information should be confidential. Some may be private as well
	NA
	NA

	Other?
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