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[bookmark: _GoBack]Appendix A- California and Colorado Regulatory Case
Beginning in 2010, the public utility commissions of California and Colorado conducted rulemaking proceedings to address privacy issues for customer energy usage data.  Both proceedings involved collaborative processes and broad stakeholder involvement.  

On September 29, 2010, California passed SB 1476 (California Public Utilities Code Secs. 8380 and 8381), which outlined privacy protections for electricity and natural gas usage data. Cal. P.U. Code Secs. 8380 and 8381 provide privacy protections for data generated by electrical and natural gas advanced meters used by both investor-owned and publicly owned utilities.  Utilities cannot share, disclose or make available to a third party a customer’s electricity or gas usage data generated by an advanced metering infrastructure without the consent of the customer, with limited exceptions.  Those exceptions are when the data is used “for system, grid or operational needs, or [in] the implementation of demand response, energy management, or energy efficiency programs,” or “as required or permitted under state or federal law or by an order of the” California Public Utilities Commission (CPUC). (California Public Utilities Code Section 8380(e)(2) and (3).)  All other purposes, deemed “secondary purposes,” require the consent of the customer.  In addition, SB 1476 requires utilities to use “reasonable security procedures and practices” to protect a customer’s unencrypted electric and gas usage data from unauthorized access, use or disclosure.  SB 1476 also prohibits utilities from selling a customer’s electric or gas usage data or any other personally identifiable information for any purpose.  

SB 1476 was an update of and supplement to existing privacy statutes, regulations and tariffs dating from the early 1990s and already applicable to customer data held by utilities, such as Public Utilities Code Sections 394.4 (privacy protection for customer usage data obtained by non-utility electric service providers from utilities) and 2894 (privacy protections for customer information collected by telecommunications providers), and CPUC Decision No. 90-12-121, 39 CPUC 2d 173 (1990) (restrictions on third party access to confidential customer information possessed by utilities unless customer consent is obtained or a valid warrant or subpoena is obtained for law enforcement access.)  In response to the new statute, the CPUC initiated a new phase of their Smart Grid Rulemaking to develop updated privacy rules to implement SB 1476.  The CPUC held several workshops and invited many interested parties, including utilities, consumer advocates, third party vendors and privacy advocates to make recommendations on what new rules the CPUC should adopt to implement SB 1476 and protect customer privacy.  In addition to these workshops, the parties also met on their own to develop a consensus set of privacy requirements based on the Fair Information Practice Principles, which formed the basis of the rules ultimately adopted by the CPUC.  

On July 28, 2011, the CPUC approved Decision 11-07-056 which adopted a set of “Rules Regarding Privacy and Security Protections for Energy Usage Data.”[footnoteRef:1]  These rules, based on the Fair Information Practice Principles, and input from parties, maintained the “primary/secondary purpose” structure adopted by SB 1476.  The Privacy Rules apply to utilities, third party contractors of the utility, and customer authorized third parties who obtain data from the utility; the Privacy Rules do not apply to third parties who obtain customer data from the customer.  The Privacy Rules direct utilities to provide customers with a notice of what data is collected, and for what purpose the data is used.[footnoteRef:2]  The Rules direct the utilities to provide this notice yearly to all customers, be available on the utilities’ home page, and provide a link to the privacy notice on all email to customers.  The Privacy Rules also provide the customer the ability to access their usage information, and allows customers to control access to their usage information.  Consistent with the Fair Information Practice Principles, the Privacy Rules adopt a “Data Minimization” strategy for utilities and their contractors; specifically, third parties should only get the data necessary to accomplish the primary purpose and should hold on to the data for only as long as reasonably necessary.  The Privacy Rules also contain requirements regarding the security of customer data, a requirement to notify customers and the CPUC upon a security or data breach affecting 1,000 or more customers, and direct the utilities to implement periodic audits of their privacy and security practices and annually disclose the number of contractors and other third parties who obtain customer data. [1:  D.11-07-056 at Attachment D (Privacy Rules).  This decision only applied to electrical utilities, a subsequent decision, D.12-08-045 (August 23, 2012), adopted the privacy rules to cover natural gas data generated by advanced meters.]  [2:  Data covered by the rules is defined as “any usage information obtained through [an advanced meter] when associated with any information that can reasonably be used to identify an individual, family, household, residence, or non-residential customer.”  Privacy Rules at Section 1(b).] 


The CPUC’s Decision 11-07-056 also initiated a separate phase of the Smart Grid proceeding requiring investor-owned electric utilities to provide third-parties with electronic access to a customer’s usage data via the utility’s “backhaul” data storage and communications systems when authorized by the customer.  The third-party access must be consistent with the CPUC’s privacy rules and must allow the CPUC to exercise oversight over third parties receiving customer data.  The utilities’ proposals for these customer data access programs are pending before the CPUC and a CPUC decision is expected in 2013.    

Colorado’s development of new customer privacy rules involved similar collaborative aspects.  In November of 2010, the Colorado Public Utilities Commission (CoPUC) filed a notice of proposed rulemaking (NOPR) with the stated goal of establishing a substantial, thoughtful, and pro-active privacy regime for the protection of customer data.[footnoteRef:3]  In response to initial comments from stakeholders to its NOPR, the CoPUC staff convened nine public workshops and one public hearing where stakeholders discussed the proposed rule language, proposed edits the language, raised related issues and debated their relative merits.  At the end of this process, a proposed set of rules was filed in the proceeding that reflected either consensus of the entire group, or agreement from a majority of the involved stakeholders.  Individual stakeholders then filed comments on the specific rule provisions and participated in further public hearings. These comments and testimony was considered by the administrative law judge (ALJ), which proposed a recommended decision on the rules for consideration by the CoPUC.  The CoPUC adopted final rules on October 26, 2011, and those rules were effective February 14, 2012. [3:  Colorado Public Utilities Commission, In the Matter of the Proposed Rules Relating to Smart Grid Data Privacy for Electric Utilities, 4 Code of Colorado Regulations 723-3, Docket No. 10R-799E, Notice of Proposed Rulemaking, Paragraph 5.  All filings in Docket No. 10R-799E are available from www.dora.state.co.us.  ] 


The CoPUC focused on the balancing of two competing but valid interests: (1) protecting the privacy interests of customers; and (2) developing a mechanism where customer-specific energy usage data could be provided to local governments, third parties and commercial interests.  In the recommended decision adopting the new rules the ALJ found that, “(t)he bedrock for issues arising from innovations regarding energy usage is the direct regulatory authority over the essential utility-customer relationship.  These considerations drive the appropriate adoption of policies to protect customer information from unauthorized disclosure while fostering customer access to information.  Should a customer of record desire to authorize access by any third-party, they may do so through informed consent provided for in these rules.”[footnoteRef:4] Specifically, the rules: [4:  Colorado Public Utilities Commission, In the Matter of the Proposed Rules Relating to Smart Grid Data Privacy for Electric Utilities, 4 Code of Colorado Regulations 723-3, Docket No. 10R-799E, Recommended Decision of Administrative Law Judge G. Harris Adams Adopting Rules, Paragraph 17.] 


· Clarify that a utility is only authorized to use customer data to provide regulated utility service in the ordinary course of business (primary purpose).
· Affirm that utilities can share customer energy usage data with contracted agents without first obtaining customer consent, but only where such sharing is related to the primary purpose and the utility has secured an agreement with the contracted agents prohibiting use of customer energy usage data for a secondary purpose.  Additionally, the contracted agent’s data security procedures and practices must be equal to or greater those data security procedures and practices used by the utility. Affirm that a utility can release customer energy usage data if required by law or CoPUC rule.
· Create an annual privacy notice requirement for the utility addressing customer energy usage data use, access and release. 
· Create a Commission produced uniform customer consent form for use by customers to authorize the disclosure of customer energy usage data to third parties for a secondary purpose. 
· Require the utility to validate the customer consent form prior to the release of customer energy usage data to a third party.
· Define aggregated customer energy usage data to be a minimum of fifteen customers, with no single customer representing fifteen percent or more of the total data set (15/15 rule).  Notwithstanding, the 15/15 Rule, a utility would not be required to disclose aggregated data if the disclosure would compromise the individual customer’s privacy or the security of the utility’s system.
· Require the utility to file a tariff identifying its customer energy usage data and aggregated customer energy usage data services, and related costs for non-standard data services.
· Provide civil enforcement and civil penalties in the event customer energy usage data is released without customer authorization.

The California and Colorado privacy regulations for customer energy usage data have many similarities.  Areas of distinction include:

· Scope: California’s rules apply to “covered information” which is defined as information obtained through the use of Advanced Metering Infrastructure that is identifiable to an individual.  Colorado’s rules apply to any “customer information” which is defined more broadly to apply to energy usage data and program participation, regardless of the metering technology used to collect such information.
· Jurisdiction Over Third Parties: The CPUC’s decision asserts jurisdiction over third parties that obtain customer usage information from the utility, but defers a decision on whether the CPUC has authority to directly regulate third parties which obtain customer usage information from the customer.  Since utility tariffs cover the exchange of data between the utility and a third party, the CPUC has authority over the utility tariffs.  In general, CoPUC did not assert jurisdiction over the data practices of third parties, other than to require that the utility’s contracted agents must have security equal to or exceeding that of the utility.   The customer consent form required by the CoPUC for third parties to obtain customer consent does, however, provide an explicit disclaimer putting customers on notice that the utility does not have any obligation to protect the data once it leaves their control. 
· Restrictions on Third Parties:  The CPUC’s regulations provide that all third parties are limited to collecting only that data necessary to implement the purpose for which data is needed.  Consistent with customer privacy rules adopted in the early 1990s, non-utility contractors and other third parties are also required to obtain customer consent prior to accessing customer usage information.  Customer consent can be currently obtained through the use of a utility’s tariffed Customer Information Service Request form, which has been in use by California utilities for twenty years for customer authorization of access to billing records.  There are no direct CPUC restrictions on third parties that obtain data from the customer, but other California privacy laws applicable to privacy in general do apply. Colorado also places restrictions on the utility regarding the release of the customer’s data.  Since the utility is the ultimate gatekeeper on information, the utility is treated as the final arbiter of whether the consent forms were incomplete or non-compliant.  Thus, while CoPUC does not place restrictions directly on third parties, there are requirements that the utility will oversee and the utility is ultimately overseen by the CoPUC.
· Demand Side Management Programs: California’s rules provide an exception to the customer consent process for third parties assisting utilities or the CPUC with planning, implementing or evaluating demand side management programs, such as energy efficiency or demand response programs where authorized by the CPUC.  Colorado’s rules do not contain an explicit exemption for such data use, but do generally allow the utility to release customer energy usage data to comply with a CoPUC order.
· Aggregated Data: California defines aggregated customer energy usage data as a data set where all personally-identifiable information has been removed, and where the release will not disclose or reveal specific customer information because of the size of the group, rate classification, or nature of the information.  Colorado incorporates into its rules the presumption that information is sufficiently anonymous if aggregated consistent with a 15/15 Rule.
· Dispute Process: California provides a dispute mechanism for customers to challenge the accuracy or completeness of customer energy usage data, and to request corrections or amendments.  Colorado’s rules do not specifically address this type of dispute but a complaint can always be filed with the Commission if a customer has a specific concern.
· Data Breach: As a supplement to existing federal and California “red flag” data breach disclosure laws, California requires utilities to make contemporaneous reports of data breaches affecting 1,000 or more customers to the CPUC, and to file an annual report of all such incidents each year.  The CoPUC’s  rules do not require a data breach report to the commission, but there is a state statute covering the utility’s obligation to report data breaches to impacted individuals.
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Since this document was first published in 2010, the legislative frameworks, concepts, and themes have remained generally the same. However, additional Smart Grid-specific privacy laws have been passed. Further, an increase[footnoteRef:5] during this period in threats and public awareness of those threats adds a few considerations to the discussion of legal frameworks and privacy in the Smart Grid.  [5:  For example, the threat of government surveillance and privacy considerations:
“Seeking Reporters Telephone Records Without Required Approvals”, p. 89, 
“Inaccurate Statements to the Foreign Intelligence Surveillance Court,” p. 122
“FBI Issues 11 Improper Blanket NSLs in May to October 2006,” p. 165, et al
http://www.justice.gov/oig/special/s1001r.pdf, A Review of the FBI’s Use of Exigent Letters and Other Informal Requests for Telephone Records, Oversight and Review Division, US Department of Justice, Office of the Inspector General, January 2010.
Department of Justice Statistics and reports to Congress on surveillance requests:
http://www.justice.gov/criminal/foia/elect-read-room.html
Congressman Markey’s Letters to cellphone carriers and their responses with statistical information:
 http://markey.house.gov/content/letters-mobile-carriers-reagrding-use-cell-phone-tracking-law-enforcement 
Google’s disclosure of their own disclosures to Law Enforcement:
http://www.google.com/transparencyreport/userdatarequests/
Twitter’s disclosure of their own disclosures to Law Enforcement:
https://support.twitter.com/articles/20170002
Further primary sources of surveillance statistics:
http://www.spyingstats.com/
ACLU summary
http://www.aclu.org/protecting-civil-liberties-digital-age/cell-phone-location-tracking-public-records-request] 

Utilities often store SSNs and financial account numbers in their payroll or billing systems and have been obligated to follow the associated legal requirements for safeguarding this data for many years.  The sharing and storage capabilities that the Smart Grid network brings to bear creates the need to protect not only the items specifically named within existing laws, but in addition to protect new types of personal information that are created within the Smart Grid. 
Generally, privacy concerns include considerations related to the collection and use of energy consumption data. These considerations exist, unrelated to the Smart Grid, but Smart Grid aspects fundamentally change their impact.
In Appendix A, we review at length an example process in which California and Colorado arrived at a legislative outcome that may be of use to others in formulating legal and regulatory privacy approaches. 

5.3.1	General Privacy Issues Related to Smart Grid Data
The primary privacy issue related to the deployment of Smart Grid technologies is that the installation of advanced utility electric and gas meters and associated devices and technology will result in the collection, transmittal and maintenance of personally identifiable data related to the nature and frequency of personal energy consumption and production in a more granular form.  This concern arises when this type of data and extrapolations of said data are associated with individual consumers or locations.[footnoteRef:6] Utilities have been routinely collecting energy consumption and PII billing data from customers for decades.  The new privacy issues associated with advanced metering infrastructure are related to the granularity, quantity and behavioral inferences that can be drawn from the interval energy usage data collected by the meter. Additionally, smart meter data also raises potential surveillance issues relating to the methods by which the data are collected and transmitted (electronic collection transmittal rather than manual meter reading and compilation).  [6:  For example, associating pieces of anonymized data with other publicly available non-anonymous data sets may actually reveal information about specific individuals. http://epic.org/privacy/reidentification/] 


Collecting energy usage data at more frequent intervals (rather than monthly meter reads using traditional meters) enables one to infer more information about the activities within a dwelling or other premises than was available in the past.  Smart meters generally collect energy usage data at more frequent time intervals than collected from analog meters (e.g., smart meters may collect information in 15-minute or sub-15-minute intervals compared to once per month).  As a result, this data can be analyzed to reveal information about the energy usage patterns that vary based on time-of-use, such as the use of individual appliances—using nonintrusive appliance load monitoring (NALM) analytical techniques. 
 
Using NALM, interval energy usage at different time periods can be used to infer individual appliances’ portions of energy usage by comparison to libraries of known patterns matched to individual appliances.  NALM techniques have many beneficial uses for managing energy usage and demand, including pinpointing loads for purposes of load balancing or increasing energy efficiency.  However, such detailed information about appliance use has the potential to indicate whether a building is occupied or vacant, show residency patterns over time, and potentially reflect intimate details of people’s lives and activities inside their homes.  The proliferation of smart appliances and devices from entities other than utilities throughout the Smart Grid means an increase in the number of devices that may generate data beyond the utility’s metering and billing systems.  

The privacy issues presented by the increase in these smart appliances and devices on the consumer side of the meter are expanded when such appliances and devices transmit data outside of the home area network (HAN) or energy management system (EMS) and do not have documented security requirements, thereby effectively extending the perimeter of the system beyond the walls of the premises.  An additional consideration is that new third party entities may also seek to collect, access, and use energy usage data directly from customers, rather than from the utility (e.g., vendors creating applications and services specifically for smart appliances, smart meters, and other building-based solutions).  The ability of the customer to understand these risks may require customers to be better educated and informed on the privacy consequences of decisions regarding these third party services.

An additional issue is that as Smart Grid technologies collect more detailed data about households, law enforcement requests to access that data for criminal investigations may include the more detailed energy usage data, which heretofore has generally been neither of interest nor use to law enforcement. Law enforcement agencies have already used monthly electricity consumption data in criminal investigations.  For example, in Kyllo v. United States, 533 U.S. 27 (2001), the government relied on monthly electrical utility records to develop its case against a suspected marijuana grower.[footnoteRef:7]   [7:  Kyllo v. United States, 809 F. Supp. 787, 790 (D. Or. 1992), aff’d, 190 F.3d 1041 (9th Cir. 1999), rev’d, 533 U.S. 27 (2001), page 30. The Supreme Court opinion in this case focuses on government agents’ use of thermal imaging technology. However, the district court decision discusses other facts in the case, including that government agents issued a subpoena to the utility for the suspect’s monthly power usage records. ] 

Unlike the traditional energy grid, the Smart Grid may be viewed as carrying private and/or confidential electronic communications between utilities and end-users, possibly between utilities and third parties, and between end-users and third parties.  Current law both protects private electronic communications and permits government access to real-time and stored communications, as well as communications transactional records, using a variety of legal processes.[footnoteRef:8]  Thus, law enforcement agencies may have an interest in establishing or confirming presence at an address at a certain critical time, or possibly establishing certain activities within the home —information that may be readily obtained from energy usage data collected, stored and transmitted by new, more granular Smart Grid technology.  Accordingly, this situation needs to be considered in light of the same restrictions on law enforcement access to private information that apply to other personal and private information under existing constitutional and statutory privacy requirements.[footnoteRef:9]   [8:  See, e.g., Electronic Communications Privacy Act, 18 U.S.C. § 2510.  http://www.law.cornell.edu/uscode/18/usc_sup_01_18_10_I_20_119.html.]  [9:  For example Kyllo demonstrates that some subpoenas are illegal, where as others are not.  See also Golden Valley, [Cite].] 
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When considering the possible legal issues relating to privacy engendered by the Smart Grid, and likewise the influence of laws that directly apply to the Smart Grid, it is important to note that current privacy laws may or may not already apply to personally identifiable information generated by the Smart Grid even if the laws do not explicitly reference the Smart Grid or associated unique Smart Grid data items. On the other hand, existing U.S. state-level Smart Grid and electricity delivery regulations may or may not explicitly reference privacy protections,  
While it is uncertain how privacy laws may apply to energy usage data collected, stored and transmitted by Smart Grid technology it is clear that the Smart Grid brings new challenges and privacy issues with its new types of data, which can include detailed personal use patterns of all electrical appliances used by any individual within a premise, usage patterns of all electrical appliances used in public, commercial and educational facilities, and fingerprint detailed information about new device usage, including medical devices and vehicle charging data that may be generated by new services and applications provided directly by third-parties to customers.  These new data items, and the use of existing data in new ways, will require additional study and public input to adapt to current laws or to shape new laws and regulations.

There are also concerns across multiple industries about data aggregation of “anonymized” data.[footnoteRef:12] For example, in other situations, associating pieces of anonymized data with other publicly available non-anonymous data sets has been shown by various studies to actually reveal specific individuals.[footnoteRef:13] [12:  The Electronic Privacy Information Center (EPIC), http://epic.org/privacy/reidentification/, provides news and resources on this topic.]  [13:  For one such study, see the technical paper, “Trail Re-identification: Learning Who You are From Where You Have Been,” by Bradley Malin, Latanya Sweeney and Elaine Newton, abstract available at http://privacy.cs.cmu.edu/people/sweeney/trails1.html.] 


To understand the types of data items that may be protected within the Smart Grid by existing non-Smart Grid-specific privacy laws and regulations, it is important to first consider some of the most prominent examples of existing laws and regulations, that provide for privacy protection, which will be discussed in the following sections.
Overview of U.S. legal privacy protection approaches
There are generally three approaches in the U.S. to protecting privacy by law—
Constitutional Protections and Issues: General protections. The First (freedom of speech), Fourth (search & seizure), and Fourteenth Amendments (equal protection), cover personal communications and activities.

Statutory, Regulatory and Case Law, both Federal and State: 
Data-specific or technology-specific protections, including direct regulation of public utilities by state public utility commissions. These protect specific information items such as credit card numbers and Social Security Numbers (SSN);, or specific technologies such as phones or computers used for data storage or communication; or customer-specific billing and energy usage information used by public utilities to provide utility services.  Other federal or state laws or regulations may apply privacy protections to information within the context of specific industries (e.g., Graham-Leach-Bliley, HIPPA, etc.).

Contractual and Agreement-related Protections and Issues: Specific protections. These are protections specifically outlined within a wide range of business contracts, such as those between consumers and businesses.

Even though some public utilities commissions (PUCs) have protected energy data in some states, such as California and Colorado, the energy-related data produced by the Smart Grid may not be covered by privacy protection laws that name specific data items. Energy consumption patterns have historically not risen to the level of public concern given to financial or health data because (1) electrical meters had to be physically accessed to obtain usage data directly from buildings, (2) the data showed energy usage over a longer time span such as a month and could not be analyzed to reveal usage by specific appliance, and (3) it was not possible or as easy for utilities to share this specific granular data in the ways that will now be possible with the Smart Grid.  Public concerns for the related privacy impacts will likely change with implementation of the Smart Grid, because energy consumption data may reveal personal activities and the use of specific energy using or generating appliances, and because the data can be used or shared in ways that will impact privacy.
While some states have examined the privacy implications of the Smart Grid, most states had little or no documentation available for review by the privacy subgroup.  Furthermore, enforcement of state privacy-related laws is often delegated to agencies other than PUCs, 
who have regulatory responsibility for electric utilities.  However, state PUCs may be able to assert jurisdiction over utility privacy policies and practices, as California and Colorado have done, because of their traditional jurisdiction and authority over the utility-retail customer relationship.
Constitutional Protections and Considerations
Fourth Amendment- Search and seizure considerations, Warrants and Subpoenas
Fourth Amendment provisions, pertaining to unreasonable search & seizure, have been applied to the ways government officials have attempted to obtain energy consumption data, although the ways in which utilities collect the data, such as through meters, is not at issue in such cases.  In Kyllo, U.S. law enforcement’s warrantless use of thermal  imaging technology to monitor energy consumption was found to be a unlawful “search” under the Fourth Amendment.. 

How might the Fourth Amendment further apply to data collected about appliances and patterns of energy consumption, to the extent that energy usage data collected, stored and transmitted by Smart Grid technology reveals information about personal activities?

Not all subpoenas, although issued by the US government and approved by a court, may be lawful. Higher courts have repeatedly found subpoenas issued by lower courts to be unlawful. Challenges to subpoenas continue to leave “grey areas” when it comes to service providers complying with subpoenas, or appealing them to higher courts. This is a subject of the Golden Valley[footnoteRef:14] decision. [14:  UNITED STATES OF AMERICA, Petitioner-Appellee, v. GOLDEN VALLEY ELECTRIC ASSOCIATION , No. 11-35195 D.C. No 3:11-mc-00002-RRB, OPINION, Respondent-Appellant. Appeal from the United States District Court for the District of Alaska, Ralph R. Beistline, Chief District Judge, Presiding Argued and Submitted June 28, 2012—Fairbanks, Alaska Filed August 7, 2012 Before: Alfred T. Goodwin, William A. Fletcher, and Milan D. Smith, Jr., Circuit Judges. Opinion by Judge William A. Fletcher, available at http://www.ca9.uscourts.gov/datastore/opinions/2012/08/07/11-35195.pdf.] 



CALEA and Subpoenas

The Communications Assistance for Law Enforcement Act (CALEA) details how the U.S. government may obtain telecommunications and location data from service providers through subpoenas without a Fourth Amendment violation. We later discuss how Smart Meters may be classified as telecommunications devices for the purposes of CALEA. Under CALEA, the government may not compel third party communications service providers to collect data they would not otherwise collect.  However, if they are already collecting and storing it, CALEA allows the government to compel them to hand it over.  Thus, service providers must now consider carefully whether to collect “unnecessary” data which may seem interesting, but which may later expose consumers to privacy risks.


Smart Grid Data Ownership
The legal ownership of Smart Grid energy data is the subject of much discussion[footnoteRef:15].  Various regulators and jurisdictions have treated the issue of who owns energy data differently.  However, regardless of data ownership, this report applies discusses issues relating to privacy policies that apply to the management of energy data that contains or is combined with personal information or otherwise identifies individuals, and the personal information derived from such data.  [15: ] 

Data already collected and stored by third parties
The government may not compel third party communications service providers to collect data they would not otherwise collect.  However, if they are already collecting and storing it, CALEA allows the government to compel them to hand it over.  Thus, service providers must now consider carefully whether to collect “unnecessary” data which may seem interesting, but which may later expose consumers to privacy risks.

National Security Letters
In 1994, FISA[footnoteRef:16]  introduced National Security Letters (“NSLs”), broadening the government’s scope in obtaining information relating to terrorist investigations without judicial oversight, in narrow circumstances. However, the power granted under FISA for these NSLs was significantly expanded in 2005. Since that time, constitutional challenges to NSLs have increased, again leaving “grey areas” when it comes to service providers’ compliance. [16:  Foreign Intelligence Surveillance Act of 1978 ("FISA" Pub.L. 95-511, 92 Stat. 1783, enacted October 25, 1978, 50 U.S.C. ch.36, S. 1566)] 

Furthermore, NSLs typically carry gag orders. In 2005, the U.S. Department of Justice (DOJ) Inspector General’s Office[footnoteRef:17] found widespread abuse of NSLs. This represents a relatively new avenue through which government, including law enforcement, may access consumer private data. [17:  “Seeking Reporters Telephone Records Without Required Approvals”, p. 89, http://www.justice.gov/oig/special/s1001r.pdf, A Review of the FBI’s Use of Exigent Letters and Other Informal Requests for Telephone Records, Oversight and Review Division, US Department of Justice, Office of the Inspector General, January 2010.
“Inaccurate Statements to the Foreign Intelligence Surveillance Court,” p. 122 http://www.justice.gov/oig/special/s1001r.pdf, A Review of the FBI’s Use of Exigent Letters and Other Informal Requests for Telephone Records, Oversight and Review Division, US Department of Justice, Office of the Inspector General, January 2010.
 “FBI Issues 11 Improper Blanket NSLs in May to October 2006,” p. 165, etc http://www.justice.gov/oig/special/s1001r.pdf, A Review of the FBI’s Use of Exigent Letters and Other Informal Requests for Telephone Records, Oversight and Review Division, US Department of Justice, Office of the Inspector General, January 2010.] 

U.S. Federal privacy laws and regulations
U.S. federal privacy laws cover a wide range of industries and topics, such as:
1. Healthcare: Examples include the Health Insurance Portability and Accountability Act (HIPAA) and the associated Health Information Technology for Economic and Clinical Health (HITECH) Act. 
2. Financial: Examples include the Gramm-Leach-Bliley Act (GLBA), the Fair and Accurate Credit Transactions Act (FACTA), and the Red Flags Rule. 
3. Education: Examples include the Family Educational Rights and Privacy Act (FERPA) and the Children’s Internet Protection Act (CIPA).
4. Communications: Examples include the First Amendment to the U.S. Constitution, the Electronic Communications Privacy Act (ECPA), and the Telephone Consumer Protection Act (TCPA).
5. Government: Examples include the Privacy Act of 1974, the Computer Security Act of 1987, and the E-Government Act of 2002.
6. Online Activities: Examples include the Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act and the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act (USA PATRIOT Act, commonly known as the "Patriot Act").[footnoteRef:18]  [18:  The acronym stands for Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism. The statute enacted by the United States Government was signed into law on October 26, 2001. ] 

7. Privacy in the Home: Examples are the protections provided by the Fourth and Fourteenth Amendments to the U.S. Constitution.
Employee and Labor Laws: Examples include the Americans with Disabilities Act (ADA) and the Equal Employment Opportunity (EEO) Act. 
It is currently not clear to what extent the above laws providing privacy protections will apply to the consumer energy usage data that may suddenly become more revealing in the Smart Grid era.[footnoteRef:19] [19:  As of August 18, 2012, there is only one adjudicated U.S. case applying them to Smart Meter technology, Friedman v. Maine PUC. ] 

 State Privacy Laws and Regulations: Smart Grid-Specific
In 2012, according to the National Conference of State Legislatures,[footnoteRef:20] “at least 13 states” (California, Illinois, Massachusetts, Maine, Michigan, New Hampshire, New Jersey, New York, Ohio, Oklahoma, Pennsylvania, Rhode Island and Vermont) took up consideration of 31 Smart Grid-Specific bills.  Several of these laws supplement pre-existing utility laws or regulations that already are intended to protected customer-specific information collected by utilities, such as billing and credit information, from unauthorized disclosure except where specifically required for purposes such as utility services, equal access by non-utility retail energy providers, or law enforcement pursuant to valid subpoenas.[footnoteRef:21]  The following seven States have enacted Smart Grid-specific privacy protection laws: [20:  Jacquelyn Pless, 2012 Smart Grid State Action, National Conference of State Legislatures, ]  [21:  See, e.g. California Public Utilities Commission Decision No. 11-07-056, Attachment B, “List of Current Statutes, Regulations, Decisions and Protocols Related to Customer Privacy Applicable to California Energy Utilities,” July 28, 2011, [add web cite].] 


· California Senate Bill 1476 – customer data generated by smart meters is private and can only be shared with third parties upon consent of the customer, with the following exceptions: for basic utility purposes, at the direction of the California PUC, or to utility contractors implementing demand response, energy efficiency or energy management programs; 
· Illinois S.B. 1652 - Develop and implement an advanced smart grid metering deployment plan, which included the creation of a Smart Grid Advisory Council and H.B. 3036 Amended the smart grid infrastructure investment program and the Smart Grid Advisory Council
· Maine H.B. 563 – directed the Public Utility Commission to investigate current cyber security and privacy issues related to smart meters
· New Hampshire - S.B. 266 prohibition on utility installation of smart meters without the property owners’ consent. Utilities must disclose in writing the installation of a smart meter
· Ohio S.B. 315 – encourages innovation and market access for cost effective smart grid programs and H.B. 331 – creates a Cybersecurity, Education and Economic Development Council to help improve state infrastructure for cybersecurity
· Oklahoma Law H.B. 1079 – established the Electronic Usage Data Protection Act that directs utilities to provide customers with access to and protection of smart grid consumer data
· Vermont S.B. 78 – promote statewide smart grid deployment and S.B. 214/Act 170 – directs the Public Utility Board to set terms and conditions for access to wireless smart meters. The law also requires consumers written consent prior to smart meter installation and require removal of smart meters upon request/cost-free opt-out of Smart Meters

State Privacy Laws: Non-Smart Grid-Specific
Most states provide additional privacy laws and regulations for a wide range of issues, such as for, but not limited to, the following, which may also potentially be interpreted to apply to the Smart Grid: 
Privacy breach notice;
Social Security number (SSN) use and protections ; and
Drivers license number. 
See Section 5.3.3 below for a more detailed discussion of non-Smart Grid Specific existing privacy laws and regulations that apply to Smart Grid personally identifiable information
 U.S. Case Law relevant to the Smart Grid
Two U.S. cases have recently been decided applying to energy consumption data and evolving technology, joining Kyllo:
· US v. Golden Valley- US 9th Circuit[footnoteRef:22] - 8/7/12 [22:  UNITED STATES OF AMERICA, Petitioner-Appellee, v. GOLDEN VALLEY ELECTRIC ASSOCIATION , No. 11-35195 D.C. No 3:11-mc-00002-RRB, OPINION, Respondent-Appellant. Appeal from the United States District Court for the District of Alaska, Ralph R. Beistline, Chief District Judge, Presiding Argued and Submitted June 28, 2012—Fairbanks, Alaska Filed August 7, 2012 Before: Alfred T. Goodwin, William A. Fletcher, and Milan D. Smith, Jr., Circuit Judges. Opinion by Judge William A. Fletcher, available at http://www.ca9.uscourts.gov/datastore/opinions/2012/08/07/11-35195.pdf.] 

· Friedman v. Maine PUC - Supreme Court of Maine[footnoteRef:23]- 7/12/12 [23:  ED FRIEDMAN et al. v. PUBLIC UTILITIES COMMISSION et al., Docket: PUC-11-532, SUPREME JUDICIAL COURT OF MAINE, 2012 ME 90; 2012 Me. LEXIS 92, May 10, 2012, Argued, July 12, 2012, Decided] 

In Golden Valley, a non-profit rural electric cooperative lost an appeal in the 9th Circuit federal court, and was required to comply with an administrative subpoena to provide consumer records pursuant to a DEA investigation. Golden Valley opposed the petition, primarily relying on a company policy of protecting the confidentiality of its members’ records. The district court granted the petition to enforce the subpoena. Golden Valley complied but appealed the subpoena, which it felt was unlawful, on the grounds that it was:
· Irrelevant to the investigation;
· Inadequately following DEA and judicial oversight procedures; was an administrative subpoena with a lower burden of cause;
· Overbroad; and 
· Violating 4th amendment search and seizure principles
Golden Valley argued that fluctuating energy consumption is “not unusual” in its area and so “not obviously relevant” to a drug crime. The Ninth Circuit rejected Golden Valley’s arguments. 
However, the 9th Circuit seemed to create a new approach for privacy -- the court specifically said that in some circumstances "a company's guarantee to its customers that it will safeguard the privacy of their records might suffice to justify resisting an administrative subpoena."[footnoteRef:24]  The Court did note that the outcome might have been different if GV had entered into a contract with its customers specifically agreeing to keep such business records confidential.[footnoteRef:25] Specifically, the court stated that in some circumstances "a company's guarantee to its customers that it will safeguard the privacy of their records might suffice to justify resisting an administrative subpoena."[footnoteRef:26] Conventional wisdom is that the Fourth Amendment doesn't require more than a subpoena for "business records," For this reason, this approach seems new in a potentially privacy-enhancing way. [24:  Golden Valley, Op Cit.]  [25:  Golden Valley, Op Cit.]  [26:  Golden Valley, Op Cit.] 


As of this writing, the 9th Circuit’s holding is still within its appeal period to the United States Supreme Court.

In Friedman, The Maine Supreme Court vacated a lower court's dismissal of the plaintiff's objection under Maine State law to a Smart Meter opt-out penalty on the grounds that Smart Meter health and safety concerns had not been adequately addressed. However, it concluded that  that privacy concerns were adequately addressed, but did not state exactly how it concluded that was the case.[footnoteRef:27] [27:   Me. Rev. Stat. Ann. tit. 35, § 304 (2011): Pursuant to Me. Rev. Stat. Ann. tit. 35, § 304 (2011), all public utilities are required to file their terms and conditions of service with the Public Utilities Commission. Under the terms and conditions filed by the Central Maine Power Company (CMP), has rights to access the property of its customers in conjunction with the installation, repair, or replacement of its meters is clear. Indeed, customers agree to allow this access by virtue of their agreement to purchase service from the CMP. Me. Rev. Stat. Ann. tit. 35, § 101:
Me. Rev. Stat. Ann. tit. 35, § 1302 provides for the filing of complaints against a public utility.] 

Contractual Approaches and Issues related to consumer agreements
Opt-Out Provisions
In response to both potential privacy and health concerns, some state legislatures and regulatory commissions have required that the customer be given the option to opt-out of smart meter implementation, or to have an installed smart meter removed.[footnoteRef:28]  Additionally, some utilities have voluntarily offered this option for their customers.[footnoteRef:29]  [28:  N.H. Rev. Ann. Stat. § 374:62 (prohibiting electric utilities from installing and maintaining smart meter gateway devices without a property owner’s consent); Vt. Stat. Ann. tit. 30, § 8001 (requiring public service board to establish terms and conditions governing the installation of wireless smart meters). See also, Nev. P.S.C. Case 11-10007 (February 29, 2012) (adopting recommendation that Nevada Energy provide opt-out opportunity for residential customers); and Tex P.U.C. Case 40199 (May 17, 2012) (refusing to initiate rulemaking requiring opt-out options for smart meter deployment).]  [29:  See Cal. P.U.C. Case No. A. 11-03-014 (February 1, 2012) (approving Pacific Gas & Electric’s SmartMeter program, allowing residential customers to opt-out of smart meter deployment); Pursuing the Smart Meter Initiative, Me. P.U.C. Docket No. 2010-345 (May 19, 2011) (approving Central Maine Power’s customer opt-out program); P.S.B. Vt. Tariff 8317 (March 8, 2012) (approving Central Vermont Public Service Smart Power Wireless Meter Opt-Out tariff); and P.S.B. Vt. Tariff 9298 (March 8, 2012) (approving Green Mountain Power smart meter opt-out policy).] 


[bookmark: _Toc263797604][bookmark: _Ref264552220][bookmark: _Toc264881636]Applicability of Existing Data Protection Laws and Regulations to the Smart Grid
Personally identifiable information (PII) has no single authoritative legal definition.  Fair Information Practice Principles and Privacy by Design[footnoteRef:30] provide the most generally accepted general, rather than legal, definition. However, as noted in above, there are a number of laws and regulations, each of which protects different specific types of information. A number of these were previously noted, such as the Health Insurance Portability and Accountability Act (HIPAA) of 1996, which defines individually identifiable health information, arguably the widest definition by many organizations throughout the U.S. of what constitutes PII within the existing U.S. federal regulations. State attorneys general have pointed to HIPAA as providing a standard for defining personal information. In one case, the State of Texas has adopted the HIPAA requirements for protected health information to be applicable to all types of organizations, including all those based outside of Texas. [footnoteRef:31] [30:  Privacy by Design, Ann Cavoukian]  [31:  For example, the Texas Appellate Court stated that the HIPAA Privacy rule applies to the entire State of Texas. See Abbott v. Texas Department of Mental Health and Mental Retardation for details, or refer to the discussion at http://www.hipaasolutions.org/white_papers/HIPAA%20Solutions,%20LC%20White%20Paper%20-Texas%20AG%20Opinion%20On%20Privacy%20And%20HIPAA.pdf.] 


The private industry’s definition of personally identifiable information predates legislation and is generally legally defined in a two-step manner, as x data (e.g., SSN) in conjunction with y data (e.g., name.) This is the legal concept of “personally identifiable information” or PII. 
For example, the Massachusetts breach notice law,[footnoteRef:32] in line with some other state breach notice laws, defines the following data items as being personal information: [32:  See text of the Massachusetts breach notice law at http://www.mass.gov/legis/laws/seslaw07/sl070082.htm.] 

First name and last name or first initial and last name in combination with any one or more of the following: 
1. Social Security number; 
2. Driver's license number or state-issued identification card number; or 
3. Financial account number.
As noted at the outset of Section 5.3 above, Utilities often store SSNs and financial account numbers in their payroll or billing systems and have been obligated to follow the associated legal requirements for safeguarding this data for many years.  The sharing and storage capabilities that the Smart Grid network brings to bear creates the need to protect not only the items specifically named within existing laws, but in addition to protect new types of personal information that are created within the Smart Grid. 
There is also the possibility of utilities possessing new types of data as a result of the Smart Grid for which they have not to date been custodians. These new types of data may be protected by regulations from other industries that utilities did not previously have to follow. As is revealed by the privacy impact assessment that is the subject of section 5.4 of this chapter, there may be a lack of privacy laws or policies directly applicable to the Smart Grid. Privacy subgroup research indicates that, in general, state utility commissions currently lack formal privacy policies or standards related to the Smart Grid.[footnoteRef:33] Comprehensive and consistent definitions of privacy-affecting information with respect to the Smart Grid typically do not exist at state or federal regulatory levels, or within the utility industry.[footnoteRef:34] [33: ]  [34: ] 
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