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Aclara Comments

Pages 8-10, Sections 1.1, 1.2, 1.3
The opening statements of e NIST IR 7628 identify correctly that there has been a significant shift in the electric infrastructure of this country, from a one-way energy distribution system into a two-way flow of electricity and information.  It is important to recognize that the electricity transmission and distribution network was designed by control systems engineers, not telecommunication experts or information technologists.  Some of the critical control and management of this infrastructure may require us to consider carefully the implications of imposing specific technologies or protocols to the communications network.  Adding security as an "after-thought" is unreliable.  Security of critical systems must be designed in to prevent flaws in the underlying architecture from creating exploitable weaknesses.  The greatest weaknesses (as noted in 1.3) will be due to complexity and operator error, breaches at the interface between secured systems, socially engineered attacks, and cyber-attacks which exploit either weaknesses in the security system or architectural attacks due to the increased complexity and interconnectedness of the system.
For example, it is a common suggestion in many of the “Smart Grid Interoperability” initiatives that all communications between devices should use IP protocol.  While it is well understood that a “standards based approach” for Smart Grid is a requirement, we may find that the specific standards chosen may need to address the specific needs of the system they are being applied to.  For example, while we may believe that using IP protocol is, in general, a good idea for most of the Smart Grid, we may find specific instances where some inherent requirements of a given control system cannot be met with IP protocol, thus another standard which does meet these requirements must be chosen.  It is our recommendation that NIST acknowledge within the opening paragraphs of this report that standards and protocols need to be applied with care in order to properly address the needs of Smart Grid.
It is also noteworthy that existing standards which are well suited for Smart Grid infrastructure may already exist, and conversely that adoption of “new technologies” and “new standards” carries some inherent risk.  As an example, take APCO Project 25 (also known as TIA/ANSI P25).  Project 25 a well established standard designed for high reliability wireless voice and IP protocol for use in public safety systems.  P25 is supported by industry, government agencies, and public safety commissions alike.  The Department of Homeland Security’s National Communication System (NCS), the Department of Defense, the National Association of State Telecommunications Directors (NASTD) and the National Telecommunications and Information Administration (NTIS) all recognize P25 as the standard for public safety.  However, the use of P25 is not limited to public safety, and the interoperability of this system has been recognized as an advantage for use world-wide in many systems as a high-quality of service secure digital radio system, such as in railroad communications and in fleet management.  Respectfully, it is suggested that NIST refrain from embracing or recommending only technologies which are being developed specifically for Smart Grid.
Standards which are recommended today may become obsolete in the future.  The guidelines set forth by NIST should recognize that technologies change and that attacks on the Smart Grid aren’t simply theoretical, they are in fact inevitable.   A primary role of the NIST guidelines is to establish best practices for the Smart Grid; clearly it is a best practice to allow security on Smart Grid to follow a “continuous improvement process” in order to develop better strategies for new technology adaptation, system management, security, authentication, risk management and attack containment.  NIST should encourage industry and potentially suggest that industry have economic incentives to continue to develop more robust solutions for Smart Grid, as this will drive innovation proactively rather than reactively.  
In order for the NIST recommendations to have the greatest value to Smart Grid, it is important that technology adopters understand not simply the guidelines but the reasons why they have been established.  Otherwise, the Smart Grid industry will fall into the “check the box” mentality of security.  The Smart Grid will by definition require education and training of those who operate it and quick yet well informed response to threats for those who maintain it.
Pages 15-17, Sections 2.1, 2.2, 2.3
NIST has identified privacy on the Smart Grid as an area of significant concern, and that we need to develop appropriate protections for “personally identifiable information” (PII) collected and/or used within the Smart Grid.  A question arises here about data exchanges between industrial or consumer nodes and head end systems.  If the data exchange is with a logical node which contains a device specific identifier but does not tie that node to a specific premise, and the data itself does not identify the premise, is there a privacy concern?  
For example, if an operator located at a console connected to the head end system wishes to collect an ad-hoc electric meter reading from a house located at 1234 Main Street, the operator issues a query through the console, a database lookup determines that the device at that premise has a current IP address 192.168.144.120, and an IP request is sent to 192.168.144.120 requesting an ad-hoc reading.  The premise device now responds and a packet is sent from 192.168.144.120 with the meter reading, which is then received and translated by the network head-end system to become a data element tied to that premise.  The information is then displayed at the console where the request was issued from.  In this example, is there a need for either (a) privacy of the request, (b) privacy of the response, (c) privacy of both the request and response or (d) this does not fall under the category of PII, thus there is no privacy risk.
Page 19, Sections 2.5.3, 2.5.4, 2.5.5
Regarding choice and consent to use PII, we need a better definition of PII.  If a utility wishes to share demographics on usage patterns, say for example, system wide, and provides aggregate data without individual account numbers, is this PII?  What if they release information by feeder, by substation, by street or even by transformer?  By device IP address without releasing the information which ties the IP address to a residence?  At what point does the data become PII, if any?  Nelson television polling has been in use for many years and collecting just such information.  As well, Yahoo and Google and many other internet search engines collect data “on the fly” in their search engines and other web pages, primarily for use in determining advertising to present to the user, but as well for long term demographic and statistical information to be later used for both research and target marketing.  It is by no accident that this is commonplace and widely accepted as “the norm.”  In these systems, “choice” is not an option.  Use of the system automatically implies that your usage patterns are going to be collected and analyzed.
There is in fact great value in collecting, analyzing, and disseminating the results of these usage patterns.  Ultimately the average consumer of energy is not individually likely to make the best choices when it comes to patterns of usage (and behavior).  Through analysis and simply because “the experiment” is being repeated millions of times, the “best practices” for reduction of energy use and cost will be empirically determined.  With the data collected from Smart Grid, utilities and/or third party analysts will be enabled to provide “energy management services” for a fee, creating an entirely new service-sector industry which will earn revenues by assisting the average consumer in making wise choices.  This is the same revenue model that CPA’s and tax preparation businesses have applied for decades: earn money by saving other people money.
APPA Comments

Section 2.2, Summary of [Privacy Impact Assessment (PIA)] Findings
APPA agrees with NIST that the lack of consistent and comprehensive privacy policies, standards and supporting procedures throughout the states, government agencies, utility companies, and supporting entities that will be involved with smart grid management and information collection and use creates a privacy risk that needs to be addressed. Report at 8. Given the very substantial stimulus funds the Department of Energy has recently awarded for various smart grid proposals, it will be necessary in the very near future to address the privacy of customer information generated by smart grid installations. In doing so, regulators and the industry will have to weigh carefully the optimal combination of security measures and the consequences for a breach of privacy information.
APPA notes that some state regulators and their staff see the privacy of customer information as a, if not the, top priority issue associated with smart grid installations. At the recently concluded Winter Meeting of the National Association of Regulatory Utility Commissioners (NARUC), held on November 15–18, 2009, in Chicago, the NARUC Committee on Critical Infrastructure voted out Resolution No. CI-1, entitled “Resolution Regarding Cybersecurity and Privacy Issues Surrounding Smart Grid.” This resolution expressed strong concerns about the possibility that private customer data could be shared, misused, stolen or otherwise not adequately protected during smart grid program deployments. In particular, it expressed concerns that third-party access to consumer data, particularly access to real-time usage information, could “pose a physical threat to the consumer as third parties could monitor behavior patterns, such as whether a resident is home.” The resolution called for the “highest levels” of consumer protections and cyber security. It further called upon NARUC to “recommend federal legislation on cybersecurity and privacy issues be enacted as soon as possible that would put enforcement mechanisms in place that would ensure that any misuse or improper disclosure of consumer data, either intentional or through negligence, would be a federal crime with appropriate sanctions attached.”
This resolution was tabled by NARUC‘s Board of Directors, due to concerns expressed about it by certain other NARUC Committees. APPA expects, however, that some form of resolution on these issues will again be considered at the next NARUC meeting, to be held on February 14–17, 2010, in Washington, D.C.
Proposals of this type (especially the possibility of federal criminal liability for even negligent disclosures of customer information) are of substantial concern to APPA. NIST and those drafting cyber security standards under its auspices need to be fully aware of the strong concerns of these state regulators surrounding the privacy of customer information. In response, NIST needs to do two things. First, it needs to ensure that its cyber security standards incorporate into smart grid architecture all reasonable, cost-effective safeguards to protect the privacy of customer information. Second, it needs to educate state and federal policy makers as to the potential costs and benefits of including the “highest level” of cyber security safeguards into smart grid installations.
As Ms. Annabelle Lee of NIST noted in her telephonic presentation on Tuesday, November 17, 2009, at the NARUC Concurrent Session on “The ‘Cyber‘ House Rules: What Regulators Need to Know about Cybersecurity,” disclosures of customer data, while certainly unwanted, will be almost inevitable, as meters will be compromised, and it is virtually impossible to provide 100 percent protection 100 percent of the time from data disclosures. Emphasis on mitigation of such disclosures is therefore appropriate. Further, it could be prohibitively expensive to include the “highest level” of cyber security safeguards into smart grid installations, especially for smaller electric utilities. NIST itself appropriately acknowledges this cost-benefit trade-off in Appendix A at A-3, when it states “[b]alance is also needed between risk and the cost of implementing the security measures.” The combination of very expensive required safeguards and severe punitive measures for even negligent breaches of customer information could be enough to induce many smaller utilities to take a “thanks, but no thanks” attitude to smart grid installations. NIST therefore needs to balance all of these factors in developing its cyber security safeguards, and to educate policy makers about the wisdom of the choices that it makes.
Section 2.3, Purpose of a High-Level PIA & Section 2.5.3, Choice & Consent to use PII
These sections of the Report discuss “personally identifiable information” (“PII”). APPA generally finds the principles for PII set out in Section 2.3 to be reasonable, but notes that if carried out to the fullest extent, some could handicap electric utilities in carrying out their core reliability functions.
Even today, electric utilities provide customer-specific information to third parties in carrying out their utility functions. For example, if there is a customer outage, electric utilities might share that outage information, including specific customer information, with third-party contractors or crews from other electric utilities assisting in the restoration of service. If utilities were required to obtain customer-by-customer consent to such disclosures, their efforts to restore service could be delayed. Since one of the purposes of smart grid installations is to pinpoint more accurately customer outages, it seems like overkill to require individual customer sign-off on such information disclosures.
On the other hand, APPA certainly understands that PII collected from a customer should not be disclosed without his or her prior permission to vendors or other entities for purposes removed from the utility‘s core functions—for example, commercial marketing purposes. APPA‘s point is that disclosure requirements should not be so onerous as to interfere with utility service to electric customers.
Section 2.5.10, Openness, Monitoring and Challenging Compliance
This section states that “[p]rivacy protections should be applied consistently and at the same level for all PII throughout the entire Smart Grid system to be effective.” APPA is concerned that this concept, if applied literally, could require a small consumer-owned utility to implement all of the same privacy protections for PII that the largest of investor-owned utilities would employ, regardless of the cost of the necessary systems and the personnel to maintain such safeguards. A “rule of reason” will have to be applied, or the perverse result would be that consumers served by smaller utilities will not have access to smart grid technology. While all utilities should implement appropriate safeguards for PII, those safeguards do not necessarily have to be at the same level to be effective.
AT&T Comments

Beyond these changes, AT&T encourages NIST to assure there is consistency and clarity of meaning for terms used within the document. For example, the term "organization" is repeatedly used. AT&T understands this term to mean the electric utility operator that is ultimately responsible for the security measures. Likewise, care should be exercised to assure that terms like "vendor", "supplier", and "commercial service provider" have clear and consistent meaning and use throughout the revised Cyber Security Requirements. A definitional section at the beginning of the report would help to avoid any confusion or misinterpretation of these terms.
Privacy and the Smart Grid Section 2.5.2 

The new smart meters and accompanying potential and actual uses create the need for utilities to be more transparent and clearly provide notice documenting the types of information items collected, and the purposes for collecting the data. Within the Smart Grid implementation a clearly-specified notice must describe the purpose for the collection, use, retention, and sharing of PII. Data subjects should be told this information at or before the time of collection. 

THE PARTY TO RECEIVE NOTICE SHOULD BE CLARIFIED. IN THE CASE OF INDIVIDUAL HOMES OR UNITS, THE CUSTOMER WILL RECEIVE THE NOTICE. HOWEVER, CLARIFICATION IS NEEDED IN THE CASE OF A MULTI-TENANT AND MULTI-DWELLING UNITS. IN MANY CASES, THE BUILDING MANAGER WILL MANAGE THE UTILITY METERS FORTHE TENANTS. CLARIFICATION IS NEEDED REGARDING WHO IS THE CUSTOMER, TO WHOM NOTICE SHOULD BE GIVEN, ETC. IN THE MULTI-TENANT ENVIRONMENT, THERE ARE COMPLEXITIES REGARDING PROTECTION OF PRIVACY AND COMMUNICATION OF PRIVACY RELATED INFORMATION.

Revise this section as follows: The new smart meters and accompanying potential and actual uses create the need for utilities to be more transparent and clearly provide notice documenting the types of information items collected, and the purposes for collecting the data. Within the Smart Grid implementation a clearly-specified notice must describe the purpose for the collection, use, retention, and sharing of PII. Data subjects, including the customer and any building manager with the customer's consent, should be told this information at or before the time of collection. 

Privacy and the Smart Grid Section 2.5.3
New smart meters create the need for utilities to give residents a choice about the types of data collected. Utilities should obtain consent from residents for using the collected data for other purposes, and as a requirement before data can be shared with other entities. CLEARLY THERE SHOULD BE MEANINGFUL INFORMED CONSENT IN THE INSTANCES WHERE INFORMATION IS COLLECTED FOR USE FOR MARKETING OR ADVERTISING PURPOSES. HOWEVER, OTHER INFORMATION MAY BE NECESSARY FOR PLANNING, ENGINEERING AND MANAGEMENT OF THE COMMUNICATIONS INFRASTRUCTURE. CONSENT SHOULD NOT BE REQUIRED IN THIS CASE TO USE DATA, INCLUDING PH FOR THESE PURPOSES. ACCESS TO INFORMATION FOR SUCH PURPOSES SHOULD BE IDENTIFIED AS AN EXCEPTION NOT COVERED BY CUSTOMER CHOICE AND CONSENT FOR INFORMATION USE.

Revise this section as follows: New smart meters create the need for utilities to give residents a choice about the types of data collected. Utilities should obtain customer consent where information is collected for use for marketing or advertising purposes. However, such consent is not required for the collection, use, retention, and sharing of PII for the purposes necessary for planning, engineering and management of the communications network and infrastructure supporting the Smart Grid. Utilities should obtain consent from residents for using the collected data for other purposes, and as a requirement before data can be shared with other entities.
Privacy and the Smart Grid Section 2.5.4

In the current operation of the electric grid, data taken from meters consists of basic data usage readings required to create bills. Under a smart grid implementation, meters and will collect other types of data. Some of this additional data may be PII. Because of the associated privacy risks, only the minimum amount of data necessary for the utility companies to use for energy management and billing should be collected. However, the amount of information collected may vary, depending on whether or not power generation occurs on the premises. Home generation services will likely increase the amount of information created and shared. DISCLOSURES SHOULD DESCRIBE THE TYPE OF INFORMATION COLLECTED IN A REASONABLY DETAILED MANNER. MECHANISMS ARE NEEDED TO ADAPT THE DISCLOSURES AND REAFFIRM CONSENT WHEN THE NATURE OF THE INFORMATION COLLECTED IS CHANGED IN A MATERIAL MANNER. REQUIREMENTS SHOULD INCLUDE PROVISIONS TO ADDRESS PERMISSIBLE USE OF INFORMATION. FOR EXAMPLE AS DISCUSSED IN SECTION 2.5.3, OR WHEN THE PII INFORMATION IS AGGREGATED AND ANONYMITY IS PROVIDED.

Insert the following text at the end of this section: Disclosures of data collection should describe the type of information collected in a reasonably detailed manner. Should the type of data collected, used, retained and/or shared, including PII change, an updated disclosure should be sent to the customer and/or building manager. The second sentence of the original text appears to have a typographical error and should be corrected as suggested below: Under a smart grid implementation, meters and will collect other types of data. 


Privacy and the Smart Grid Section 2.5.5

In the current operation of the electric grid, data taken from meters is used to create residents' bills, determine energy use trends, and allow customers to control their energy usage both on-site and remotely. The new smart meters, and the Smart Grid network, will have the capability to use the collected data in an unlimited number of ways. 
Information should only be used or disclosed for the purpose for which it was collected; and should be divulged only to those parties authorized to receive it. PII should be aggregated or anonymized wherever possible to limit the potential for computer matching ofrecords. PII should only be kept as long as is necessary to fulfill the purposes for which it was collected. THE SPECIFIC LENGTH OF PII DATA RETENTION SHOULD BE DISCUSSED. EACH UTILITY SHOULD HAVE ITS OWN RETENTION RECORDS GUIDELINES. RETENTION GUIDELINES SHOULD BE ESTABLISHED BY EACH UTILITY WHEN DATA IS RETAINED IN THE AGGREGATE AND WITH SPECIFIC ANONYMITY THAT WILL BE USED TO PROTECT CUSTOMERS' PRIVACY WHEN DATA IS MAINTAINED AND RETAINED FOR OTHER PURPOSES. Insert the following text at the end of this section: Each utility should establish its own retention guidelines for the retention of data collected. Additionally, specific anonymization and aggregation strategies should be established by each utility when such data is retained for other purposes.

Center for Democracy and Technology (CDT) Comments

Too extensive for inclusion here, and must be addressed separately.

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CommentsReceivedDraftNISTIR7628/2009-Dec-1_privacy-2nd.pdf
Department of Homeland Security (DHS) Comments

Overall comments:
Network clouds potentially confuse the audience while adding little value. If we define interfaces correctly throughout, then definition of networks should be unnecessary.  A concern exists that the network clouds could seem to be prescriptive.  Recommend deletion.

Edison Electric Institute (EEI) Comments

EEI appreciates that NIST has established a Smart Grid Cyber Security Coordination Task Group (“CSCTG”) and agrees that cyber security is critical to all of the particular priority application plans discussed in the NIST Smart Grid Framework 1.0 document. See the Draft NISTIR at 1. It is also helpful that NIST is publishing this preliminary report that describes the CSCTG’s overall security strategy for the Smart Grid, as well as distilling use cases collected to date, requirements and vulnerability classes identified in other relevant cyber security assessments and scoping documents, and other information necessary for specifying and tailoring security to provide adequate protection for the Smart Grid. However, EEI suggests that sections 1.1 and 1.3 of the Draft NISTIR should be clarified with respect to the purpose and intent of this document. For example, it is not clear whether this document is to be used as a guide/reference with examples that can be used in the development of security plans for individual and unique Smart Grid development. Alternatively, it is not clear whether the Draft NISTIR is intended to be a template for regulatory requirements, which EEI believes would be inappropriate. EEI urges NIST to revise the Draft NISTIR to clearly state that implementers of the Smart Grid Framework and Roadmap (e.g., utilities, equipment manufacturers and regulators) should use it as a tool in developing an appropriate Smart Grid Cyber Security strategy in conjunction with Smart Grid development.
In this same vein, EEI also suggests that the Draft NISTIR should be revised to make clear that it is limited to serving as strategy guide for developing Smart Grid security requirements and should be clear that it does not serve as an “auditable check-list.” The Draft NISTIR should provide a clear strategy and a “tool kit” that provides both guidance and methods to resolve conflicts between operability and security requirements for all stakeholders. Accordingly, the Draft NISTIR should be revised to make clear that it does not create Smart Grid Cyber Security “requirements,” but rather is a strategy document intended to facilitate the development of such requirements through the SGIP/SGIPGB processes. Hence, one example of such a necessary revision to the Draft NISTIR is that it should be titled as “Smart Grid Cyber Security Strategy.” This is an appropriate title for the NISTIR because it reflects that currently no equipment manufactured meets all the “Requirements” that are described in the Draft NISTIR.
EEI believes that Chapter 2 should be extensively revised. First, this chapter should present the NIST Smart Grid description. Second, as background, this chapter should reflect that while most states have laws in place providing privacy protections to utility consumers, there is a need to examine this issue in the context of the Smart Grid,. Accordingly, recently states such as California and Texas have proceedings examining the issue of privacy in the context of Smart Grid development. Additionally, the Chapter should explain the objective of the Privacy Impact Assessment (“PIA”) and the methods and reasoning behind its conclusions or lack thereof. EEI suggests that it is helpful that this chapter provides principles that can be considered for the development of appropriate protections for personal identifying information collected and/or used within the Smart Grid, but suggests that the discussion in existing section 2.3 and 2.5 can be combined in order to emphasize the link between these principles and the Smart Grid.
Electronic Privacy Information Center (EPIC) Comments

Too extensive for inclusion here, and must be addressed separately.

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CommentsReceivedDraftNISTIR7628/2009-Dec-1_privacy.pdf
Elster Comments

“The requirements will not be allocated to specific systems, components, or functions of the Smart Grid”  This is so broad as to dilute the utility of such requirements, since "the Smart Grid as a whole" is an extremely large, complex and varied domain with many disparate systems and devices.  It would be like the Federal Government specifying security requirements for the entirity of government without allocation to specific systems, components or functions.  For example, the security requirements of a nuclear submarine base are rather different from that of the local Navy recruiter's office even though both are in the same branch of the military.
“Because of the timeframe for developing the document, the tasks listed below will be performed in parallel”  Working on things in parallel works best for tasks which have little interdependency or relationship.  These tasks are clearly highly interdependent and although there is a "significant interaction" it seems likely that the timeframe may have compromised the quality of analysis for this document.  Although a great deal has been done to generate its contents, more synthesis is clearly needed to make it more coherent, practical and usable.
“The set of use cases provides a common framework for performing the risk assessment”  This is only correct if a truly representative set of use cases was chosen.  Because neither the generation nor selection of use cases was not done openly, the risk is that the resulting compilation does not adequately represent the entire grid.
“The risk assessment, including identifying vulnerabilities, impacts and threats will be done”  Use of future tense, present tense and past tense in various places in the document is only a minor nit, but represents one of the many "rough edges" that result from a rushed process.
“For each logical interface category, constraints, issues, and impacts were selected using the information provided for each individual interface.”  The impacts, in particular are problematic, because they embody an assumption that particular risks are associated with particular interfaces.  A more accurate way to view things may be to note that the security risks and impacts don't depend on the interface, but the purpose for which the interface is used.  For example, the actual practical institutional importance of say, a padlock on a chain link fence depends not on the fence-padlock interface but what's behind the fence and the level of protection it needs.
“Note: this task has not been initiated; therefore, how the security requirements will be allocated has not been finalized”  From a practical view, this is one of the more important considerations regarding cyber security.  For that reason, and because these allocations will need to be tailored to individual installations, systems and devices, a better approach may be to provide guidelines for rationally performing such allocations without attempting to do so in the abstract.
“The lack of consistent and comprehensive privacy policies, standards, and supporting procedures throughout the states, government agencies, utility companies, and supporting entities that will be involved with Smart Grid management and information collection and use creates a privacy risk that needs to be addressed”  This is a very good point and is an area in which the federal government could be particularly effective.  Simply cataloging the various regulatory requirements regarding privacy protections would not only be extremely useful in itself, but would likely suggest consolidations that would help assure that citizens in every jurisdiction are accorded sufficient privacy protections.
“As work progresses on the Smart Grid, privacy concerns continue to be raised as a result of discussions and speculation about how data automatically collected from smart meters”  The privacy considerations regarding smart meter data are important, but this section of the document seems exclusively focused on meter data.  This focus is likely misplaced since much more commonly, the bulk of individuals' PII is not in the meter but within the utilities billing system.  Meters don't receive, transmit or store bank account numbers, but billing systems often have exactly that kind of information.
“Automated Smart Grid decisions made for home energy use could be detrimental for residents (e.g., restricted power, thermostats turned to dangerous levels), while decisions about Smart Grid power use and activities could be based upon inaccurate information”  This is a potential risk, but not a privacy risk.
Honeywell Comments

Chapter 2 (Page 8) – Privacy and the Smart Grid
NISTIR 7628 correctly states that most PUCs and utilities do not have mature privacy policies. 
Subsection 2.3 (page 9) lays out the high level principles for privacy but states “These principles can be used by authorities and organizations as a starting point for the development of appropriate protections for PII collected and/or used within the Smart Grid.”  Honeywell strongly believes that protection of consumer privacy is critical to the adoption of Smart Grid, including devices communicating on the Home Area Network (HAN). If home owners even fear their privacy will be compromised by participating in the Smart Grid it could create a backlash which stalls adoption of energy saving technologies.   
One can imagine communicating appliances reporting their brand, model and date of manufacture to the utility which then sells the data to home appliance service organizations (e.g. Minnegasco or Centerpoint Home Service Plus) and local appliance stores. Even if the devices do not report this information explicitly, it may be possible to derive this information based upon the Media Access Control (MAC) address or serial number associated with a piece of equipment. The MAC address is unique to each piece of equipment and is routinely used today to determine the equipment manufacturer.  
Releasing information on the types of appliances in a home, their age and usage patterns is a violation of privacy and could subject home owners to unwanted telemarketers and junk mail. Organizational firewalls should be required within the utilities such that the data collected from home owners is only used for the authorized purposes.  The data MAY be used for load forecasting and potential efficiency analysis in the aggregate (e.g., 30% of homes within the utility service area have refrigerators older than 12 years old). The data MAY NOT be used to identify an individual home for purposes other than those specifically allowed by law or homeowner consent. 
NISTIR must include clear, strong language spelling out specific privacy protection. This Honeywell position is consistent with the Resolution Urging the Adoption of General Privacy Principles For State Commission Use in Considering the Privacy implications of the Use of Utility Customer Information: http://www.naruc.org/Resolutions/privacy_principles.pdf 
Information and Privacy Commissioner of Ontario, Canada and Future of Privacy Forum Comments (Joint)

As Information and Privacy Commissioner of Ontario, Canada and as the Co-Chairs of The Future of Privacy Forum, we are writing you jointly in response to your request for comments on the DRAFT NIST Interagency Report (NISTIR) 7628, Smart Grid Cyber Security Strategy and Requirements.
We are pleased to see in the draft report that a high level Privacy Impact Assessment was completed. Too often it is assumed that security and privacy are one and the same, or that we must sacrifice privacy for the sake of security. The argument that we must sacrifice privacy for security, however, is erroneous. We believe that we can, and must, have both privacy and security, which may be achieved through Privacy by Design.
Privacy by Design or PbD is a concept developed by the Information and Privacy Commissioner of Ontario, Canada, Dr. Ann Cavoukian in the ’90s which ensures the protection of privacy by embedding it into the design specifications of information technology, accountable business practices, physical environments and networked infrastructure – making privacy the default. She has consistently advanced the view that it is not necessary to trade off privacy against equally important goals such as security, transparency or functionality.
In our co-authored paper, which we are enclosing, we put forward the argument that while the Smart Grid is an excellent idea, the focus has been so singularly directed at controlling energy use and issues of security that privacy has not been given equal consideration. Given the amount of personal information that will be involved in an endeavour such as the Smart Grid, we strongly believe that we must give serious consideration to strong data management practices and privacy protection. Security or safeguarding of personal information is a fundamental principle within the concept of privacy as outlined in Chapter 2, where The Cyber Security Coordination Task Group used the Generally Accepted Privacy Principles (GAPP) as a privacy framework.
President Barack Obama has stated, “America’s economic prosperity in the 21st century will depend on cybersecurity.” The same statement is true for the protection of privacy and economic prosperity. Return on investment for the Smart Grid will be low if the grid only offers the same level of privacy protection as, for example, the Internet. As we know, the existing identity infrastructure of the Internet is no longer sustainable due to the high level of fraudulent activity online, which has grown exponentially over the years and is now threatening to cripple e-commerce. Something must be done at these early stages of the Smart Grid to ensure that consumer confidence and trust results in high uptake for essential components of the grid, such as enrolling in energy conservation programs (i.e. load management) and smart appliances. Consumer control of electricity consumption and control of one’s personal information must go hand in hand. Doing so will ensure that consumer confidence and trust is gained, and that participation in the Smart Grid contributes to the vision of creating a more efficient and environmentally friendly electrical grid, as well as one that is protective of privacy. This will result in a positive-sum (win-win) outcome, (not zero-sum), where both environmental efficiency and privacy may coexist.
As the risk management framework for the Smart Grid continues to develop, designers of the Smart Grid and utility providers must ensure that unauthorized access to personal information traveling through the electrical grid is minimized, as much as possible. Special attention should be paid to insider threats within utilities and those organizations that provide services using consumers’ energy consumption information. The Institute for Information Infrastructure Protection (I3P) is conducting leading-edge research in this area.
We are enclosing our paper, SmartPrivacy for the Smart Grid: Embedding Privacy into the Design of Electricity Conservation, which contains more information on these matters. We hope that this material may assist with your revision of the report, particularly in expanding the section of the report dealing with privacy. Thank you for the opportunity to comment. Please feel free to contact us for more information. We would be happy to collaborate on building privacy into the Smart Grid.
[Note: Paper referenced may be found at http://www.ipc.on.ca/images/Resources/pbd-smartpriv-smartgrid.pdf  Coop]

PEPCO Comments

PHI agrees that the "lack of consistent and comprehensive privacy policies, standards, and supporting procedures [on] information collection and use creates a privacy risk that needs to be addressed."  Many of NISTIR 7628's recommendations provide excellent strategies for mitigating such risks.
Utility companies should develop policies to determine what customer information should be confidential, how that information should be retained, distributed internally and secured from breach. As noted in § 2.5.1, training employees is critical to implementing this policy.
Similarly, customers should be informed as to what information the utility company is collecting and how that information will be used. Customers should also be able to inspect that information for accuracy and quality as recommended by §§ 2.5.6 and 2.5.9.
In order to promote customer service, a customer's information must be available for all utility company employees who need to provide services in addition to billing and rendering. Smart meters give customer service personnel the opportunity to provide individual guidance on managing energy use which would be difficult and less effectual if those employees are unable to access a customer's information. Similarly, maintenance personnel may need access to that information in order to perform repairs. It is important that internal movement of information is not hindered by overly restrictive policies or regulations.
Currently, information collected by utility companies to initiate service is regulated by tariffs filed with the applicable state public service commission (PSC). The current process for tariff approval adequately considers customer privacy. Similarly, states such as Maryland require a public filing for a small generation interconnection request. See COMAR 20.50.09.06. Utility companies must comply with that regulation which requires disclosure of information that would normally be considered PII. There appears to be a disconnect between § 2.5.4 that recognizes that this information is collected and § 2.5.7 which does not seem to recognize that it is disclosed. Proposed language would be:
Disclosure and Limiting Use: PII should be used only for the purposes for which it was collected. PII should not be disclosed to any other parties except for those identified in the notice, or with the explicit consent of the individual. as required by law, regulation or policy on file with the state public service commission upon disclosure of that policy to the individual whose PII could be disclosed.
SEL Comments

Consider removing Chapter 2 (on Privacy) from this NISTIR and creating a separate NISTIR or other document to address smart grid privacy considerations and recommended approaches. SEL believes that trying to address both cybersecurity and privacy in a single report creates the potential to delay important guidance on cyber security for aspects of smart grid architecture that do not involve customer data, and do not, therefore, invoke privacy concerns. Utilities implanting smart grid projects with ARRA funding need to have cybersecurity guidance in hand as soon as possible in order to ensure that they are fulfilling their obligations under the terms of the DOE grants. In addition, inclusion of the privacy chapter adds to the volume of the NISTIR, potentially making the document more challenging to use as guidance for the intended audience. Two separate, authoritative reports, each with a clear focus, would likely be more user-friendly.
Consider other ways to make the document more concise. One possibility for reducing the volume of the document without reducing the content would be to remove the use case diagrams and associated lists categorizing the logical interfaces for each use case, and instead provide a single listing of the categories of logical interfaces with a detailed list of examples for each category, might reduce the redundancy of the document.
Wi-Fi Alliance Comments

Page 13  Clause 2.5.5 
Existing Text: The new smart meters, and the Smart Grid network, will have the capability to use the collected data in an unlimited number of ways.  Information should only be used or disclosed for the purpose for which it was collected, and should be divulged only to those parties authorized to receive it.
Suggested Change: The new smart meters and the Smart Grid network, will have the capability to use the collected data in an unlimited number of ways.  However, authorization must be obtained before the information is used.  Information shall only be used or disclosed for the purpose for which it was collected, and should be divulged only to those parties authorized to receive it.
Rationale: On reading, the impression is that lots can be done, but this will not be permitted. The intent is lots can be done, but authorization is needed first.
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