November 18, 2011 NIST Smart Grid Privacy Subgroup Meeting Notes

Minutes by Rebecca Herold

Please send this distribution list any necessary corrections or additions.

Next full group teleconference meeting:

Friday December 2, 2011 at 11:00am edt

Here are my summary notes from the meeting:

1. Past meeting notes

See http://collaborate.nist.gov/twiki-sqgrid/bin/view/SmartGrid/CSCTGPrivacy

2. Team Updates

a.

Third Party Team: Brent Struthers (team lead)

e Brent: Meeting twice a week to get the matrix complete.
o NARUC meeting in St. Louis brought up privacy, and it was mentioned that FPF
had a group that was creating best practices. They will have it by February.
o Initial objections in NARUC meeting to what FPF is doing.
o NAESB hits the smart meter data from the utility. What we are doing within our
NIST subteam goes beyond just the utility smart meter data.

Privacy Use Cases Team: Christine Hertzog (team lead)

e Christine: Team continues work. Still hope to have the use cases done by end of
December.

PEV Team: Mike Coop (team lead)

e Coop: Cancelling Monday calls.

o 11/29, and 12/19 meeting. Will try to fit in a meeting between.

o Just finished 2 days of ANSI F2F meeting. They are writing a road map on
PEVs.

o They are trying to boil the ocean like everyone else. They only mention privacy
once in all their ~75 page document. Will try to influence and change that.

o Trying to get a guideline/draft out by the end of this year. Coop will end up
having to create most of the framework.

o So, there is increased trans-Atlantic cooperation going on.

o Big meeting on 11/28 between DHS and a European ambassador; a
demonstration on e-mobility.

o 3 compliance testing labs set up across the world. Looking at compliance,
safety, etc.

o Continue to try and influence privacy through those meetings. Actually having
more progress with the U.S.

e Kotting: | can help with the writing.



d.

e.

e Tanya: | can help too.

e Coop: Probably will schedule a 2-3 hour go-to-meeting to do this. Hopefully the week
after Thanksgiving.

e 3 candidates; 6 voters

NSTIC Team: Krystina Schaefer/Amanda Stallings (team leads)
e Amanda: On hold and cruising.
Training and Awareness Team: Rebecca Herold (team lead)

e Rebecca: Working on the PUC training slides.
o Importance of the speaker notes to help those using the slides better understand
the issues.
o Get feedback; especially need feedback from the PUCs
e Brent: Need for such slides at NARUC came up at the St. Louis meeting. Consumer
affairs folks.
e Rebecca: Will send the draft slides to Brent.

3. Miscellaneous

a. Rebecca: Any interest in maintaining a list of laws/regs that cover smart grid privacy issues?
Expanding upon the Appendix we have in NISTIR 7628 Vol 2. Is this already being done
somewhere else?

Ruth (FTC): Updating some related documents at the FTC.

Brent: NARUC doesn’t have something like this.

Tanya: During NAESB effort they had folks look for laws, regs state by state. In the drafting
process they had a list. IT’s haphazard, but there was solid effort in trying to find such info.
A draft of the draft process document. We could note that we obtained this from NARUC.
That might helpful.

Brent: Once done with 3rd party | could lead the team to update the laws appendix.
Rebecca: We should include this in the next version of NISTIR 7628. Will be in spring.
Tanya: Should have a solid draft of version 2 in the April timeframe.

b. Meetings are every other Friday
c. Next full group meeting will be Friday, December 2.

Thanks,

Rebecca



