November 18, 2010 NIST Smart Grid Privacy Subgroup Meeting Notes

Minutes by Rebecca Herold

Please send this distribution list any necessary corrections or additions.

Next full group teleconference meeting:

Thursday December 2, 2010 at 11:00am est
NOTE: NO MEETING ON NOVEMBER 25!

Here are my summary notes from the meeting:

1.

Team reports
Privacy Use Cases Team: Christine Hertzog (team lead)

o Revising existing privacy use cases template in NISTIR 7628; adding in privacy
principles for each of the identified use cases. Will also apply the CPNI concepts. In
2 weeks Chris K and Erick S will cover the CPNI concepts. Will look at how they are
addressing account information protection. No meeting next

Third Party Team: Brent Struthers, Neustar (team lead)

o Is atthe CSWG outreach event in Atlanta.

o The third party data access did not meet this week, and we will not meet next week.
PEV Team: Mike Coop, Hey Coop! (team lead)

o No report; team did not meet while Coop welcomed the birth of twins to his family!
NSTIC Team: Rebecca filling in for Amanda Stallings, Ohio PUC (team lead)

o Peter Neumann from SRl joined the group’s discussion as a guest speaker last Friday.
Mr. Neumann’s discussion centered on security and trust. Mr. Neumann answered
questions regarding customer identities about using certificates and how this
information could relate to Smart Grid.

o The group will wait for the final version of the NSTIC framework to release before
really going into depth possible Smart Grid implications.

o Tanya discussed a desire for a potential pilot project related to Smart Grid and the
NSTIC framework.

o Team moved to postpone any ideas until more information regarding the framework is
received.

o Next meeting will be Friday, November 19th at 2:00pm EST. There was no motion to
change the day or time.

o The team will NOT have a meeting during the week of Thanksgiving (November 22nd-
26th)

o Jamie from OASIS: They are working with NSTIC a lot. It is addressing any manner of
addressing certificates; NSTIC is just one method.

o Lillie: Peter Neumann stressed that there are many vulnerabilities in any networks. A
lot of issues to address who to trust, people or technology. Important to learn the
lessons from the Internet.

o Lee T:Focus on trusted ID management and identity exchange are really rickity
computing identity infrastructures.

o Anticipate big change in the final version of NSTIC due to be released in December.

2. Other topics: Open floor

There will be *NO* meeting next Thursday, 11/25 (Let's be Thankful!)



Thanks,

Rebecca



