Meeting participants discussed options for developing a pilot project proposal involving the Smart Grid, the U.S. National Strategy for Trusted Identities in Cyberspace ("NSTIC") and privacy. There was general consensus that the proposal should involve consumer authentication. Meeting discussions centered upon authentication requirements for accessing household consumption data at utility websites or portals.  

Meeting participants generally agreed on the need to balance strong consumer authentication with usability (for example, password length and complexity) and effective security requirements (against interception, impersonation and spoofing). Privacy concerns were expressed about uses of third party digital certificates by consumers for identification and encryption purposes, as these can faciliate unwanted tracking by third parties. It was also pointed out that access controls alone could not, by themselves, fully satisfy all the privacy and security requirements associated with access to and use of sensitive household utility consumption data - other elements of the information ecosystem must also be taken into consideration.

Meeting participants agreed that additional research was needed, including a better understanding of the experiences of utility providers, as well the advice of experts on cryptography and online authentication. Fred Carter from the IPC agreed to forward to the group a recent investigation report dealing with the poor authentication practices of an Ontario utility provider. Amanda Stallings agreed to contact Terrell Garren, Director of IT, Duke Energy, and Lillie Coney of EPIC agreed to contact security expert Peter Neumann from SRI with a view to soliciting their comments and advice at the next meeting of the privacy subgroup, planned for 2-3 pm Friday, November 12th.
