NSTIC Meeting Notes

November 12, 2010


Attendance:

	Amanda Stallings
	PUCO

	Lillie Coney
	EPIC

	Lee Tien
	EFF

	Tanya Brewer
	NIST

	Rebecca Herold
	Rebecca Herold & Associates

	Ram Lakshminarayanan
	GE

	Eugene Kim
	serving on behalf of Fred C., IPC/ Ontario


· Peter Neumann from SRI joined the group’s discussion as a guest speaker.  Mr. Neumann’s discussion centered on security and trust.  According to Mr. Neumann, many programs crash on their own without having any malicious insiders or outsiders causing any troubles.  The reality is that all critical infrastructures are vulnerable.  The idea that certificates by themselves are going to solve this issue entirely is false.
· Mr. Neumann answers questions regarding customer identities about using certificates and how this information relates to Smart Grid.  Mr. Neumann advised that it is better to use multiple keys to verify identity rather than one single key because employees are more capable of infiltrating customer data more so than outsiders.  Really, it depends on the environment of the operation.  Concerning the NSTIC framework and Smart Grid, Mr. Neumann pointed out the importance of cyber security in the Smart Grid framework by whatever means feasible.
· Ram from GE provides an introduction of himself and the reason why he has decided to join the NSTIC team.  Ram has multiple years experience with identity management and software security.  He has also done extensive work with privacy issues for GE.  He is currently monitoring privacy issues in Smart Grid for GE.  The NSTIC group welcomes Ram to our team.

· The group discusses the purpose of the NSTIC team.  There is concern that there is not enough information about the NSTIC to really understand how the framework would tie into Smart Grid operations.  The consensus of the group is to wait for the final version of the NSTIC framework to release before really going into depth possible Smart Grid implications. 
· Tanya discusses a desire for a potential pilot project related to Smart Grid and the NSTIC framework.  Team moves to postpone any ideas until more information regarding the framework is received.

· Team agrees to contact additional utility resources from the SGIP to discuss their perspectives regarding cyber security and privacy with the group.  

· Lillie C. will create a few sentences about the NSTIC team to provide summary of group’s purpose.  Lillie will forward these sentences to Amanda and Tanya for review.  Once reviewed, Amanda will forward sentences to group for approval.  This will provide outside speakers more of a focus for their presentations/discussions when speaking to the group.

· Next meeting will be Friday, November 19th at 2:00pm EST.  There was no motion to change the day or time.

· The team will NOT have a meeting during the week of Thanksgiving (November 22nd-26th)

Meeting adjourned

