Third Party Recommended Practices Section

In September 2010, the CSWG Privacy subgroup began looking at the issue of Third Parties gaining access to customer energy usage data (CEUD) and any resulting privacy concerns.  The primary purpose was to ascertain what gaps there might be in existing guidelines or standards for the obligations of Third Parties to protect privacy, and how they get and handle CEUD.  Individuals representing utilities, state public utilities commissions, vendors, privacy advocacy organizations, and NIST participated in the work of the Third Party Recommended Practices Team.  While all segments were present throughout the process, individual member participation was somewhat fluid.  

Change in Group Charter
The charter of the group was to address a perceived gap in standards, regulations and best practices that might apply to how Third Parties receive and handle CEUD, and how they protect the privacy of the related customers.  The focus was on consumer data, not commercial.  Initially, the group reviewed the California Public Utilities Commission (CPUC) Rules on CEUD privacy[footnoteRef:1], the NAESB REQ.22 Standard[footnoteRef:2] that was created in spring 2011, and the ASAP Smart Grid 3rd Party Access Security Practices.[footnoteRef:3]  From these three primary documents, a fourth document was put together as an all-encompassing set of recommended practices for Third Party CEUD usage.  Due largely to the work accomplished by NAESB on REQ.22, which dealt with data given to Third Parties by utilities, a more narrow focus for this group was later adopted.  The initial work of the group clearly had overlap with the NAESB requirements, and so as to not give utilities potentially conflicting advice, this team sought to address only data Third Parties received from non-utility sources, such as in-home devices.  [1:  D.11-07-056 (July 28, 2011) http://docs.cpuc.ca.gov/PublishedDocs/PUBLISHED/FINAL_DECISION/140369.htm]  [2:  http://www.naesb.org/ ]  [3:  http://www.smartgridipedia.org/images/6/65/3PDA_Security_Profile_-_v1_0_-_20110518.pdf ] 


Final Focus
While there may exist uncertainty over the extent to which any one government agency has regulatory oversight of Third Parties using CEUD, many agree that energy usage data (that will soon become more prevalent as the electric grid gains increased intelligence) can potentially be sensitive, privacy-impacting, data in need of protection.  This is particularly true when CEUD is combined with other data, such as an account number or smart meter IP address that then makes it identifiable to one premise or customer.  The recommended privacy practices seek to provide suggestions as to how CEUD, and the data combined with it as just described, is best protected in order to protect personal privacy.  The recommendations also may help educate consumers on what they should expect out of third parties with which they choose to share their data. 

Definitions from other sources were utilized where available.  For purposes of these recommended practices, data provided to Third Parties by electric utilities or electricity providers was excluded.  The distinction is also made between companies that are under contract to a utility or Third Party (contracted agents) and companies that do not have a contractual relationship with a utility (Third Party).

In NISTIR 7628, volume 2, recommendations for how to protect privacy are made utilizing Fair Information Privacy Principles (FIPPs).  The basis for FIPPs is material found in the Privacy Act of 1974.[footnoteRef:4]  There are several versions of FIPPs commonly in use.  The set used in NISTIR 7628 include Management and Accountability; Notice and Purpose; Choice and consent; Collection and Scope; Use and Retention; Individual Access; Disclosure and Limiting Use; Security and Safeguards.  When considering what recommendations might be made for third parties to follow, the FIPPs provided the basic structure and baseline ideas for what should be done. [4:  http://www.justice.gov/opcl/privstat.htm] 


Recommended Privacy Practices

The full set of recommendations may be found in Appendix [insert].  The following provides a basic summary of the recommendations.  For the detailed Recommended Practices associated with each summary below, please see Appendix (?). 	Comment by Tanya Brewer: Put in when available.

Privacy Notices Summary
Third Parties should provide a privacy notice to customers prior to sharing CEUD with another party, or in the case of a significant change in organizational structure, such as merger, bankruptcy, or outsourcing.  Privacy policy notices should include information about how the Third Party will access, collect, use, store, disclose, retain, dispose of, and safeguard CEUD.  The privacy notice should also detail how the customer may address complaints and/or revoke their authorization for the Third Party to have and use their CEUD.

Customer Authorization for Disclosures Summary
Third Parties should seek customer authorization prior to disclosing CEUD to other parties unless the service for which the data disclosure is necessary has been previously authorized by the customer.  Customers should have access to their CEUD, and should be able to request corrections to the CEUD be made.

Data Disclosure Summary
A Third Party should not collect more than what is required to fulfill the agreed upon service, and a separate authorization should be obtained before CEUD is used in a different manner.  There are, however, some exceptions that may be made.  Aggregated data may be shared to provide an authorized service without disclosure to the customer.  There may also be instances in which law enforcement seeks data via subpoena or court order, or perhaps situations in which there is a risk of imminent threat to life or property.  In these instances, data may be disclosed without prior notice.

Customer Education & Awareness Summary
Third Parties should educate customers[footnoteRef:5] about the Third Party’s CEUD privacy protection policies and practices, including the steps the Third Party is taking to protect privacy. Customers should also be provided with a notice that the data they collect via in-home devices may differ from what the customer may receive from the Utility. [5:  See Awareness & Training Section (need to add where section is in document)] 


Data Minimization Summary
In following with the FIPPs principles, Third Parties should collect only the CEUD they need to provide the service they offer and for which they have authorization.  

Data Quality Summary
Data should be as accurate and complete as practicable

Data Security Summary
Third Parties should have clear data security policies that should be periodically reviewed and updated.  They should have specific personnel to handle these policies and to ensure that their privacy practices are transparent to Customers.

Privacy Practices Risk Assessment Summary
Periodic assessments of the privacy practices should be performed.  Assessments should also be considered in the case of a significant change in organizational structure, when new laws or regulations become effective, or when an event occurs, such as unauthorized disclosure of data.  The development of privacy use cases may prove a helpful tool, not just for the Third Party, but also for those within the Smart Grid community that may be able learn from the experiences of others.

Data Retention and Disposal Summary
Third Parties should have clear policies on how long data will be retained, as well as when and how the CEUD will be disposed.
Data Breaches Summary
Third Parties should be aware of any laws or requirements with regard to data breaches.  These rules may apply, not just to the Third Party, but also to their Contracted Agents.

Employee Training Summary
Employees of Third Parties and their Contracted Agents should be trained on the security and privacy practices necessary to protect Customer CEUD.[footnoteRef:6]   [6:  See Awareness & Training Section (need to add where section is in document)] 


Audits Summary
The recommended practices discuss the use of independent third party audits of security and privacy practices.  These audits may be useful in helping to identify issues before they become legitimate problems.

Third Parties should not rely on this summary alone in developing their privacy practices.  Please refer to the detailed Third Party Recommended Practices in Appendix (?) 
