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Introduction
[bookmark: _Toc273704899][bookmark: _Toc276464221]Correlation of Cybersecurity with Information Exchange Standards
Correlating cybersecurity with specific information exchange standards, including functional requirements standards, object modeling standards, and communication standards, is very complex. There is rarely a one-to-one correlation, with more often a one-to-many or many-to-one correspondence. 
First, communication standards for the Smart Grid are designed to meet many different requirements at many different “layers” in the communications “stack” or “profile,” one example of such a profile is the GridWise Architecture Council (GWAC) Stack.  Some standards address the lower layers of the communications stack, such as wireless media, fiber optic cables, and power line carrier. Others address the “transport” layers for getting messages from one location to another. Still others cover the “application” layers, the semantic structures of the information as it is transmitted between software applications. In addition, there are communication standards that are strictly abstract models of information – the relationships of pieces of information with each other. Since they are abstract, cybersecurity technologies cannot be linked to them until they are translated into “bits and bytes” by mapping them to one of the semantic structures.  Above the communications standards are other security standards that address business processes and the policies of the organization and regulatory authorities. 
Secondly, regardless of what communications standards are used, cybersecurity must address all layers – end-to-end – from the source of the data to the ultimate destination of the data. In addition, cybersecurity must address those aspects outside of the communications system in the upper GWAC Stack layers that may just be functional requirements or may rely on procedures rather than technologies, such as authenticating the users and software applications, and screening personnel. Cybersecurity must also address how to: cope during an attack, recover from it afterwards, and create a trail of forensic information to be used in post-attack analysis. 
Thirdly, the cybersecurity requirements must reflect the environment where a standard is implemented rather than the standard itself: how and where a standard is used must establish the levels and types of cybersecurity needed. Communications standards do not address the importance of specific data or how it might be used in systems; these standards only address how to exchange the data.  Standards related to the upper layers of the GWAC Stack may address issues of data importance.
Fourthly, some standards do not mandate their provisions using “shall” statements, but rather use statements such as “should,” “may,” or “could.” Some standards also define their provisions as being “normative” or “informative.” Normative provisions often are expressed with “shall” statements. Various standards organizations use different terms (e.g., standard, guideline) to characterize their standards according to the kinds of statements used. If standards include security provisions, they need to be understood in the context of the “shall,” “should,” “may,” and/or “could” statements, “normative,” or “informative” language with which they are expressed.
Therefore, cybersecurity must be viewed as a stack or “profile” of different security technologies and procedures, woven together to meet the security requirements of a particular implementation of a stack of policy, procedural, and communication standards designed to provide specific services. Ultimately, cybersecurity as applied to the information exchange standards should be described as profiles of technologies and procedures which can include both “power system” methods (e.g. redundant equipment, analysis of power system data, and validation of power system states) and information technology (IT) methods (e.g. encryption, role-based access control, and intrusion detection).
There also can be a relationship between certain communication standards and correlated cybersecurity technologies. For instance, if TCP/IP is being used at the transport layer and if authentication, data integrity, and/or confidentiality are important, then TLS (transport layer security) should most likely (but not absolutely) be used
In the following discussions of information exchange standard(s) being reviewed, these caveats should be taken into account.
[bookmark: _Toc273704900][bookmark: _Toc276464222]Correlation of Cybersecurity Requirements with Physical Security Requirements
Correlating cybersecurity requirements with specific physical security requirements is very complex since they generally address very different aspects of a system. Although both cyber and physical security requirements seek to prevent or deter deliberate or inadvertent attackers from accessing a protected facility, resource, or information, physical security solutions and procedures are vastly different from cybersecurity solutions and procedures, and involve very different expertise. Each may, in fact, be used to help protect the other, while compromises of one can definitely compromise the other. 
Physical and environmental security that encompasses protection of physical assets from damage is addressed by the NISTIR 7628 only at a high level. Therefore, assessments of standards that cover these non-cyber issues must necessarily also be at a general level.
Standardization Cycles of Information Exchange Standards
Information exchange standards, regardless of the standards organization, are developed over a time period of many months by experts who are trying to meet a specific need. In most cases, these experts are expected to revisit standards every five years in order to determine if updates are needed. In particular, since cybersecurity requirements were often not included in standards in the past, existing communication standards often have no references to security except in generalities, using language such as “appropriate security technologies and procedures should be implemented.”
With the advent of the Smart Grid, cybersecurity has become increasingly important within the utility sector. However, since the development cycles of communication standards and cybersecurity standards are usually independent of each other, appropriate normative references between these two types of standards are often missing. Over time, these missing normative references can be added, as appropriate.
Since technologies (including cybersecurity technologies) are rapidly changing to meet increasing new and more powerful threats, some cybersecurity standards can be out-of-date by the time they are released. This means that some requirements in a security standard may be inadequate (due to new technology developments), while references to other security standards may be obsolete. This rapid improving of technologies and obsolescence of older technologies is impossible to avoid, but may be ameliorated by indicating minimum requirements and urging fuller compliance to new technologies as these are proven.
[bookmark: _Toc276464223]References and Terminology
References to the National Institute of Standards and Technology (NIST) security requirements refer to the NIST Interagency Report (IR) 7628, Guidelines to Smart Grid Cyber Security, Chapter 3, High-Level Security Requirements.
References to “government-approved cryptography” refer to the list of approved cryptography suites identified in Chapter 4, Cryptography and Key Management, of NISTIR 7628. Summary tables of the approved cryptography suites are provided in Chapter 4.3.2.1.
As noted, standards have different degrees for expressing requirements, and the security requirements must match these degrees. For these standards assessments, the following terminology is used to express these different degrees[footnoteRef:1]:  [1:  The first clause of each terminology definition comes from the International Electrotechnical Commission (IEC) Annex H of Part 2 of ISO/IEC Directives. The second clause (after “which”) comes from the Institute of Electrical and Electronics Engineers (IEEE) as a further amplification of the term.] 

· Requirements are expressed by “…shall…,” which indicates mandatory requirements strictly to be followed in order to conform to the standard and from which no deviation is permitted (shall equals is required to).
· Recommendations are expressed by “…should…,” which indicates that among several possibilities one is recommended as particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but not necessarily required (should equals is recommended that).
· Permitted or allowed items are expressed by “…may…,” which is used to indicate a course of action permissible within the limits of the standard (may equals is permitted to).
· Ability to carry out an action is expressed by “…can …,” which is used for statements of possibility and capability, whether material, physical, or causal (can equals is able to).
· The use of the word must is deprecated, and should not be used in these standards to define mandatory requirements. The word must is only used to describe unavoidable situations (e.g. “All traffic in this lane must turn right at the next intersection.”)

ANSI C12.19-2008 for Utility Industry End Device Data Tables
[bookmark: _Toc273453952]Description of Document
ANSI C12.19-2008 for Utility Industry End Device Data Tables is a standard that “defines a table structure for utility application data to be passed between an end device and any other device. It neither defines device design criteria nor specifies the language or protocol used to transport that data. The purpose is to allow the interoperable exchange of data between equipment from different manufacturers.”

This standard was developed jointly by ANSI (published as ANSI C12.19-2008), IEEE (to be published as IEEE 1377-2011) and Measurement Canada (to be published as MC12.22-2011). The joint development agreement was formalized through a Memorandum of Understanding (MOU) that was signed by Measurement Canada (for the Measurement Canada Task Force for Electronic Metering Devices), NEMA (for ANSI C12 SC17) and IEEE (for IEEE SCC31). The purpose of the MOU is to “To develop a standard for Protocol Specification for Interfacing to Data Communication Networks, jointly…”, and “In view of the joint development of the Work, it is the belief of the organizations that opportunities exist to coordinate with each other in the independent development and publication of the Work which will provide a benefit to the end users. To accomplish this goal, IEEE, NEMA and MC agree to openly communicate with each other regarding the status of the Work.” [Ref. C12.19 MOU, 2007]. As a direct consequence of the MOU the three standards are cyclically published in a manner that maintains their mutual coherence.  At the time of this review ANSI C12.19-2008 was published. IEEE P1377-2010 was successfully balloted and completed the comment resolution phase, and MC12.19 is pending publication using the approved IEEE 1377 standard as the reference document. IEEE P1377-2010 includes an extra Annex M, “Listing of Editorial Errors and Errors of Omission in ANSI C12.19-2008”, that is absent in ANSI C12.19-2008. This annex contains corrections and information for consideration by ANSI C12 SC 17 WG 2, the joint work group that is responsible for the next maintenance release of ANSI C12.19. 
These three versions of the Standards are commonly and generically referred to as ANSI C12.19 by the industry.

The standard defines a data model that is used to exchange information between and among electric, water, and gas meters (one type of “end device”) and enterprise head-end systems (one type of “any other device”).  The data model consists of a number of tables, grouped into decades by feature set.  These data tables define the format for passing operational and security data, configuration commands and remote procedure invocation.  The data tables are extensible, with considerable space reserved for future development both by the standard and the user. They also provide a capability for real-time data aggregation through user-defined tables. On the enterprise head-end side, the standard defines schemas for the representation of meter tables and meta-table properties using eXtensible Markup Language (XML).

Section 2 contains references, and section 3 contains definitions.

Section 4 defines the general table requirements.  The first table of each decade (except for Decade 0) is the Function Limiting Control (FLC) table. It defines the maximum dimensional limits for elements of data tables in that decade (i.e. the maximum values permitted for the device).  It also defines allowable attributes that may affect the operation of tables in the decade. If present, the table following the FLC table (called FLC+1) defines the actual limits for elements in the current run-time configuration of the end device (e.g. meter).  According to the global default configuration, FLC tables have READONLY accessibility while FLC+1 tables have READWRITE accessibility.  Decade 0 is unique as it contains tables that include end device “table of contents,” end device identification, and procedure tables.

Sections 5 and Section 6 discuss the syntax and data types used in the table character strings, various numeric forms including string representations, date and time formats.  

Section 7 defines compliance criteria.  These are mostly interoperability requirements rather than security requirements. Security-related data structures are found in decade 4, “security tables,” Decade 0, table 0 “general configuration table”, in table 7, “procedure initiate table,” in normative annexes such as annex B, in informative annexes such as annex E, and in access rules meta-data that define each table or procedure.  

Section 8 discusses table transportation, which relies on the Read and Write services provided by ANSI C12.18, ANSI C12.21 and ANSI C12.22.  

Section 9 defines the tables.  Note that additional standards, such as ANSI C12.22-2008, extend the tables to define new data formats in addition to those defined in ANSI C12.19 through the use of specific reserved areas in the ANSI C12.19 standard. These areas are marked as “Reserved” in ANSI C12.19 (e.g. tables 46, 47) and decades 12 and 13.
[bookmark: _Toc273453953]Assumptions
ANSI C12.19-2008 is basically a data model and relies on other standards to provide the Read and Write services. However, ANSI C12.19 specifies minimum requirements (see section 8) for the implementation of table access and modification services.  The role-based access control requirements on the tables in C12.19 are enforced by the end device, assuming that access to the end device and payload security is enacted and enforced by the communication protocols that implement those services (e.g. ANSI C12.22).
Assessment of Cybersecurity Content
ANSI C12.19 contains security-relevant data structures, but expresses no explicit security requirements.  It walks a fine line in this area. In defining its data structures, C12.19 makes implicit assumptions and expresses expectations about the security functionality of the meters without actually or directly specifying that the meters satisfy that security functionality.  There are a number of NISTIR requirements involved in these assumptions and expectations.   C12.19 provides the data structures that would be needed if the NISTIR requirements were satisfied by provisions mandated elsewhere.  Unfortunately, there is no standard actually containing provisions that directly mandate these NISTIR requirements.  That is a major gap in the C12 series.
Does the standard address cybersecurity? If not, should it?
Section 3 defines some terms which include some cybersecurity aspects. These include:
· 3.13 Data Encryption: The changing of the form of a data stream such that only the intended recipient can read or alter the information and detect unauthorized messages 
· 3.65 Register, Secured: A Volatile Element whose transmitted value can be encoded by the End Device as a one-way hash in response to a Read Service request from an initiator. The purpose of the encoding is to detect whether the value transmitted was subsequently altered and to enable the receiver to verify the authenticity of the value in a manner that is independent from the transport protocol used. 
· 3.68 Seal: An item or process that has the purpose of providing marketplace integrity and confidence against End Device tampering. 
· 3.76 Signature: Often referred to as a hash-code; an n-bit sequence that is generated using an algorithm on the content of an End Device Table or a group of End Device Tables. The resulting sequence of bits is truncated to a small number of bits (e.g., 128 bits). A good hash function will enable (a) detection of file (or table) content corruption (unauthorized change), and (b), authentication of the End Device Agent who created the file (or Table). 
The definition of data encryption is poorly stated, since encryption does not guarantee that only the intended recipient can read the information. The definition of signature is correct, but not well stated as a definition.
A considerable number of cybersecurity requirements are expressed in the document, including password and key storage mechanisms, audit and event logging and reporting, error handling, history and event log codes and timestamping. These are covered in detail in the following section.
What aspects of cybersecurity does the standard address and how well (correctly) does it do so?
The correlations between this document and the security requirements described in NISTIR 7628, Guidelines to Smart Grid Cybersecurity, Chapter 3, families and requirements, are shown in Table 1:
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Table 1: Correlations between Standard being Assessed and the NISTIR Security Requirements
	Reference in Standard[footnoteRef:2]  [2:  The references may be just the section numbers or could include the title of the section, depending upon what fits easily.] 

	Applicable NISTIR 7628 Requirement
	Comments if NISTIR Requirement Is Not Completely Met 

	Section 9.5.3: Table 42 Security Table
	SG.AC-1: Access Control Policy and Procedures
	

	Section 9.5.4: Table 43 Default Access Control Table
	SG.AC-1: Access Control Policy and Procedures
	

	Section 9.5.5: Table 44 Access Control Table
	SG.AC-1: Access Control Policy and Procedures
	

	Section 9.5.3: Table 42 Security Table
	SG.SC-26, Confidentiality of Information at Rest
	The NISTIR requirement is not met.  The only relevant information is a note to the effect that if this information is requested, what is returned might not be the actual information.  A comment was accepted for ballot comment resolution purposes for IEEE P1377 to expand the note to state that "Security best practice is to encrypt or otherwise provide access protection for this security-relevant information. “ The resolution still has to survive a recirculation ballot.
However, this protection statement is only informative and is not mandated by the standard.  It is possible that no standard addresses confidential storage of this information, so local access to the device might compromise it.

	Section 9.5.3: Table 42 Security Table
	SG.AC-3: Account Management
	

	Section 9.5.3: Table 42 Security Table
	SG.AC-21: Passwords
	

	Section 9.5.6: Table 42 Security Table
	SG.SC-26, Confidentiality of Information at Rest
	The NISTIR requirement is not met.  The only relevant information is a note to the effect that if this information is requested, what is returned might not be the actual information.  A comment was accepted for ballot comment resolution purposes for IEEE P1377 to expand the note to state that "Security best practice is to encrypt or otherwise provide access protection for this security-relevant information.”  The resolution still has to survive a recirculation ballot.
However, this protection statement is only informative and is not mandated by the standard.  It is possible that no standard addresses confidential storage of this information, so local access to the device might compromise it.

	Section Annex B: History and Log Event Codes
	SG.AU-2: Auditable Events
	

	Section 9.8.3: Table 72 Events Identification Table
	SG.AU-2: Auditable Events
	

	Section 9.8.4: Table 73 History Log Control Table
	SG.AU-2: Auditable Events
	

	Section 9.8.6: Table 75 Event Log Control Table
	SG.AU-2: Auditable Events
	

	Section 9.8.5: Table 74 History Log Data Table
	SG.AU-3: Content of Audit Records
	

	Section 9.8.7: Table 75 Event Log Data Table
	SG.AU-3: Content of Audit Records
	

	Section 9.8.1: Log Dimensions Limiting Table
	SG.AU-4: Audit Storage Capacity
	

	Section 9.8.2: Log Dimensions Actual Table
	SG.AU-4: Audit Storage Capacity
	

	Section 9.8.5: Table 74 History Log Data Table
	SG.AU-8: Time Stamps
	

	Section 9.8.7: Table 75 Event Log Data Table
	SG.AU-8: Time Stamps
	


What aspects of cybersecurity does the standard not address? Which of these aspects should it address? Which should be handled by other means?
The standard only covers communication of the data contained in the tables.  Security for local storage of the data is out of scope, and there currently is no standard that addresses security for the device itself.
The standard does not address the generation of random values, particularly cryptographic keys.  The standard provides interfaces for setting and storing keys, but it assumes that the keys are generated elsewhere.
What work, if any, is being done currently or is planned to address the gaps identified above?  Is there a stated timeframe for completion of these planned modifications?
There is a joint MOU between ANSI, IEEE and Measurement Canada for this standard. The publication progression is C12.19, then IEEE 1377, then MC1219. In between the publication of C12.19-2008 and its next ANSI revision, the IEEE 1377 standard is being produced. It is expected that some of the deficiencies in C12.19-2008 can be addressed in the forthcoming IEEE 1377, with a recommendation forwarded to the ANSI group and the Measurement Canada group to consider including these changes in their standards, either directly or as an addendum. The intent is to keep the three standards in alignment within their respective revision cycles using any mechanism (addenda, errata) needed.
There is no difference in scope or content of the three documents – the groups consist of mostly the same members, but other countries are often uncomfortable with ANSI standards, so more international standards are needed. The IEEE group plans to submit the IEEE 1377 to the dual logo process with the IEC to make it a truly international standard. The IEC TC13 WG14 will be the recipient of the dual logo, which may not be totally receptive to this dual logo standard. 
Recommendations
It is recommended that the following actions be taken to update the ANSI C12.19 standard, section 3: 
· The Data encryption is incorrectly defined, since it incorrectly includes the concepts of data authentication and/or access control.  
· The Signature definition is poorly defined since it conflates hashing with signature.  A good signature function can provide (a) integrity protection and (b) data authentication and it may use a hash function to achieve them, but a hash function does not provide those by itself.
[bookmark: _GoBack]More importantly, it is recommended that a comprehensive standard be developed to address cybersecurity requirements for metering systems, including the secure storage of sensitive and private information, authentication requirements for accessing information, and protection for security-relevant information, such as passwords.  For instance, in order to conform to such a cybersecurity standard:
· Sensitive fields within tables should be required to be protected against unauthorized access.
· Table 78’s “signature” fields should be required to use an authenticated integrity technique to protect against malicious reprogramming and audit log manipulation.
· Audit logs should capture all sensitive events, including tampering, changing of access controls on fields, recalibration of metrology, changes affecting performance, and physical changes.
List any references to other standards and whether they are normative or informative.
The following references are provided in the ANSI C12.19 document.
C12.19 Normative
	Reference
	Description

	ANSI C12.10-2004
	American National Standard for Physical Aspects of Watthour Meters—Safety Standard, (or latest version).

	ANSI X9.31-1998
	Public Key Cryptography Using Reversible Algorithms for the Financial Services Industry (rDSA), 1998.

	ANSI/IEEE 100-2000
	The Authoritative Dictionary of IEEE Standards Terms, Seventh Edition (New York, New York, IEEE Press, 2000, ISBN 0-7381-2601-2).

	AS 4140-1995
	Australian Standard, Metering and Utility Information Exchange—Glossary of Terms.

	CAN/CSA ISO/IEC-10118-1: 2000
	Information Technology—Security Techniques—Hash-functions—Part 1: General.

	CAN/CSA ISO/IEC-10118-2: 2000
	Information Technology—Security Techniques—Hash-functions—Part 2: Hash-Functions Using an n-bit Block Cipher.

	ECMA 94 (1996)
	8-Bit Single-Byte Coded Graphic Character Sets—Latin Alphabets No. 1 to No. 4-2nd Edition.

	IEEE Std 519-1992
	IEEE Recommended Practices and Requirements for Harmonic Control in Electrical Power Systems.

	IEEE Std 754-1985
	IEEE Standard for Binary Floating-Point Arithmetic.

	IEEE Std 1159-1995 (R2001)
	IEEE Recommended Practice for Monitoring Electric Power Quality.

	IEEE Std C57.123-2002
	IEEE Guide for Transformer Loss Measurement.

	IEC 62053-23 (2003-01)
	Electricity Metering Equipment (a.c.)—Particular Requirements—Part 23: Static Meters for Reactive Energy (classes 2 and 3).

	IEC/TR 61000-2-1 (1990-05)
	Electromagnetic Compatibility (EMC)—Part 2: Environment—Section 1: Description of the Environment—Electromagnetic Environment for Low-frequency Conducted Disturbances and Signalling in Public Power Supply Systems.

	ISO 8859-1: 1998
	Information Technology—8-bit Single-byte Coded Graphic Character Sets—Part 1: Lating Alphabet No 1.

	ISO/IEC 646: 1991
	Information Technology—ISO 7-bit Coded Character Set for Information Interchange.

	ISO/IEC 7498-1: 1996
	Information Technology—Open Systems Interconnection—Basic Reference Model: The Basic Model.

	ISO/IEC 10646: 2003
	Information Technology—Universal Multiple-Octet Coded Character Set (UCS).


 
C12.19 Informative
	Reference
	Description

	ACPTLC : 1998
	Algorithm for Computing and Programming Transformer Loss Constants in Solid-State Meters, A. Hannah, “in Proc. 1998 Rural Electric Power Conference, pp. B3-1-17.

	EEI HEM : 2002
	Handbook for Electricity Metering, 10th Edition (Washington, District of Columbia, Edison Electric Institute, 2002, ISBN 0-931032-52-0).

	IEEE EPEH : 2000
	The Electric Power Engineering Handbook, CRC Press and IEEE Press, 2000, L. L. Grigsby, Ed., Section 3, “Transformers”, J.H. Harlow, Ed.

	IEEE IAM : 11/12 2003
	S. Y. Merritt and S. D. Chaitkin, “No-load Versus Load Loss,” IEEE Industry Applications Magazine, pp. 21-28, Nov./Dec. 2003.

	ISBN 0-201-30998-X
	The Unified Modeling Language Reference Manual (The Addison-Wesley Object Technology Series, 1999, ISBN 0-201-30998-X)

	ISBN 0-321-18578-1
	The Unicode Consortium. The Unicode Standard, Version 4.0.0, defined by: The Unicode Standard, Version 4.0 (Boston, Massachusetts, Addison-Wesley, 2003. ISBN 0-321-18578-1). http://www.unicode.org/versions/Unicode4.0.0/

	ISBN 0-321-24562-8
	The Unified Modeling Language Reference Manual, Second Edition (Upper Saddle River, New Jersey, Addison-Wesley, 2005, ISBN 0-321-24562-8).

	ISBN 0-8493-0628-0
	CRC Standard Mathematical Tables, 28th Edition (CRC Press, Inc.,1987, Boca Raton, Florida, ISBN 0-8493-0628-0).

	IS-E-01-E
	Specifications Relating to Event Loggers for Electricity Metering Devices and Systems (Measurement Canada, IS-E-01-E, 2003)

	MCPSMTD : 1999
	Principles for Sealing Meters and Trade Devices (Measurement Canada, 1999-07-26)

	UG : 2005
	Utility Industry Standard Tables User’s Guide (Measurement Canada, Revised Version 3.2, 2005) 
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