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1. Introduction

Correlation of Cybersecurity with Information Exchange Standards

Correlating cybersecurity with specific information exchange standards, including functional requirements standards, object modeling standards, and communication standards, is very complex. There is rarely a one-to-one correlation, with more often a one-to-many or many-to-one correspondence. 

First, communication standards for the Smart Grid are designed to meet many different requirements at many different “layers” in the communications “stack” or “profile,” one example of such a profile is the GridWise Architecture Council (GWAC)
 Stack. Some standards address the lower layers of the communications stack, such as wireless media, fiber optic cables, and power line carrier. Others address the “transport” layers for getting messages from one location to another. Still others cover the “application” layers, the semantic structures of the information as it is transmitted between software applications. In addition, there are communication standards that are strictly abstract models of information – the relationships of pieces of information with each other. Since they are abstract, cybersecurity technologies cannot be linked to them until they are translated into “bits and bytes” by mapping them to one of the semantic structures.  Above the communications standards are other security standards that address business processes and the policies of the organization and regulatory authorities. 

Secondly, regardless of what communications standards are used, cybersecurity must address all layers – end-to-end – from the source of the data to the ultimate destination of the data. In addition, cybersecurity must address those aspects outside of the communications system in the upper GWAC Stack layers that may just be functional requirements or may rely on procedures rather than technologies, such as authenticating the users and software applications, and screening personnel. Cybersecurity must also address how to: cope during an attack, recover from it afterwards, and create a trail of forensic information to be used in post-attack analysis. 

Thirdly, the cybersecurity requirements must reflect the environment where a standard is implemented rather than the standard itself: how and where a standard is used must establish the levels and types of cybersecurity needed. Communications standards do not address the importance of specific data or how it might be used in systems; these standards only address how to exchange the data.  Standards related to the upper layers of the GWAC Stack may address issues of data importance.

Fourthly, some standards do not mandate their provisions using “shall” statements, but rather use statements such as “should,” “may,” or “could.” Some standards also define their provisions as being “normative” or “informative.” Normative provisions often are expressed with “shall” statements. Various standards organizations use different terms (e.g., standard, guideline) to characterize their standards according to the kinds of statements used. If standards include security provisions, they need to be understood in the context of the “shall,” “should,” “may,” and/or “could” statements, “normative,” or “informative” language with which they are expressed.
Therefore, cybersecurity must be viewed as a stack or “profile” of different security technologies and procedures, woven together to meet the security requirements of a particular implementation of a stack of policy, procedural, and communication standards designed to provide specific services. Ultimately, cybersecurity as applied to the information exchange standards should be described as profiles of technologies and procedures which can include both “power system” methods (e.g. redundant equipment, analysis of power system data, and validation of power system states) and information technology (IT) methods (e.g. encryption, role-based access control, and intrusion detection).

There also can be a relationship between certain communication standards and correlated cybersecurity technologies. For instance, if TCP/IP is being used at the transport layer and if authentication, data integrity, and/or confidentiality are important, then TLS (transport layer security) should most likely (but not absolutely) be used. For some specific Smart Grid communication standards, such as International Electrotechnical Commission (IEC) 61850 and IEC 60870-6, specific cybersecurity standards (IEC 62351 series) were developed to meet typical implementations of these standards.

In the following discussions of information exchange standard(s) being reviewed, these caveats should be taken into account.

Standardization Cycles of Information Exchange Standards

Information exchange standards, regardless of the standards organization, are developed over a time period of many months by experts who are trying to meet a specific need. In most cases, these experts are expected to revisit standards every five years in order to determine if updates are needed. In particular, since cybersecurity requirements were often not included in standards in the past, existing communication standards often have no references to security except in generalities, using language such as “appropriate security technologies and procedures should be implemented.”

With the advent of the Smart Grid, cybersecurity has become increasingly important within the utility sector. However, since the development cycles of communication standards and cybersecurity standards are usually independent of each other, appropriate normative references between these two types of standards are often missing. Over time, these missing normative references can be added, as appropriate.

Since technologies (including cybersecurity technologies) are rapidly changing to meet increasing new and more powerful threats, some cybersecurity standards can be out-of-date by the time they are released. This means that some requirements in a security standard may be inadequate (due to new technology developments), while references to other security standards may be obsolete. This rapid improving of technologies and obsolescence of older technologies is impossible to avoid, but may be ameliorated by indicating minimum requirements and urging fuller compliance to new technologies as these are proven.

References and Terminology

References to the National Institute of Standards and Technology (NIST) security requirements refer to the NIST Interagency Report (IR) 7628, Guidelines to Smart Grid Cyber Security, Chapter 3, High-Level Security Requirements.

The terms “approved”, “acceptable”, and “deprecated” are defined as the following:

· Approved is used to mean that an algorithm is specified in a FIPS or NIST Recommendation (published as a NIST Special Publication).

· Acceptable is used to mean that the algorithm and key length is safe to use; no security risk is currently known.

· Deprecated means that the use of the algorithm and key length is allowed, but the user must accept some risk. The term is used when discussing the key lengths or algorithms that may be used to apply cryptographic protection to data (e.g., encrypting or generating a digital signature).
References to “government-approved cryptography” refer to the list of approved cryptography suites identified in Chapter 4, Cryptography and Key Management, of NISTIR 7628. Summary tables of the approved cryptography suites are provided in Chapter 4.3.2.1.

As noted, standards have different degrees for expressing requirements, and the security requirements must match these degrees. For these standards assessments, the following terminology is used to express these different degrees
: 

· Requirements are expressed by “…shall…,” which indicates mandatory requirements strictly to be followed in order to conform to the standard and from which no deviation is permitted (shall equals is required to).

· Recommendations are expressed by “…should…,” which indicates that among several possibilities one is recommended as particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but not necessarily required (should equals is recommended that).

· Permitted or allowed items are expressed by “…may…,” which is used to indicate a course of action permissible within the limits of the standard (may equals is permitted to).

· Ability to carry out an action is expressed by “…can …,” which is used for statements of possibility and capability, whether material, physical, or causal (can equals is able to).
· The use of the word must is deprecated, and should not be used in these standards to define mandatory requirements. The word must is only used to describe unavoidable situations (e.g. “All traffic in this lane must turn right at the next intersection.”)
2. PAP03: OASIS EMIX
The OASIS EMIX standard is available at: http://docs.oasis-open.org/emix/emix/v1.0/csprd03/emix-v1.0-csprd03.pdf. 
2.1 Description of Document

The EMIX specification uses a definition of Product that includes attributes such as schedule, location, and source.  The EMIX Price and Product Descriptions specifications are documented as actionable information. When presented with standard messages conveying price and product information, automated systems can make decisions to optimize energy and economic results. In regulated electricity markets, price and products often are defined by complex tariffs, derived through processes that are not strictly based on economics. EMIX defines an information model to convey this actionable information and provides a description of the use of transactions in forward and futures wholesale energy markets and financial markets.
2.2 Assumptions and Issues
This document covers the GWAC-stack “Semantic Understanding” and the “Syntactic Interoperability” layers. Therefore, all cybersecurity issues should be understood as applying only in those two contexts.
2.3 Summary of Cybersecurity Content

Security is not addressed in this document, and is explicitly excluded in the scope. For instance, in section 1.8 Security Approaches states "EMIX will normally be conveyed in messages as part of business processes. Each business process will have its own security needs, including different consequences for failure of security. EMIX relies on the business processes using the standard to ensure secure exchange of Price and Product information in energy market transactions." 

2.3.1 Does the standard address cybersecurity? If not, should it?

The standard does not address security, but either it or a corresponding document should address security. It is important that security requirements be included in Services design standards. These transactions become the basis for forward and future wholesale energy markets and financial markets; transactions involving authentication and non-repudiation should be included in the design.

2.3.2 What aspects of cybersecurity does the standard address and how well (correctly) does it do so?

The standard does not address security within it and requires the implementer to have the security. It is not certain as to whether future releases will address security either by inclusion or reference. 
2.3.3 What aspects of cybersecurity does the standard not address? Which of these aspects should it address? Which should be handled by other means?

As with any information model, the security is dependent solely on the implementation of the information model.  OASIS does not develop a full stack within its specifications and currently only works with the information model, thus provides no ability to distinguish the sensitivity of one part of an information payload from another.  Achieving interoperability from a security perspective requires a separate standard that specifies implementation.
2.3.4 What work, if any, is being done currently or planned to address the gaps identified above?  Is there a stated timeframe for completion of these planned modifications?

Next steps for the OASIS Technical Committee on EMIX are not known.  However, the SGIP PAP09 (Standard DR and DER Signals) will continue to expand the work on EMIX.

2.3.5 Recommendations

The CSWG recommends that this document be accepted as is, but that corresponding documents be developed in future efforts (in a DEWG or PAP) that:
· Provide security requirements at the Syntactic Interoperability layer for information contained within the market information exchange transactions. These security requirements should cover confidentiality, integrity and availability, either by inclusion, reference, or both. 
· Provide security guidance for information model standards that consist substantially of XML-based data structures.  Such guidance can reference existing standards and explain alternatives and options for applying them to secure files and communications exchanges in XML-based formats.

2.3.6 List any references to other standards and whether they are normative or informative.

Normative and Non normative References are included below: 

2.3.6.1 Normative References

RFC2119
S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, http://www.ietf.org/rfc/rfc2119.txt, , IETF RFC 2119, March 1997.

ISO42173
United Nations Centre for Trade Facilitation and Electronic Business, Currency codes, ISO 42173A - Code List Schema Module http://www.unece.org/uncefact/codelist/standard/ISO_ISO3AlphaCurrencyCode_20100407.xsd 
GML
L van den Brink, C Portele, P. Vretanos Geography Markup Language (GML) simple features profile, OpenGIS® Implementation Standard, GML 3.2 Profile, Version 2.0, October 2010, http://schemas.opengis.net/gml/3.2.1/gml.xsd 
SI Units
Bureau International des Poids et Mesures (BIPM), The International System of Units, 8th Edition, May 2006. http://www.bipm.org/en/si/si_brochure/general.html 
SOA-RM
OASIS Standard, OASIS Reference Model for Service Oriented Architecture 1.0, October 2006 http://docs.oasis-open.org/soa-rm/v1.0/ 
URI
T. Berners-Lee, R. Fielding, L. Masinter, Uniform Resource Identifier (URI): Generic Syntax, http://www.ietf.org/rfc/rfc3986.txt, January 2005
WS-Calendar
OASIS Committee Specification Draft 03, WS-Calendar, May 2011, http://docs.oasis-open.org/ws-calendar/ws-calendar-spec/v1.0/csprd02/ws-calendar-spec-v1.0-csprd02.pdf 
XML Schema
H. Thompson, D Beech, M Maloney, N Mendelsohn, XML Schema Part 1: Structures Second Edition, http://www.w3.org/TR/xmlschema-1/  October 2004 PV Biron, A Malhotra, XML Schema Part 2: Datatypes Second Edition, http://www.w3.org/TR/xmlschema-2/  October 2004. 

2.3.6.2 Informative References

Budeanu
C.I. Budeanu, The different options and conceptions regarding active power in nonsinusoidal systems. Rumanian National Institute, 1927
Caramia
P Caramia, G. Carpinelli, P Verde, Power Quality Indices in Liberalized Markets, Wiley 2009
EISA
Energy Independence and Security Act (EISA 2007) http://www.gpo.gov/fdsys/pkg/PLAW-110publ140/content-detail.html 
EN50160
EN50160-2000 (2003) Electromagnetic Compatibility (EMC) – Part 4-30: Testing and Measurement Techniques – Power Quality Measurement Methods, Edition 2, June.
FIX
Financial Information eXchange (FIX) Protocol, http://www.fixprotocol.org/specifications/FIX.5.0SP2 
IEC TC57
IEC TC 57 Power Systems Management and Associated Information Exchange, IEC 61968-9 Application integration at electric utilities - System interfaces for distribution management - Part 9: Interfaces for meter reading and control http://webstore.iec.ch/preview/info_iec61968-9%7Bed1.0%7Den.pdf IEC 61970-301, Energy management system application program interface (EMS-API) - Part 301: Common information model (CIM) base http://webstore.iec.ch/Webstore/webstore.nsf/Artnum_PK/42807 
IEC61000-4-30
IEC 61000-4-30–2003, Electromagnetic compatibility (EMC) – Part 4-30: Testing and measurement techniques – Power quality measurement methods
IEEE1519
IEEE1159-2009, IEEE Recommended Practice for Monitoring Electric Power Quality, ieee.org 
IEEE1547
IEEE 1547, Standard for Interconnecting Distributed Resources with Electric Power Systems, ieee.org 
IEEEv15#3
Pretorius, van Wyk, Swart. An Evaluation of Some Alternative Methods of Power Resolution in a Large Industrial Plant, 1990 IEEE Transactions on Power Delivery, VOL. 15, NO. 3, JULY 2000
ISO 20022
ISO Standards, Financial Services - Universal financial industry message scheme, http://www.iso20022.org/UNIFI_ISO20022_standard 
Kingham
Brian Kingham, Quality of Supply Standards: Is EN 50160 the Answer?, 17th Conference of Electrical Power Supply Industry, Macau, 2008; also EPRI Power Quality Conference, 2008; Also available at  http://www.oasis-open.org/committees/download.php/37248/Power%20Quality%20White%20Paper%20from%20Schneider.pdf 
NAESB PAP03
Requirements Specification for Common Electricity Product and Pricing Definition, North American Energy Standards Board [NAESB], March, 2010 NAESB Wholesale Electrical Quadrant Business Practice http://www.naesb.org/member_login_check.asp?doc=fa_2010_weq_api_6_a_ii.doc NAESB Retail Electrical Quadrant Business Practice, http://www.naesb.org/member_login_check.asp?doc=fa_2010_retail_api_9_a.doc 
NAESB MDL
Wholesale Electrical Quadrant Business Practice Master Data Element List, http://www.naesb.org/member_login_check.asp?doc=fa_2010_weq_api_6_a-c.doc  Retail Electrical Quadrant Business Practice Master Data Element List, http://www.naesb.org/member_login_check.asp?doc=fa_2010_retail_api_9_a-c.doc 
NAESB PAP10
NAESB Wholesale Electrical Quadrant Business Practice Standard PAP10 http://www.naesb.org/member_login_check.asp?doc=fa_weq_2010_ap_6d.doc  NAESB Retail Electrical Quadrant Business Practice Standard PAP10 http://www.naesb.org/member_login_check.asp?doc=fa_req_2010_retail_ap_9d.doc Energy Usage Model (freely available): http://www.naesb.org/pdf4/naesb_energy_usage_information_model.pdf 

NAESB M&V
Measurement and Verification Standards Wholesale Electrical Quadrant Business Practice Standard: http://www.naesb.org/member_login_check.asp?doc=fa_2010_weq_api_4a_4b.doc  Retail Electrical Quadrant Business Practice Standard: http://www.naesb.org/member_login_check.asp?doc=fa_2010_retail_api_3_c.doc 
NIEM
NIEM Technical Architecture Committee (NTAC), National Information Exchange Model Naming and Design Rules v1.3, October 2008, http://www.niem.gov/pdf/NIEM-NDR-1-3.pdf 
OpenADR
Mary Ann Piette, Girish Ghatikar, Sila Kiliccote, Ed Koch, Dan Hennage, Peter Palensky, and Charles McParland. 2009. Open Automated Demand Response Communications Specification (Version 1.0). California Energy Commission, PIER Program. CEC-500-2009-063. http://openadr.lbl.gov/pdf/cec-500-2009-063.pdf 
TeMIX
Transactive Energy Market Information Exchange [TeMIX] an approved Note of the EMIX TC. Ed Cazalet et al. http://www.oasis-open.org/committees/download.php/37954/TeMIX-20100523.pdf 
NIST Roadmap
NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, http://www.nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf 
NIST PAP03
Details of PAP03 can be found at http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP03PriceProduct 
RFC5545
B. Desruisseaux Internet Calendaring and Scheduling Core Object Specification (iCalendar), http://www.ietf.org/rfc/rfc5545.txt, IETF RFC 5545, September 2009. 

RDDL
J Borden, T Bray, Resource Directory Description Language (RDDL) Version 2.0, October, 2002, http://www.rddl.org/RDDL2 
UML
Unified Modeling Language (UML), Version 2.2, Object Management Group, February, 2009, http://www.omg.org/spec/UML/2.2/ 
WS-Calendar
Note OASIS Committee Note Public Review Draft, WS-Calendar Conceptual Overview, http://docs.oasis-open.org/ws-calendar/ws-calendar/v1.0/CD01/WS-Calendar-Conceptual-Overview-CD01.pdf 
�GridWise Architecture Council, � HYPERLINK "http://www.gridwiseac.org/pdfs/interopframework_v1.pdf" �http://www.gridwiseac.org/pdfs/interopframework_v1.pdf�


� The definitions are obtained from NIST Special Publication 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths.


� The first clause of each terminology definition comes from the International Electrotechnical Commission (IEC) Annex H of Part 2 of ISO/IEC Directives. The second clause (after “which”) comes from the Institute of Electrical and Electronics Engineers (IEEE) as a further amplification of the term.
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