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Security Assessment of BACnet, a Data Communication Protocol for Building Automation and Control Networks
[bookmark: _Toc273704898]Introduction
[bookmark: _Toc273704899][bookmark: _Toc276464221]Correlation of Cybersecurity with Information Exchange Standards
Correlating cybersecurity with specific information exchange standards, including functional requirements standards, object modeling standards, and communication standards, is very complex. There is rarely a one-to-one correlation, with more often a one-to-many or many-to-one correspondence. 
First, communication standards for the Smart Grid are designed to meet many different requirements at many different “layers” in the communications “stack” or “profile.” Two commonly used profiles are the ISO/OSI 7-layer reference model[footnoteRef:1] and the GridWise Architecture Council (GWAC) Stack[footnoteRef:2] (see Figure 1), where the OSI 7-layer model essentially maps into the Technical levels of the GWAC Stack.  Some standards address the lower layers of the communications stack, such as wireless media, fiber optic cables, and power line carrier. Others address the “transport” layers for getting messages from one location to another. Still others cover the “application” layers, the semantic structures of the information as it is transmitted between software applications. In addition, there are communication standards that are strictly abstract models of information – the relationships of pieces of information with each other. Cybersecurity is cross-cutting and reflect cybersecurity requirements at all levels: cybersecurity policies and procedures mainly cover the GWAC Stack Organizational and Informational levels, while cybersecurity technologies generally address those requirements at the Technical level.   [1:  ISO 7498-1:1994, Information technology -- Open Systems Interconnection -- Basic Reference Model: The Basic Model. For more detailed discussion, see http://en.wikipedia.org/wiki/OSI_model (Wikipedia)]  [2:  http://www.gridwiseac.org/, click on publications, then find GridWise® Interoperability Context-Setting Framework ] 
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[bookmark: _Ref315415962]Figure 1: ISO/OSI 7-Layer Reference Model and GWAC Stack Reference Model
Second, regardless of what communications standards are used, cybersecurity must address all layers – end-to-end – from the source of the data to the ultimate destination of the data. In addition, cybersecurity must address those aspects outside of the communications system in the upper GWAC Stack layers that may just be functional requirements or may rely on procedures rather than technologies, such as authenticating the users and software applications, and screening personnel. Cybersecurity must also address how to: cope during an attack, recover from it afterwards, and create a trail of forensic information to be used in post-attack analysis. 
Third, the cybersecurity requirements must reflect the environment where a standard is implemented rather than the standard itself: how and where a standard is used must establish the levels and types of cybersecurity needed. Communications standards do not address the importance of specific data or how it might be used in systems; these standards only address how to exchange the data.  Standards related to the upper layers of the GWAC Stack may address issues of data importance.
Fourth, some standards do not mandate their provisions using “shall” statements, but rather use statements such as “should,” “may,” or “could.” Some standards also define their provisions as being “normative” or “informative.” Normative provisions often are expressed with “shall” statements. Various standards organizations use different terms (e.g., standard, guideline) to characterize their standards according to the kinds of statements used. If standards include security provisions, they need to be understood in the context of the “shall,” “should,” “may,” and/or “could” statements, “normative,” or “informative” language with which they are expressed.
Therefore, cybersecurity must be viewed as a stack or “profile” of different security technologies and procedures, woven together to meet the security requirements of a particular implementation of a stack of policy, procedural, and communication standards designed to provide specific services. Ultimately, cybersecurity as applied to the information exchange standards should be described as profiles of technologies and procedures which can include both “power system” methods (e.g. redundant equipment, analysis of power system data, and validation of power system states) and information technology (IT) methods (e.g. encryption, role-based access control, and intrusion detection).
There also can be a relationship between certain communication standards and correlated cybersecurity technologies. For instance, if TCP/IP is being used at the transport layer and if authentication, data integrity, and/or confidentiality are important, then TLS (transport layer security) should most likely (but not absolutely) be used.
In the following discussions of information exchange standard(s) being reviewed, these caveats should be taken into account.
[bookmark: _Toc273704900][bookmark: _Toc276464222]Correlation of Cybersecurity Requirements with Physical Security Requirements
Correlating cybersecurity requirements with specific physical security requirements is very complex since they generally address very different aspects of a system. Although both cyber and physical security requirements seek to prevent or deter deliberate or inadvertent attackers from accessing a protected facility, resource, or information, physical security solutions and procedures are vastly different from cybersecurity solutions and procedures, and involve very different expertise. Each may, in fact, be used to help protect the other, while compromises of one can definitely compromise the other. 
Physical and environmental security that encompasses protection of physical assets from damage is addressed by the NISTIR 7628 only at a high level. Therefore, assessments of standards that cover these non-cyber issues must necessarily also be at a general level.
Standardization Cycles of Information Exchange Standards
Information exchange standards, regardless of the standards organization, are developed over a time period of many months by experts who are trying to meet a specific need. In most cases, these experts are expected to revisit standards every five years in order to determine if updates are needed. In particular, since cybersecurity requirements were often not included in standards in the past, existing communication standards often have no references to security except in generalities, using language such as “appropriate security technologies and procedures should be implemented.”
With the advent of the Smart Grid, cybersecurity has become increasingly important within the utility sector. However, since the development cycles of communication standards and cybersecurity standards are usually independent of each other, appropriate normative references between these two types of standards are often missing. Over time, these missing normative references can be added, as appropriate.
Since technologies (including cybersecurity technologies) are rapidly changing to meet increasing new and more powerful threats, some cybersecurity standards can be out-of-date by the time they are released. This means that some requirements in a security standard may be inadequate (due to new technology developments), while references to other security standards may be obsolete. This rapid improving of technologies and obsolescence of older technologies is impossible to avoid, but may be ameliorated by indicating minimum requirements and urging fuller compliance to new technologies as these are proven.
[bookmark: _Toc276464223]References and Terminology
References to the National Institute of Standards and Technology (NIST) security requirements refer to the NIST Interagency Report (IR) 7628, Guidelines to Smart Grid Cyber Security, Chapter 3, High-Level Security Requirements.
References to “government-approved cryptography” refer to the list of approved cryptography suites identified in Chapter 4, Cryptography and Key Management, of NISTIR 7628. Summary tables of the approved cryptography suites are provided in Chapter 4.3.2.1.
The terms “approved,” “acceptable,” and “deprecated” are defined as the following[footnoteRef:3]: [3:  The definitions are obtained from NIST Special Publication 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths.] 

Approved is used to mean that an algorithm is specified in a FIPS or NIST Recommendation (published as a NIST Special Publication).
Acceptable is used to mean that the algorithm and key length is safe to use; no security risk is currently known.
Deprecated means that the use of the algorithm and key length is allowed, but the user must accept some risk. The term is used when discussing the key lengths or algorithms that may be used to apply cryptographic protection to data (e.g., encrypting or generating a digital signature).
As noted, standards have different degrees for expressing requirements, and the security requirements must match these degrees. For these standards assessments, the following terminology is used to express these different degrees[footnoteRef:4]:  [4:  The first clause of each terminology definition comes from the International Electrotechnical Commission (IEC) Annex H of Part 2 of ISO/IEC Directives. The second clause (after “which”) comes from the Institute of Electrical and Electronics Engineers (IEEE) as a further amplification of the term.] 

Requirements are expressed by “…shall…,” which indicates mandatory requirements strictly to be followed in order to conform to the standard and from which no deviation is permitted (shall equals is required to).
Recommendations are expressed by “…should…,” which indicates that among several possibilities one is recommended as particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but not necessarily required (should equals is recommended that).
Permitted or allowed items are expressed by “…may…,” which is used to indicate a course of action permissible within the limits of the standard (may equals is permitted to).
Ability to carry out an action is expressed by “…can …,” which is used for statements of possibility and capability, whether material, physical, or causal (can equals is able to).
The use of the word must is deprecated, and should not be used in these standards to define mandatory requirements. The word must is only used to describe unavoidable situations (e.g. “All traffic in this lane must turn right at the next intersection.”)
ANSI/ASHRAE 135-2010, BACnet, a Data Communication Protocol for Building Automation and Control Networks
[bookmark: _Toc273453952]Description of Document
[bookmark: _Toc273453953]The purpose of this standard is to define data communication services and protocols for computer equipment used for monitoring and control of HVAC&R and other building systems and to define, in addition, an abstract, object-oriented representation of information communicated between such equipment, thereby facilitating the application and use of digital control technology in buildings.
This protocol provides a comprehensive set of messages for conveying encoded binary, analog, and alphanumeric data between devices including, but not limited to:
(a) hardware binary input and output values,
(b) hardware analog input and output values,
(c) software binary and analog values,
(d) text string values,
(e) schedule information,
(f) alarm and event information,
(g) files, and
(h) control logic.
This protocol models each building automation and control computer as a collection of data structures called "objects," the properties of which represent various aspects of the hardware, software, and operation of the device.
These objects provide a means of identifying and accessing information without requiring knowledge of the details of the device's internal design or configuration.
Assumptions
BACnet is based on a four-layer collapsed architecture that corresponds to the physical, data link, network, and application layers of the OSI model. The application layer and a simple network layer are defined in the BACnet standard, while BACnet provides seven options that correspond to the OSI data link and physical layers. See Figure 1.
[image: C:\Users\FRANCE~1\AppData\Local\Temp\scl1.PNG]
[bookmark: _Ref314047474]Figure 1: BACnet layers

Assessment of Cybersecurity Content
Does the standard address cybersecurity? If not, should it?
Clause 4.3, Security, in the BACnet standard states, “The principal security threats to BACnet systems are people who, intentionally or by accident, modify a device's configuration or control parameters. Problems due to an errant computer are outside the realm of security considerations. One important place for security measures is the operator-machine interface. Since the operator-machine interface is not part of the communication protocol, vendors are free to include password protection, audit trails, or other controls to this interface as needed. In addition, write access to any properties that are not explicitly required to be "writable" by this standard may be restricted to modifications made only in virtual terminal mode or be prohibited entirely. This permits vendors to protect key properties with a security mechanism that is as sophisticated as they consider appropriate. BACnet also defines services that can be used to provide peer entity, data origin, and operator authentication.”
Clause 24, Network Security, further states, “This clause defines a security architecture for BACnet. Network security in BACnet is optional. The intent of this architecture is to provide peer entity, data origin, and operator authentication, as well as data confidentiality and integrity. Other aspects of communications security, such as authorization policies, access control lists, and non-repudiation, are not defined by this standard. Systems that require these functions may add them to BACnet by using the proprietary extensibility features provided for by this architecture, or by some other proprietary means.”
No security requirements are mandatory at the BACnet Application Layer, although security anomalies and errors can optionally be reported from the Network Layer to the Application Layer. Network Layer security is defined, but is optional. 
As noted in the Clause 4.3 statement, security between people and the BACnet devices is outside the scope of this standard and is left up to the vendors. Although it is reasonable to exclude precise security solutions for these interactions, this is a cybersecurity vulnerability that could be addressed in the standard as a requirement for the vendors, e.g. “Requirement: Vendors shall validate data for reasonability and shall log all critical data exchanges.”
This security statement further identifies that BACnet does not include cybersecurity protection against unauthorized or invalid control commands except by the vendor designing protection or prohibiting such control commands from being executed. This is a cybersecurity vulnerability for devices that must include control capabilities, and could be addressed by vendor requirements, e.g. “Requirement: Vendors shall provide strong authentication security methods for all critical control interactions or shall prohibit the execution of unsecured critical control commands”.
Clause 24 describes the network security requirements.
What aspects of cybersecurity does the standard address and how well (correctly) does it do so?

[bookmark: _Ref275172974]Table 1: Correlations between Standard being Assessed and the NISTIR Security Requirements
	Reference in Standard
	Applicable NISTIR 7628 Requirement
	Comments if NISTIR Requirement Is Not Completely Met

	4.3 Security
	SG.AC-1 Access Control Policy and Procedures
	Access control is optional and is left up to vendors to design and implement, although BACnet does provide security support services at the Network Layer

	5.1 The Application Layer Model
	SG.AU-6 Audit Monitoring, Analysis, and Reporting
	Security error codes can be received from the Network Layer by the Application Layer, but are optional and their format is not specified. 
Security errors are contained in the authenticated portion of the messages in all cases where the messages can be secured. The exceptions are where the error indicates that security is not correctly configured. 

	6.1 Network Layer Service Specification
	SG.SC-8 Communication Integrity
	Optional security parameters are used to identify what security is required. 
The complete set of security parameters are within the signed portion of the message. The important network layer parameters that are normally outside of the security header are duplicated within the security header to ensure that they are also signed.

	6.4.4 Reject-Message-To-Network
	SG.SI.9 Error Handling
	

	12.49 Network Security Object Type
	SG.SC-14 Transmission of Security Parameters
	The security parameters are included in the signed portion of the message thus modifications would be detected.
Site operator would use their network security key management tool to authorize installers to have appropriate access to only those devices that they want to allow. 
No audit logging requirements are included, since the expectation is that the realm that BACnet is used will provide the more detailed security requirements. Even though audit logging is not directly an interoperability issue, the existence of audit logs is nonetheless a critical cybersecurity requirement for any implementation of BACnet
Therefore, if a BACnet building is included in the “Smart Grid”, then audit logging should become required. 
The key is that if audit logs are more important for security then they should be interoperable. There may need a reference to a “standard” audit logging capability, if such a standard exists.

	12.49.15 Do_Not_Hide
	SG.AU-6 Audit Monitoring, Analysis, and Reporting
	This Do_Not_Hide capability allows the user to put the system into “debug”  mode. The expectation is that products which provide the user with the ability to perform restricted commands will provide adequate user authentication and authorization checks. It is also expected that only authorized BACnet products will be provided with the shard secret which allows access to the network.
Do not have a “best practices” for BACnet, but are open to developing such a document, particularly related to cybersecurity. 
This is another example where “best practices” for securing BACnet implementations would be critical to help ensure appropriate development of cybersecurity policies, procedures, and technologies

	15.4 DeleteObject Service
	SG.SC-5 Denial of Service Protection
	

	16.1.1.1.3 Password
	SG.AC-21 Passwords
	For insecure BACnet interactions, the password could be sent in the clear since encryption is not mandatory.

	18.5 Error Class - Security
	SG.SI-9 Error Handling
	

	21 Formal Description of Application Protocol Data Units:
BACnetNetworkSecurityPolicy
	SG.SI-6 Security Functionality Verification
	A device with a policy of “signed-trusted” is able to generate and accept requests that are “encrypted-trusted” as encrypted messages are signed. The different policies are increasingly more secure and there is no restriction on a device participating in conversations that are more secure than its minimum policy level.
 

	21 Formal Description of Application Protocol Data Units:
BACnetSecurityKeySet
	SG.SC-11 Cryptographic Key Establishment and Management
	Clause 24.21 provides an overview of the key exchange mechanism.



	24.1.2 Shared Keys
	SG.SC-11 Cryptographic Key Establishment and Management
	[bookmark: _GoBack]Clause 24 was reviewed by crypto experts at NIST. 


What aspects of cybersecurity does the standard not address? Which of these aspects should it address? Which should be handled by other means?
Application Layer security and the interactions with external persons or systems are not addressed. Although the precise methods need not be addressed in this document, cybersecurity requirements for vendors and their implementations could address these cybersecurity gaps. in this or another document.

What work, if any, is being done currently or is planned to address the gaps identified above?  Is there a stated timeframe for completion of these planned modifications?

The Network Security Working Group has started work on standardizing user authentication. There is no timeline for completion.

Recommendations
The CSWG recommends that the BACnet group or associated group develop the following types of documents:
Best practices for implementing cybersecurity for BACnet implementations
Identify minimal requirements for audit logging for BACnet systems

List any references to other standards and whether they are normative or informative

ANSI/EIA/CEA-709.1-B (2002), Control Network Protocol Specification.
ANSI/IEEE Standard 754 (1985), IEEE Standard for Binary Floating-Point Arithmetic.
ANSI/INCITS 92-1981 (R1998), (formerly ANSI X3.92-1981), Data Encryption Algorithm.
ANSI/INCITS X3.4-1986 (R1997), Information Processing - Coded Character Sets - 7-Bit American National Standard Code for Information Interchange (7-bit ASCII).
ANSI/TIA/EIA-232-F-1997 (R2002), Interface Between Data Terminal Equipment and Data Communication Equipment Employing Serial Binary Data Interchange.
ANSI/TIA/EIA-485-A-1998 (R2003), Standard for Electrical Characteristics of Generators and Receivers for Use in Balanced Digital Multipoint Systems.
ANSI X3.41-1974 (R1990), American National Standard Code Extension Techniques for Use with the 7-bit Coded Character Set of American National Standard Code for Information Interchange.
ATA 878.1 (1999), ARCNET Local Area Network Standard.
DDN Protocol Handbook, Volumes 1-3, NIC 50004, 50005, and 50006.
Echelon, LonMark􀂕 Layer 1-6 Interoperability Guidelines Version 3.3.
FIPS 46-2 (1993), Federal Information Processing Standards - Data Encryption Standard.
FIPS 180-2 (2002), Federal Information Processing Standards - Secure Hash Standard
FIPS 197 (2002), Federal Information Processing Standards - Advanced Encryption Standard
IETF RFC 2616 (1999), Hypertext Transfer Protocol - HTTP/1.1, Internet Engineering Task Force
IETF RFC 2617 (1999), HTTP Authentication: Basic and Digest Access Authentication, Internet Engineering Task Force
IETF RFC 2246 (1999), The TLS Protocol Version 1.0, Internet Engineering Task Force
ISO 7498 (1984), Information processing systems - Open Systems Interconnection - Basic Reference Model.
ISO TR 8509 (1987), Information processing systems - Open Systems Interconnection - service conventions.
ISO 8649 (1988), Information processing systems - Open Systems Interconnection - Service definition for the Association Control Service Element.
ISO 8802-2 (1998), Information processing systems - Local area networks - Part 2: Logical link control.
ISO/IEC 8802-3 (2000), Information processing systems - Local area networks - Part 3: Carrier sense multiple access with collision detection (CSMA/CD) access method and physical layer specifications.
ISO 8822 (1994), Information processing systems - Open Systems Interconnection - Connection-oriented presentation service definition.
ISO/IEC 8824 (1990), Information technology - Open Systems Interconnection - Specification of Abstract Syntax Notation One (ASN.1).
ISO/IEC 8825 (1990), Information technology - Open Systems Interconnection - Specification of Basic Encoding Rules for
Abstract Syntax Notation One (ASN.1).
ISO 9545 (1994), Information processing systems - Open Systems Interconnection - Application Layer Structure (ALS).
ISO/IEC 10646-1 (2000), IT - Universal Multiple-Octet Coded Character Set (UCS) - Part 1: Architecture and Basic Multilingual Plane.
JIS C 6226 (1983), Code of the Japanese Graphic Character Set for Information Interchange. Japan Institute for Standardization.
Konnex Association, Konnex Handbook Volume 3: System Specifications.
Konnex Association, Konnex Handbook Volume 3: System Specifications, Part 7: Interworking, Chapter 2: Datapoint Types.
Konnex Association, Konnex Handbook Volume 3: System Specifications, Part 7: Interworking, Chapter 3: Standard Identifier Tables, Annex 1 - Property Identifiers.
Konnex Association, Konnex Handbook Volume 7: Applications Descriptions.
NETSCAPE SSL3 DRAFT302 (1996), The SSL Protocol Version 3.0, Netscape Communications
UNICODE Technical Report# 17-5: Character Encoding Model. The Unicode Consortium.
W3C (2000), Simple Object Access Protocol (SOAP) 1.1, World Wide Web Consortium
W3C (2001), XML Schema Part 0: Primer, World Wide Web Consortium
W3C (2001), XML Schema Part 1: Structures, World Wide Web Consortium
W3C (2001), XML Schema Part 2: Datatypes, World Wide Web Consortium
W3C (2003), Extensible Markup Language (XML) 1.0 (Second Edition), World Wide Web Consortium
WS-I (2004), WS-I Basic Profile 1.0, Web Services Interoperability Organization
Sources for Reference Material
ANSI: American National Standards Institute, 25 West 43rd St., 4th Floor, New York , NY 10036.
DDN: Available from the Defense Data Network Information Center, SRI International, 333 Ravenswood Ave., Room EJ291, Menlo Park, CA 94025.
Echelon: Echelon Corporation, 550 Meridian Ave., San Jose, CA 95126.
EIA: Electronics Industries Alliance, 2500 Wilson Blvd. Arington, VA 22201.
EIBA: EIB Association (EIBA) s.c.r.l., Neerveldstraat / Rue de Neerveld 105, B-1200 Brussels, Belgium
FIPS: National Institute of Standards and Technology, Gaithersburg, MD 20899.
IEEE: The Institute of Electrical and Electronics Engineers, Inc., 3 Park Ave., 17th Floor, New York, NY 10016.
Internet Engineering Task Force, www.ietf.org.
INCITS: The International Committee for Information Technology Standards (INCITS) is sponsored by the Information Technology Industry Council (ITI), 1250 Eye St. NW, Suite 200, Washington, DC 20005.
ISO: Available from ANSI.
JIS: Available from ANSI.
Konnex Association: Neerveldstraat / Rue de Neerveld 105, B-1200 Brussels, Belgium
LonMark International, 550 Meridian Avenue, San Jose, CA 95126.
Netscape Communications, www.netscape.com
The Unicode Consortium. P.O. Box 391476, Mountain View, CA 94039-1476, USA.
W3C: World Wide Web Consortium, www.w3.org
WS-I: Web Services Interoperability Organization, www.ws-i.org
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