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1. Introduction

1.1 Correlation of Cybersecurity with Information Exchange Standards

Correlating cybersecurity with specific information exchange standards, including functional requirements standards, object modeling standards, and communication standards, is very complex. There is rarely a one-to-one correlation, with more often a one-to-many or many-to-one correspondence. 

First, communication standards for the Smart Grid are designed to meet many different requirements at many different “layers” in the reference model. Two commonly used reference models are the International Organization for Standardization (ISO) / Open Systems Interconnection model (OSI) 7-layer reference model
 and the GridWise Architecture Council (GWAC) Stack
 (see Figure 1), where the OSI 7-layer model maps to the Technical levels of the GWAC Stack.  Some standards address the lower layers of the reference models, such as wireless media, fiber optic cables, and power line carrier. Others address the “transport” layers for getting messages from one location to another. Still others cover the “application” layers, the semantic structures of the information as it is transmitted between software applications. In addition, there are communication standards that are strictly abstract models of information – the relationships of pieces of information with each other. Cybersecurity is a cross-cutting issue and should be reflected in requirements at all levels: cybersecurity policies and procedures mainly cover the GWAC Stack Organizational and Informational levels, while cybersecurity technologies generally address those requirements at the Technical level.  
	OSI 7-Layer Reference Model
Application
Presentation
Session
Transport
Network
Data Link
Physical

	GWAC Stack 
[image: image1.png]Interoperability Categories Description

Political and Economic Objectivesas

8: Economic/Regulatory Policy - Embodiedin Policy and Regulation

Organizational
9 7 Sharedbetween Businesses

’ Strategic and Tactical Objectives
Alignmentbetween Operational Business
Processesand Procedures

5 Awareness ofthe Business Knowledge

5: Business Context | Relatedtoa Specific Interaction

Informational Understanding ofthe Concepts Contained
4: Semantic Understanding

in the Message Data Structures

Understanding of Data Structure in
Messages Exchanged between Systems

Mechanism to Exchange Messages between
Multiple Systems acrossa Variety of Networks

Mechanism to Establish Physical

and Logical Connections between Systems




	[image: image2.png]Cross-cutting Issues

UONN|OAT WA)SAS >

uopeinbyuod g A1sA0dsIa >

Aunqeess/AqelD y/oueunonad->

UoleAISS3ald WAISAS

3B\ @jels g uonoesuell

Bunipny 2 buib6o

Aseaud g2 AQunoas

Bupuanbas @ YsuAs awil

uopnesuynuU3IP| I24No0sSaIYy

AN (A DA
A2 A2 2L

ju3ajuod jo Bujues paieys







Figure 1: ISO/OSI 7-Layer Reference Model and GWAC Stack Reference Model
Second, regardless of what communications standards are used, cybersecurity must address all layers – end-to-end – from the source of the data to the ultimate destination of the data. In addition, cybersecurity must address those aspects outside of the communications system in the upper GWAC Stack layers that may be functional requirements or may rely on procedures rather than technologies, such as authenticating the users and software applications, and screening personnel. Cybersecurity must also address how to cope during an attack, recover from it afterwards, and create a trail of forensic information to be used in post-attack analysis. 
Third, the cybersecurity requirements must reflect the environment where a standard is implemented rather than the standard itself - how and where a standard is used must establish the levels and types of cybersecurity needed. Communications standards do not address the importance of specific data or how it might be used in systems; these standards only address how to exchange the data.  Standards related to the upper layers of the GWAC Stack may address issues of data importance.
Fourth, some standards do not mandate their provisions using “shall” statements, but rather use statements such as “should,” “may,” or “could.” Some standards also define their provisions as being “normative” or “informative.” Normative provisions often are expressed with “shall” statements. Various standards organizations use different terms (e.g., standard, guideline) to characterize their standards according to the kinds of statements used. If standards include security provisions, they need to be understood in the context of the “shall,” “should,” “may,” and/or “could” statements, “normative,” or “informative” language with which they are expressed.
Therefore, cybersecurity must be viewed as a stack or “profile” of different security technologies and procedures, woven together to meet the security requirements of a particular implementation of policy, procedural, and communication standards designed to provide specific services. Ultimately cybersecurity, as applied to the information exchange standards, should be described as profiles of technologies and procedures which can include both “power system” methods (e.g. redundant equipment, analysis of power system data, and validation of power system states) and information technology (IT) methods (e.g. encryption, role-based access control, and intrusion detection).
There also can be a relationship between certain communication standards and correlated cybersecurity technologies. For instance, if Transmission Control Protocol (TCP)/Internet Protocol (IP) is being used at the transport layer and if authentication, data integrity, and/or confidentiality are important, then transport layer security (TLS) should be used.
In the following discussions of information exchange standard being reviewed, these caveats should be taken into account.
1.2 Correlation of Cybersecurity Requirements with Physical Security Requirements
Correlating cybersecurity requirements with specific physical security requirements is very complex since they generally address very different aspects of a system. Although both cyber and physical security requirements seek to prevent or deter deliberate or inadvertent attackers from accessing a protected facility, resource, or information, physical security solutions and procedures are vastly different from cybersecurity solutions and procedures, and involve very different expertise. Each may be used to help protect the other, while compromises of one can definitely compromise the other. 
Physical and environmental security that encompasses protection of physical assets from damage is addressed by the National Institute of Standards and Technology (NIST) Interagency Report (IR) 7628, Guidelines to Smart Grid Cyber Security, only at a high level. Therefore, assessments of standards that cover these non-cyber issues must necessarily also be at a general level.
1.3 Standardization Cycles of Information Exchange Standards
Information exchange standards, regardless of the standards organization, are developed over a time period of many months by experts who are trying to meet a specific need. In most cases, these experts are expected to revisit standards every five years in order to determine if updates are needed. In particular, since cybersecurity requirements were often not included in standards in the past, existing communication standards often have no references to security except in generalities, using language such as “appropriate security technologies and procedures should be implemented.”
With the advent of the Smart Grid, cybersecurity has become increasingly important within the utility sector. However, since the development cycles of communication standards and cybersecurity standards are usually independent of each other, appropriate normative references between these two types of standards are often missing. Over time, these missing normative references can be added, as appropriate.
Since technologies (including cybersecurity technologies) are rapidly changing to meet increasing new and more powerful threats, some cybersecurity standards can be out-of-date by the time they are released. This means that some requirements in a security standard may be inadequate (due to new technology developments), while references to other security standards may be obsolete. This rapid improving of technologies and obsolescence of older technologies is impossible to avoid, but may be ameliorated by indicating minimum requirements and urging fuller compliance to new technologies as these are proven.
1.4 References and Terminology
References to NISTIR 7628, security requirements refer to NISTIR 7628, Guidelines for Smart Grid Cyber Security, Chapter 3, High-Level Security Requirements.
References to “government-approved cryptography” refer to the list of approved cryptography suites identified in Chapter 4, Cryptography and Key Management, of NISTIR 7628. Summary tables of the approved cryptography suites are provided in Chapter 4.3.2.1.
The terms “approved”, “acceptable”, and “deprecated” are defined as the following:

· Approved is used to mean that an algorithm is specified in a FIPS or NIST Recommendation (published as a NIST Special Publication).
· Acceptable is used to mean that the algorithm and key length is safe to use; no security risk is currently known.
· Deprecated means that the use of the algorithm and key length is allowed, but the user must accept some risk. The term is used when discussing the key lengths or algorithms that may be used to apply cryptographic protection to data (e.g., encrypting or generating a digital signature).
As noted, standards have different degrees for expressing requirements, and the security requirements must match these degrees. For these standards assessments, the following terminology is used to express these different degrees
: 
· Requirements are expressed by “…shall…,” which indicates mandatory requirements strictly to be followed in order to conform to the standard and from which no deviation is permitted (shall equals is required to).
· Recommendations are expressed by “…should…,” which indicates that among several possibilities one is recommended as particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but not necessarily required (should equals is recommended that).
· Permitted or allowed items are expressed by “…may…,” which is used to indicate a course of action permissible within the limits of the standard (may equals is permitted to).
· Ability to carry out an action is expressed by “…can …,” which is used for statements of possibility and capability, whether material, physical, or causal (can equals is able to).
· The use of the word must is deprecated, and should not be used in these standards to define mandatory requirements. The word must is only used to describe unavoidable situations (e.g. “All traffic in this lane must turn right at the next intersection.”)
2. IEC 62541-4 OPC Unified Architecture – Part 4: Services
2.1 Description of Document
IEC 62541-4 is a normative international standard (IS). The scope of this document states, “This part of IEC 62541 defines the OPC Unified Architecture (OPC UA) Services. The Services described are the collection of abstract Remote Procedure Calls (RPC) that are implemented by OPC UA Servers and called by OPC UA Clients. All interactions between OPC UA Clients and Servers occur via these Services. The defined Services are considered abstract because no particular RPC mechanism for implementation is defined in this part of IEC 62541. IEC 62541-6 specifies one or more concrete mappings supported for implementation.”
The SecureChannel Service Set is described as follows:
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2.2 Assumptions
IEC 62541-4 is an IS and thus a normative part of the IEC 62541 series. It covers the security services; how these services could be used is discussed in IEC 62541-2.
2.3 Assessment of Cybersecurity Content
2.3.1 Does the standard address cybersecurity? If not, should it?
IEC 62541-4 does address cybersecurity. 
2.3.2 What aspects of cybersecurity does the standard address and how well (correctly) does it do so?
Table 1: Correlations between Standard being Assessed and the NISTIR Security Requirements
	Reference in Standard
	Applicable NISTIR 7628 Requirements
	Comments including how NISTIR HLR Requirements Are or Are Not Completely Met

	3.1 Terms and definitions
	
	Not all security terms used in the document are included in this glossary.  Well-established or standard definitions should be used and identified in glossaries. 

It is recommended that all terms used in the IEC 62541 series be collected and included in a separate Part.

	3.1.5 Security Token
	SG.SC-11 Cryptographic Key Establishment and Management
	NISTIR 7298, Glossary of Key Information Security Terms, includes several different types of tokens. This definition may be the equivalent to the “Cryptographic Token” in the NISTIR 7298. However, other types of tokens are discussed in Part 4, so the glossary is incomplete.

	3.1.6 Software Certificate
	SG.SC-11 Cryptographic Key Establishment and Management 
	The term “Software Certificate” is not a security term but it does use security. It does not  necessarily provide reliable information even though it uses a signed certificate. The term should be more clearly defined.

	5.4.1 Discovery Service Set: Overview
	SG.SC-21 Secure Name/Address Resolution Service
	Part 4 provides the services for providing security but deliberately leaves some aspects open to the decisions of implementers so that they can balance the security requirements against functional and performance requirements for specific implementations. Examples are shown below.

“Discovery Endpoints shall not require any message security, but it may require transport layer security.” 
It is mandatory that the Client check that the Servicer Certificate is trusted (signature is valid and is one of the trusted signatories). The server is required to send the list of endpoints to the Client after a secure channel has been created.

Optionally the Client can check the domain name – not mandatory because there are legitimate reasons for mismatches.

	5.4.2 FindServers
	SG.SC-21 Secure Name/Address Resolution Service
	A rogue server can be identified by a client, by verifying through the Trust List and domain check (DNS address).
It is unclear why the authentication token is “not allowed.”  It is recommended that “not allowed” be changed to “ignored.”

	5.4.3 GetEndpoints: Description
	SG.SC-21 Secure Name/Address Resolution Service
SG.SC.12 Use of Validated Cryptography
	There is no list of “valid” cryptographic suites, such as identified by FIPS 140-2 and NIST SP 800-131A, or equivalent.   Due to performance and other issues specific to OPC UA implementations, requiring FIPS and equivalent cryptographic suites may not be feasible.  However, conformance with OPC UA is tested against approved profiles, which do include valid cryptography. Thus, claiming conformance with OPC UA necessitates the use of these valid cryptographic suites.
A statement should be included that under most conditions, non-validated cipher suites should not be used.

	5.4.4 RegisterServer: Description 
	SG.SC-21 Secure Name/Address Resolution Service
	The description of semaphores is unclear.  The section has been improved in later OPC Foundation versions, but the IEC version still needs to be updated.

	5.5.1 SecureChannel Service Set: Overview
	SG.SC-21 Secure Name/Address Resolution Service
	In the paragraph on Server acting as a Client to other Servers, the mixing of “shall” and “should” makes it unclear what is normative and what is informative.

	5.5.2 OpenSecureChannel
	SG.SC-21 Secure Name/Address Resolution Service 
SG.SC-3 Security Function Isolation
SG.SC-14 Transmission of Security Parameters
	The setting of the Security Token lifetime parameters (e.g. 75% and 25%) are out-of-scope for OPC UA.

	5.5.3 CloseSecureChannel
	SG.SC-21 Secure Name/Address Resolution Service 
SG.SC-3 Security Function Isolation
	

	5.6.2 CreateSession
	SG.SC-3 Security Function Isolation
SG.SC-14 Transmission of Security Parameters
	Parameters are needed for setting a maximum time that a session may be kept open without a client request.  This section states “negotiate,” but if a timeout is too long, it may be exploited for DoS attacks. Implementers are expected to set these limits in their Servers.

	5.6.3 ActivateSession
	SG.SC-14 Transmission of Security Parameters
	

	5.6.4 CloseSession
5.6.5 Cancel
	SG.SC-14 Transmission of Security Parameters
	

	5.7 NodeManagement Service Set

5.7.2 AddNodes
5.7.3 AddReferences

5.7.4 DeleteNodes

5.7.5 DeleteReferences
	SG.SC-10 Trusted Path
SG.SC-14 Transmission of Security Parameters
SG.SC-21 Secure Name/Address Resolution Service 
	

	6.1.2 Security: Obtaining and Installing an Application Instance Certificate
	SG.SC-11 Cryptographic Key Establishment and Management
SG.SC-15 Public Key Infrastructure Certificates
	Key management is not explicitly discussed – just obtaining certificates. Key management may be out of scope of this standard. Group key management such as GDOI uses a different mechanism than PKI and does not directly relate to how UA is handling key management. 

Including GDOI may need to be reviewed by OPC Foundation in the future.

	6.1.3 Obtaining and Installing a Software Certificate
	SG.SC-11 Cryptographic Key Establishment and Management
SG.SC-15 Public Key Infrastructure Certificates
	Figure 19 includes a Tester in the process for obtaining a certificate. This is because testing for certificates is critical to the security.  This section is being updated.

	6.1.4 Determining if a Certificate is Trusted
	SG.SC-11 Cryptographic Key Establishment and Management
SG.SC-10 Trusted Path
	The requirement is for Applications to ensure a trusted path from any Certificate they want to use back to a trusted Certificate belonging to a trusted CA.

	61.5 Validating a Software Certificate
	SG.SC-11 Cryptographic Key Establishment and Management
SG.SC-10 Trusted Path
	

	6.1.6 Creating a SecureChannel
	SG.IA-3 Authenticator Management
SG.SC-21 Secure Name/Address Resolution Service 
SG.SC-3 Security Function Isolation
SG.SC-14 Transmission of Security Parameters
	Both a Certificate Trust List and a Certificate Revocation List are employed, but how they are to be used by Clients is not described. 
A White Paper exists and other documents exist on these issues, but are not included as references. 
Additional material is being developed in Part 12. Two security risks, a rogue Discovery Service and a Man-in-the-Middle modification of Endpoint descriptions, are described with recommended procedures for minimizing these risks.

	6.1.7 Creating a Session
	SG.IA-3 Authenticator Management
SG.SC-21 Secure Name/Address Resolution Service 
SG.SC-3 Security Function Isolation
SG.SC-14 Transmission of Security Parameters
	

	6.1.8 Impersonating a User
	SG.IA-3 Authenticator Management
	

	6.2 Auditing
	SG.AU-2 Auditable Events
SG.AU-3 Content of Audit Records
	Audit function failures are deemed out-of-scope, hence, there are no pertaining requirements.  However, it would be useful to be able to trace any log entry back to its origin for forensic purposes, so it is recommended to account for audit function failures in the implementation of this standard.

	6.3 Redundancy
	SG.SC-5 Denial-of-Service Protection
	

	7.2 Application Instance Certificate
	SG.SC-15 Public Key Infrastructure Certificates
	

	7.14 MessageSecurityMode
7.30 SignatureData

7.31 SignedSoftwareCertificate
7.32 SoftwareCertificate
	SG.IA-4 User Identification and Authentication
SG.IA-5 Device Identification and Authentication
SG.SC-8 Communication Integrity
SG.SC-9 Communication Confidentiality
	


2.3.3 What aspects of cybersecurity does the standard not address? Which of these aspects should it address? Which should be handled by other means?
The IEC 62541 series of standards provides standardized methods and objects for implementing security. It does not mandate specific security cryptographic suites or key management techniques, leaving those decisions up to the implementers. It does provide some standardized profiles that mandate specific cryptographic suites and some key management to help provide interoperability.
2.3.4 What work, if any, is being done currently or is planned to address the gaps identified above?  Is there a stated timeframe for completion of these planned modifications?
The OPC Foundation has a maintenance working group for the OPC Unified Architecture that maintains the specifications, including the release of new versions of the specification as needed. Modifications suggested to the IEC versions (post-release) are reviewed and processed for possible modification to the OPC Foundation set of OPC UA specifications. Enhancements and modifications to these specifications by the OPC Foundation working groups are tracked and will be provided to the IEC 62541 working group for them to address as modifications to a subsequent release of the IEC 62541 editions. 

The OPC Foundation maintains a problem reporting system that the maintenance working group and OPC Foundation staff monitors. The problem reporting system allows individuals from outside of the working group to request updates, report issues, or suggest other changes to the specifications. The OPC Foundation targets generating new versions of their set of specifications once a year, provided there are enough changes to warrant a new version. The IEC editions of the specifications are restricted to a 3 year update cycle (by the IEC), although small amendments can be made more frequently. 
A designated OPC Foundation representative shepherds the specifications through the IEC process. This includes submitting specifications for updates once these are scheduled with the IEC. During the submittal process, the IEC editor and reviewers generate feedback on the specification. All feedback and updates reported from the IEC are incorporated back into OPC Foundation versions of the specifications, which streamlines future submissions to IEC. The word documents are structured so that they follow all of the IEC guidelines and any sections that are specific to IEC or OPC (i.e. licensing) can be easily updated.
All gaps and issues identified in the CSWG review of this series will be entered in the OPC Foundation problem reporting system.
2.3.5 Recommendations
The CSWG recommends that this Part of the IEC 62541 / OPC UA Specifications be included in the SGIP Catalog of Standards. 
Recommendations for IEC 62541-4 includes the following:
· A single glossary of terms should be developed for the entire series, with security terms indicating well-established sources if possible.

· All normative statements should be indicated by “shall” or similar phrase.

· Although the OPC UA Profiles contain valid cipher suites, a statement ought to be included that under most conditions, non-validated cipher suites should not be used.

· The definitions of tokens are unclear: one definition may be the equivalent to the “Cryptographic Token
” in the NISTIR 7298. , Glossary of Key Information Security Terms. However, other types of tokens are discussed in Part 4.  It is recommended to update the glossary to include all definitions of tokens used in the series.
· The term “Software Certificate” should be more clearly defined.
· A statement should be included that non-validated cipher suites (as identified by FIPS 140-2 and NIST SP 800-131A or equivalent) should not be used under most conditions.
· The inclusion of GDOI may need to be reviewed by the OPC Foundation in the future.
· Although audit function failures are deemed out-of-scope of the OPC UA specifications, failures of audit logs could be a security concern. However, it would be useful to be able to trace any log entry back to its origin for forensic purposes, so it is recommended to account for audit function failures in the implementation of this standard.
2.3.6 List any references to other standards and whether they are normative or informative
2.3.6.1 Normative references

· IEC/TR 62541-1, OPC Unified Architecture – Part 1: Overview and concepts
· IEC/TR 62541-2, OPC Unified Architecture – Part 2: Security model

· IEC 62541-3, OPC Unified Architecture – Part 3: Address Space Model 

· IEC 62541-5, OPC Unified Architecture – Part 5: Information model (to be published)
· IEC 62541-6, OPC Unified Architecture – Part 6: Mappings (to be published)
· IEC 62541-7, OPC Unified Architecture – Part 7: Profiles (to be published)
· IEC 62541-8, OPC Unified Architecture – Part 8: Data Access (to be published)
· ISO/IEC 7498 (all parts), Information Processing Systems – Open Systems Interconnection – Basic Reference Model  <http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html>
� ISO 7498-1:1994, Information technology-Open Systems Interconnection-Basic Reference Model: The Basic Model.


� The GWAC Stack is available at �HYPERLINK "http://www.gridwiseac.org/"�http://www.gridwiseac.org/� in the �HYPERLINK "http://www.gridwiseac.org/pdfs/interopframework_v1_1.pdf"�GridWise Interoperability Context-Setting Framework. �


� The definitions are obtained from NIST Special Publication 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths.


� The first clause of each terminology definition comes from the International Electrotechnical Commission (IEC) Annex H of Part 2 of ISO/IEC Directives. The second clause (after “which”) comes from the Institute of Electrical and Electronics Engineers (IEEE) as a further amplification of the term.


� As defined in NISTIR 7298, cryptographic tokens has two definitions:�1) A token where the secret is a cryptographic key. SOURCE: SP 800-63�2) A portable, user-controlled physical device (e.g., smart card or PCMCIA card) used to store cryptographic information and possibly also perform cryptographic functions. SOURCE: CNSSI-4009


� The normative references in this version of the standard do not include all parts of the OPC Unified Architecture. Additionally, some are listed with the caveat, “to be published.” 
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