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1. Introduction

1.1 Correlation of Cybersecurity with Information Exchange Standards

Correlating cybersecurity with specific information exchange standards, including functional requirements standards, object modeling standards, and communication standards, is very complex. There is rarely a one-to-one correlation, with more often a one-to-many or many-to-one correspondence. 

First, communication standards for the Smart Grid are designed to meet many different requirements at many different “layers” in the reference model. Two commonly used reference models are the International Organization for Standardization (ISO) / Open Systems Interconnection model (OSI) 7-layer reference model
 and the GridWise Architecture Council (GWAC) Stack
 (see Figure 1), where the OSI 7-layer model maps to the Technical levels of the GWAC Stack.  Some standards address the lower layers of the reference models, such as wireless media, fiber optic cables, and power line carrier. Others address the “transport” layers for getting messages from one location to another. Still others cover the “application” layers, the semantic structures of the information as it is transmitted between software applications. In addition, there are communication standards that are strictly abstract models of information – the relationships of pieces of information with each other. Cybersecurity is a cross-cutting issue and should be reflected in requirements at all levels: cybersecurity policies and procedures mainly cover the GWAC Stack Organizational and Informational levels, while cybersecurity technologies generally address those requirements at the Technical level.  
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Figure 1: ISO/OSI 7-Layer Reference Model and GWAC Stack Reference Model
Second, regardless of what communications standards are used, cybersecurity must address all layers – end-to-end – from the source of the data to the ultimate destination of the data. In addition, cybersecurity must address those aspects outside of the communications system in the upper GWAC Stack layers that may be functional requirements or may rely on procedures rather than technologies, such as authenticating the users and software applications, and screening personnel. Cybersecurity must also address how to cope during an attack, recover from it afterwards, and create a trail of forensic information to be used in post-attack analysis. 
Third, the cybersecurity requirements must reflect the environment where a standard is implemented rather than the standard itself - how and where a standard is used must establish the levels and types of cybersecurity needed. Communications standards do not address the importance of specific data or how it might be used in systems; these standards only address how to exchange the data.  Standards related to the upper layers of the GWAC Stack may address issues of data importance.
Fourth, some standards do not mandate their provisions using “shall” statements, but rather use statements such as “should,” “may,” or “could.” Some standards also define their provisions as being “normative” or “informative.” Normative provisions often are expressed with “shall” statements. Various standards organizations use different terms (e.g., standard, guideline) to characterize their standards according to the kinds of statements used. If standards include security provisions, they need to be understood in the context of the “shall,” “should,” “may,” and/or “could” statements, “normative,” or “informative” language with which they are expressed.
Therefore, cybersecurity must be viewed as a stack or “profile” of different security technologies and procedures, woven together to meet the security requirements of a particular implementation of policy, procedural, and communication standards designed to provide specific services. Ultimately cybersecurity, as applied to the information exchange standards, should be described as profiles of technologies and procedures which can include both “power system” methods (e.g. redundant equipment, analysis of power system data, and validation of power system states) and information technology (IT) methods (e.g. encryption, role-based access control, and intrusion detection).
There also can be a relationship between certain communication standards and correlated cybersecurity technologies. For instance, if Transmission Control Protocol (TCP)/Internet Protocol (IP) is being used at the transport layer and if authentication, data integrity, and/or confidentiality are important, then transport layer security (TLS) should be used.
In the following discussions of information exchange standard being reviewed, these caveats should be taken into account.
1.2 Correlation of Cybersecurity Requirements with Physical Security Requirements
Correlating cybersecurity requirements with specific physical security requirements is very complex since they generally address very different aspects of a system. Although both cyber and physical security requirements seek to prevent or deter deliberate or inadvertent attackers from accessing a protected facility, resource, or information, physical security solutions and procedures are vastly different from cybersecurity solutions and procedures, and involve very different expertise. Each may be used to help protect the other, while compromises of one can definitely compromise the other. 
Physical and environmental security that encompasses protection of physical assets from damage is addressed by the National Institute of Standards and Technology (NIST) Interagency Report (IR) 7628, Guidelines to Smart Grid Cyber Security, only at a high level. Therefore, assessments of standards that cover these non-cyber issues must necessarily also be at a general level.
1.3 Standardization Cycles of Information Exchange Standards
Information exchange standards, regardless of the standards organization, are developed over a time period of many months by experts who are trying to meet a specific need. In most cases, these experts are expected to revisit standards every five years in order to determine if updates are needed. In particular, since cybersecurity requirements were often not included in standards in the past, existing communication standards often have no references to security except in generalities, using language such as “appropriate security technologies and procedures should be implemented.”
With the advent of the Smart Grid, cybersecurity has become increasingly important within the utility sector. However, since the development cycles of communication standards and cybersecurity standards are usually independent of each other, appropriate normative references between these two types of standards are often missing. Over time, these missing normative references can be added, as appropriate.
Since technologies (including cybersecurity technologies) are rapidly changing to meet increasing new and more powerful threats, some cybersecurity standards can be out-of-date by the time they are released. This means that some requirements in a security standard may be inadequate (due to new technology developments), while references to other security standards may be obsolete. This rapid improving of technologies and obsolescence of older technologies is impossible to avoid, but may be ameliorated by indicating minimum requirements and urging fuller compliance to new technologies as these are proven.
1.4 References and Terminology
References to NISTIR 7628, security requirements refer to NISTIR 7628, Guidelines for Smart Grid Cyber Security, Chapter 3, High-Level Security Requirements.
References to “government-approved cryptography” refer to the list of approved cryptography suites identified in Chapter 4, Cryptography and Key Management, of NISTIR 7628. Summary tables of the approved cryptography suites are provided in Chapter 4.3.2.1.
The terms “approved”, “acceptable”, and “deprecated” are defined as the following:

· Approved is used to mean that an algorithm is specified in a FIPS or NIST Recommendation (published as a NIST Special Publication).
· Acceptable is used to mean that the algorithm and key length is safe to use; no security risk is currently known.
· Deprecated means that the use of the algorithm and key length is allowed, but the user must accept some risk. The term is used when discussing the key lengths or algorithms that may be used to apply cryptographic protection to data (e.g., encrypting or generating a digital signature).
As noted, standards have different degrees for expressing requirements, and the security requirements must match these degrees. For these standards assessments, the following terminology is used to express these different degrees
: 
· Requirements are expressed by “…shall…,” which indicates mandatory requirements strictly to be followed in order to conform to the standard and from which no deviation is permitted (shall equals is required to).
· Recommendations are expressed by “…should…,” which indicates that among several possibilities one is recommended as particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but not necessarily required (should equals is recommended that).
· Permitted or allowed items are expressed by “…may…,” which is used to indicate a course of action permissible within the limits of the standard (may equals is permitted to).
· Ability to carry out an action is expressed by “…can …,” which is used for statements of possibility and capability, whether material, physical, or causal (can equals is able to).
· The use of the word must is deprecated, and should not be used in these standards to define mandatory requirements. The word must is only used to describe unavoidable situations (e.g. “All traffic in this lane must turn right at the next intersection.”)
2. IEC 62541-7 OPC Unified Architecture – Part 7: Profiles
2.1 Description of Document
As stated in the document, “The Profiles in this part are used to describe the functionality that an OPC UA Server exposes or that an OPC UA Client consumes. The details of the functionality are specified in other parts of the OPC UA specifications. … Profiles are used to segregate features with regard to testing of OPC UA Products and the nature of the testing (tool based or lab based).”  
Profiles are made up of Conformance Units, which are individual testable entities, essentially the services defined in IEC 62541-4. One Conformance Group is made up of security-related Conformance Units. Profiles may also include nested profiles.  
Profiles are categorized for convenience. One profile category contains the Security profiles, which specify security policies.

Specific combinations of OPC UA functionality are defined as a means to promote interoperability. When two (or more) vendors implement a specific set of profiles, it is expected that they will interoperate at the OPC UA levels. That does not imply complete interoperability, since OPC UA does not cover the functions performed by the client and server software applications.
The relationships among the various components are shown in the figure below. 
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Figure 2 - Profile - Conformance Unit - Test Cases
2.2 Assumptions
This document is not a final IEC released standard, but represents the 99 profiles currently defined in the OPC UA profile database as of January 2012. It may be necessary to perform a comparison review if the final IEC 62541-7 standard is to be included in the Catalog of Standards.

It is expected that more profiles will be added over time, but that once accepted, few, if any changes would be made to any specific profile. Therefore, any additional reviews need only cover the new or modified profiles.
This review covers only IEC 62541-7: reviews of the parts referenced by this Part 7 are addressed in other review documents.

2.3 Assessment of Cybersecurity Content
2.3.1 Does the standard address cybersecurity? If not, should it?
IEC 62541-7 covers the security services included in the profiles. 
2.3.2 What aspects of cybersecurity does the standard address and how well (correctly) does it do so?
Table 1: Correlations between Standard being Assessed and the NISTIR Security Requirements
	Reference in Standard
	Applicable NISTIR 7628 High Level Security Requirements
	Comments including how NISTIR HLR Requirements Are or Are Not Completely Met

	5.2 Services
Table 4: Session Client Base
	SG.SC-14 Transmission of Security Parameters
	

	5.3 Other Features
Table 13: 
· Security User entries
· Security Administration
	SG.SC-14 Transmission of Security Parameters
SG.SA-9 Developer Configuration Management

SG.SI Error Handling
	Security for the role of administrator access is out of scope of OPC UA and up to the implementation. Currently, the best practices document for implementing OPC UA does not exist. The boundary issues and best practices are expected to be covered in the test plans (as part of testing products). These test documents are publicly available from the OPC Foundation.
There are different types of administrator roles with different permissions. These roles should be clearly stated.

Anonymous access is disabled by default.

	5.3 Other Features

Table 13: Security Basic 128 RSA 15 and 256
	SG.SC-12 Use of Validated Cryptography
	The cipher suites and their uses should be checked against NIST 800-131A or other recommended lists.

Recommend use of 2048 bit (2k) RSA and SHA-224 (or stronger) for future implementations.  
TLS tools in some existing platforms cannot separate the hash functions used in digital signatures and the hash functions used in HMAC. If a platform is used that cannot do this separation, then the cipher suite with the stronger hash function must be used to be compliant with OPC UA.
Key Wrapping method (AsymmetricKeyWrapAlgorith KwRsa15 (http://www.w3.org/2001/04/xmlenc#rsa-1_5)) is not clearly defined. Key Wrapping method (RSA key size) should provide equivalent to or stronger than security strength of the symmetric key to be wrapped (transported). Specially, 2K RSA key wrapping should be used. However, 2K RSA, which provides a maximum of 112 bits of security, is not adequate to transport 128 bit (or any larger) AES keys, which requires a minimum of 128 bits of security. When 2K RSA key wrapping is used, the system as a whole will not achieve more than 112 bits of security.
The key derivation function using SHA-1 (http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-os.html#_Toc162064056) is not approved to derive symmetric keys, which need more than 160 bits of security. SHA-1 is only approved to derive keys for AES-128.  Therefore, the function should not be used to derive 192 and 256 bit AES keys. A SHA-2 hash algorithm should be used instead.
Need to provide information on SHA 1 status, and recommend the use of SHA-256 for digital signatures on X509 Certificates. The use of the cipher suite needs to be understood to understand the risk and identify any mitigating processes or policies.

Even though the specification describes the cipher suites as static, the profiles are dynamic and are provided on the OPC Foundation website at http://www.opcfoundation.org/.  Profiles are individual for each security policy. By default, software is built by using the most secure profile. Most security algorithms on the website are updated in a timely manner, but require minor intervention on the devices (e.g., firmware upgrades).  When a profile is compromised, it is deprecated and implementations cannot pass testing. 

	5.3 Other Features

Table 14 Protocol and Encoding
	SG.SC-12 Use of Validated Cryptography
	Only one profile uses TLS suite (HTTPS), and no TLS cipher suites are recommended or deprecated.  All other profiles do not use TLS.  

	5.3 Other Features

Table 21: Auditing
	SG.AU-9 Protection of Audit Information
	Storing and processing audit logs is performed in a secure manner.

	5.3 Other Features

Table 22: Redundancy
	SG.SC-5 Denial-of-Service Protection
	Redundancy can provide DoS protection.

	6.5.2 Core Server Facet
	SG.IA-4 User Identification and Authentication
	Authentication with User Name and Password is mandatory.
The requirement that passwords must never be transmitted in the clear should be clarified in the standard, although it is already clarified on the OPC Foundation website.  

	6.5.43 Embedded UA Server Profile
SecurityPolicy - Basic128Rsa15
	SG.SC-12 Use of Validated Cryptography
	.

	6.5.44 Standard UA Server Profile
	SG.IA-4 User Identification and Authentication
	Security for PCs is included.  The security profiles are additive. A standard UA profile includes profiles that are below it.  This should be clearly stated in the specification.   

	6.5.45 Full Featured UA Server Profile
	SG.IA-4 User Identification and Authentication
	Security is mandated.
A conformance section has been added that references the requirements for the profiles. For full featured profile, both encrypting and signing are required.

	6.5.46 Core Client Facet
6.5.47 Base Client Behaviour Facet and many other Client facets
	SG.IA-4 User Identification and Authentication
SG.SA-9 Developer Configuration Management
	Security is mandated for clients.  


	6.5.88 User Token – Anonymous Facet
	SG.AC-14 Permitted Actions without Identification or Authentication
	New text was added that Anonymous should not be enabled by default, and only an administrator can turn it on. All auditing, etc. features capture these interactions.

	6.5.89 UA-TCP UA-SC UA Binary 
through

6.5.99 Security Policy – Basic256
	SG.SC-14 Transmission of Security Parameters
	This specification identifies the security services for different transport profiles.


2.3.3 What aspects of cybersecurity does the standard not address? Which of these aspects should it address? Which should be handled by other means?
The IEC 62541 series of standards provides standardized methods and objects for implementing security. It does not mandate specific security cryptographic suites or key management techniques, leaving those decisions up to the OPC UA working group. It does provide some standardized profiles that mandate specific cryptographic suites and some key management to help provide interoperability. Value-add capabilities can be added by implementers, providing that standard profiles are also implemented.
2.3.4 What work, if any, is being done currently or is planned to address the gaps identified above?  Is there a stated timeframe for completion of these planned modifications?
 The OPC Foundation has a maintenance working group for the OPC Unified Architecture that maintains the specifications, including the release of new versions of the specification as needed. Modifications suggested to the IEC versions (post-release) are reviewed and processed for possible modification to the OPC Foundation set of OPC UA specifications. Enhancements and modifications to these specifications by the OPC Foundation working groups are tracked and will be provided to the IEC 62541 working group for them to address as modifications to a subsequent release of the IEC 62541 editions. 

The OPC Foundation maintains a problem reporting system that the maintenance working group and OPC Foundation staff monitors. The problem reporting system allows individuals from outside of the working group to request updates, report issues, or suggest other changes to the specifications. The OPC Foundation targets generating new versions of their set of specifications once a year, provided there are enough changes to warrant a new version. The IEC editions of the specifications are restricted to a 3 year update cycle (by the IEC), although small amendments can be made more frequently. 
A designated OPC Foundation representative shepherds the specifications through the IEC process. This includes submitting specifications for updates once these are scheduled with the IEC. During the submittal process, the IEC editor and reviewers generate feedback on the specification. All feedback and updates reported from the IEC are incorporated back into OPC Foundation versions of the specifications, which streamlines future submissions to IEC. The word documents are structured so that they follow all of the IEC guidelines and any sections that are specific to IEC or OPC (i.e. licensing) can be easily updated.
All gaps and issues identified in the CSWG review of this series will be entered in the OPC Foundation problem reporting system.
2.3.5 Recommendations
The CSWG recommends that this Part of the IEC 62541 / OPC UA Specifications be included in the SGIP Catalog of Standards. 
Additional recommendations for this Part include:
· The cipher suites and their uses should be checked against NIST 800-131A or other cipher suite lists that identify the dates when cipher suites for specific uses are deprecated.
· Information on SHA 1 deprecation status should be provided, and use of SHA-256 for digital signatures on X509 Certificates should be recommended.  The use of cipher suites needs to be understood in order for the implementer to identify risks and any mitigating processes or policies.

· TLS cipher suites that are either deprecated or recommended should be identified.

· Although already clarified on the website, the requirement stating that passwords must never be transmitted in the clear should be clarified in the standard.  
2.3.6 List any references to other standards and whether they are normative or informative

2.3.6.1 References documents

· Part 1: OPC UA Specification: Part 1 – Concepts, Version 1.01 or later.
http://www.opcfoundation.org/UA/Part1/

· Part 2: OPC UA Specification: Part 2 – Security Model, Version 1.01 or later
http://www.opcfoundation.org/UA/Part2/

· Part 3 : OPC UA Specification: Part 3 – Address Space Model, Version 1.01 or later
http://www.opcfoundation.org/UA/Part3/

· Part 4 : OPC UA Specification: Part 4 – Services, Version 1.01 or later
http://www.opcfoundation.org/UA/Part4/

· Part 5 : OPC UA Specification: Part 5 – Information Model, Version 1.01 or later
http://www.opcfoundation.org/UA/Part5/

· Part 6 : OPC UA Specification: Part 6 – Mappings, Version 1.0 or later
http://www.opcfoundation.org/UA/Part6/

· Part 8 : OPC UA Specification: Part 8 – Data Access, Version 1.01 or later
http://www.opcfoundation.org/UA/Part8/

· Part 9 : OPC UA Specification: Part 9 – Alarms and Conditions, Version 1.0 or later
http://www.opcfoundation.org/UA/Part9/

· Part 10 : OPC UA Specification: Part 10 – Programs, Version 1.01 or later
http://www.opcfoundation.org/UA/Part10/

· Part 11 : OPC UA Specification: Part 11 – Historical Access, Version 1.01 or later
http://www.opcfoundation.org/UA/Part11/
· Part 12 : OPC UA Specification: Part 12 – Discovery, Version 1.0 or later
http://www.opcfoundation.org/UA/Part12/

· Part 13 : OPC UA Specification: Part 13 – Aggregates, Version 1.0 or later
http://www.opcfoundation.org/UA/Part13/
2.3.6.2 Test Specifications 
· Compliance Part 8 : OPC Test Lab Specification: Part 8 – UA Server
http://www.opcfoundation.org/

· Compliance Part 9 : OPC Test Lab Specification: Part 9 – UA Client
http://www.opcfoundation.org/

· Compliance Part 10] : OPC Test Lab Specification: Part 10 – UA Abstract Test
http://www.opcfoundation.org/

· Kerberos Token : wss-v1.1-spec-os-KerberosTokenProfile
http://www.oasis-open.org/committees/download.php/16788/wss-v1.1-spec-os- KerberosTokenProfile.pdf

� ISO 7498-1:1994, Information technology-Open Systems Interconnection-Basic Reference Model: The Basic Model.


� The GWAC Stack is available at �HYPERLINK "http://www.gridwiseac.org/"�http://www.gridwiseac.org/� in the �HYPERLINK "http://www.gridwiseac.org/pdfs/interopframework_v1_1.pdf"�GridWise Interoperability Context-Setting Framework. �


� The definitions are obtained from NIST Special Publication 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths.


� The first clause of each terminology definition comes from the International Electrotechnical Commission (IEC) Annex H of Part 2 of ISO/IEC Directives. The second clause (after “which”) comes from the Institute of Electrical and Electronics Engineers (IEEE) as a further amplification of the term.


� Normative and informative references are not separated in this version of the standard; they are all listed as “Reference Documents.”  In addition to “Reference Documents,” “Test Specifications” are identified.  
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