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1. [bookmark: _Toc273704898]Introduction
1.1 [bookmark: _Toc273704899][bookmark: _Toc276464221]Correlation of Cybersecurity with Information Exchange Standards
Correlating cybersecurity with specific information exchange standards, including functional requirements standards, object modeling standards, and communication standards, is very complex. There is rarely a one-to-one correlation, with more often a one-to-many or many-to-one correspondence. 
First, communication standards for the Smart Grid are designed to meet many different requirements at many different “layers” in the reference model. Two commonly used reference models are the International Organization for Standardization (ISO) / Open Systems Interconnection model (OSI) 7-layer reference model[footnoteRef:1] and the GridWise Architecture Council (GWAC) Stack[footnoteRef:2] (see Figure 1), where the OSI 7-layer model maps to the Technical levels of the GWAC Stack.  Some standards address the lower layers of the reference models, such as wireless media, fiber optic cables, and power line carrier. Others address the “transport” layers for getting messages from one location to another. Still others cover the “application” layers, the semantic structures of the information as it is transmitted between software applications. In addition, there are communication standards that are strictly abstract models of information – the relationships of pieces of information with each other. Cybersecurity is a cross-cutting issue and should be reflected in requirements at all levels: cybersecurity policies and procedures mainly cover the GWAC Stack Organizational and Informational levels, while cybersecurity technologies generally address those requirements at the Technical level.   [1:  ISO 7498-1:1994, Information technology-Open Systems Interconnection-Basic Reference Model: The Basic Model.]  [2:  The GWAC Stack is available at http://www.gridwiseac.org/ in the GridWise Interoperability Context-Setting Framework. ] 
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[bookmark: _Ref315415962]Figure 1: ISO/OSI 7-Layer Reference Model and GWAC Stack Reference Model
Second, regardless of what communications standards are used, cybersecurity must address all layers – end-to-end – from the source of the data to the ultimate destination of the data. In addition, cybersecurity must address those aspects outside of the communications system in the upper GWAC Stack layers that may be functional requirements or may rely on procedures rather than technologies, such as authenticating the users and software applications, and screening personnel. Cybersecurity must also address how to cope during an attack, recover from it afterwards, and create a trail of forensic information to be used in post-attack analysis. 
Third, the cybersecurity requirements must reflect the environment where a standard is implemented rather than the standard itself - how and where a standard is used must establish the levels and types of cybersecurity needed. Communications standards do not address the importance of specific data or how it might be used in systems; these standards only address how to exchange the data.  Standards related to the upper layers of the GWAC Stack may address issues of data importance.
Fourth, some standards do not mandate their provisions using “shall” statements, but rather use statements such as “should,” “may,” or “could.” Some standards also define their provisions as being “normative” or “informative.” Normative provisions often are expressed with “shall” statements. Various standards organizations use different terms (e.g., standard, guideline) to characterize their standards according to the kinds of statements used. If standards include security provisions, they need to be understood in the context of the “shall,” “should,” “may,” and/or “could” statements, “normative,” or “informative” language with which they are expressed.
Therefore, cybersecurity must be viewed as a stack or “profile” of different security technologies and procedures, woven together to meet the security requirements of a particular implementation of policy, procedural, and communication standards designed to provide specific services. Ultimately cybersecurity, as applied to the information exchange standards, should be described as profiles of technologies and procedures which can include both “power system” methods (e.g. redundant equipment, analysis of power system data, and validation of power system states) and information technology (IT) methods (e.g. encryption, role-based access control, and intrusion detection).
There also can be a relationship between certain communication standards and correlated cybersecurity technologies. For instance, if Transmission Control Protocol (TCP)/Internet Protocol (IP) is being used at the transport layer and if authentication, data integrity, and/or confidentiality are important, then transport layer security (TLS) should be used.
In the following discussions of information exchange standard being reviewed, these caveats should be taken into account.
1.2 [bookmark: _Toc273704900][bookmark: _Toc276464222]Correlation of Cybersecurity Requirements with Physical Security Requirements
Correlating cybersecurity requirements with specific physical security requirements is very complex since they generally address very different aspects of a system. Although both cyber and physical security requirements seek to prevent or deter deliberate or inadvertent attackers from accessing a protected facility, resource, or information, physical security solutions and procedures are vastly different from cybersecurity solutions and procedures, and involve very different expertise. Each may be used to help protect the other, while compromises of one can definitely compromise the other. 
Physical and environmental security that encompasses protection of physical assets from damage is addressed by the NISTIR 7628 only at a high level. Therefore, assessments of standards that cover these non-cyber issues must necessarily also be at a general level.
1.3 Standardization Cycles of Information Exchange Standards
Information exchange standards, regardless of the standards organization, are developed over a time period of many months by experts who are trying to meet a specific need. In most cases, these experts are expected to revisit standards every five years in order to determine if updates are needed. In particular, since cybersecurity requirements were often not included in standards in the past, existing communication standards often have no references to security except in generalities, using language such as “appropriate security technologies and procedures should be implemented.”
With the advent of the Smart Grid, cybersecurity has become increasingly important within the utility sector. However, since the development cycles of communication standards and cybersecurity standards are usually independent of each other, appropriate normative references between these two types of standards are often missing. Over time, these missing normative references can be added, as appropriate.
Since technologies (including cybersecurity technologies) are rapidly changing to meet increasing new and more powerful threats, some cybersecurity standards can be out-of-date by the time they are released. This means that some requirements in a security standard may be inadequate (due to new technology developments), while references to other security standards may be obsolete. This rapid improving of technologies and obsolescence of older technologies is impossible to avoid, but may be ameliorated by indicating minimum requirements and urging fuller compliance to new technologies as these are proven.
1.4 [bookmark: _Toc276464223]References and Terminology
References to the National Institute of Standards and Technology (NIST) security requirements refer to the NIST Interagency Report (IR) 7628, Guidelines to Smart Grid Cyber Security, Chapter 3, High-Level Security Requirements.
References to “government-approved cryptography” refer to the list of approved cryptography suites identified in Chapter 4, Cryptography and Key Management, of NISTIR 7628. Summary tables of the approved cryptography suites are provided in Chapter 4.3.2.1.
The terms “approved”, “acceptable”, and “deprecated” are defined as the following:[footnoteRef:3] [3:  The definitions are obtained from NIST Special Publication 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths.] 

· Approved is used to mean that an algorithm is specified in a FIPS or NIST Recommendation (published as a NIST Special Publication).
· Acceptable is used to mean that the algorithm and key length is safe to use; no security risk is currently known.
· Deprecated means that the use of the algorithm and key length is allowed, but the user must accept some risk. The term is used when discussing the key lengths or algorithms that may be used to apply cryptographic protection to data (e.g., encrypting or generating a digital signature).
As noted, standards have different degrees for expressing requirements, and the security requirements must match these degrees. For these standards assessments, the following terminology is used to express these different degrees[footnoteRef:4]:  [4:  The first clause of each terminology definition comes from the International Electrotechnical Commission (IEC) Annex H of Part 2 of ISO/IEC Directives. The second clause (after “which”) comes from the Institute of Electrical and Electronics Engineers (IEEE) as a further amplification of the term.] 

· Requirements are expressed by “…shall…,” which indicates mandatory requirements strictly to be followed in order to conform to the standard and from which no deviation is permitted (shall equals is required to).
· Recommendations are expressed by “…should…,” which indicates that among several possibilities one is recommended as particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but not necessarily required (should equals is recommended that).
· Permitted or allowed items are expressed by “…may…,” which is used to indicate a course of action permissible within the limits of the standard (may equals is permitted to).
· Ability to carry out an action is expressed by “…can …,” which is used for statements of possibility and capability, whether material, physical, or causal (can equals is able to).
· The use of the word must is deprecated, and should not be used in these standards to define mandatory requirements. The word must is only used to describe unavoidable situations (e.g. “All traffic in this lane must turn right at the next intersection.”)
2. [bookmark: _Toc273453952]ITU-T G-9961 Unified high-speed wire-line based home networking transceivers - Data link layer specification 
2.1 Description of Document
As stated in the standard, “Recommendation ITU-T G.9961 specifies the data link layer (DLL) for wireline based home networking transceivers capable of operating over premises wiring including inside telephone wiring, coaxial cable, and power-line wiring. It complements the system architecture and physical layer (PHY) specification in Recommendation ITU-T G.9960.
Transceivers defined by this Recommendation provide the data rate and quality of service necessary for triple-play residential services as well as business-type services delivered over xDSL, PON, or other access technologies. The physical layer for transceivers associated with this Recommendation is specified in Recommendation ITU-T G.9960 [1]. The transceivers use OFDM type modulation and are designed to provide EMC and spectral compatibility between home networking transmission and VDSL2 or other types of DSL used to access the home.”
2.2 [bookmark: _Toc273453953]Assumptions
The standard covers “security and confidentiality for the home network, including authentication, encryption and key management procedures; and node authentication and encryption key assignment”
The functional model of the data link layer (DLL) is illustrated in Figure 8-1.  
[image: C:\Users\FRANCE~1\AppData\Local\Temp\scl1.PNG]
2.3 Assessment of Cybersecurity Content
2.3.1 Does the standard address cybersecurity? If not, should it?
The standard addresses security in Section 8, which includes some secure mode concepts as part of data link layer specifications, and Section 9, which includes encryption techniques. ITU-T G.9961 uses AES-128 and the CCM algorithm for encryption and message authentication protocol as illustrated in Figure 9-1.
[image: C:\Users\FRANCE~1\AppData\Local\Temp\scl2.PNG]
2.3.2 What aspects of cybersecurity does the standard address and how well (correctly) does it do so?
[bookmark: _Ref275172974]Table 1: Correlations between Standard being Assessed and the NISTIR High-Level Security Requirements
	Reference in Standard
	Applicable NISTIR 7628 Requirement
	Comments, including How NISTIR Requirements Are or Are Not Completely Met

	8.6.1 Network admission
	SG.SC-7 Boundary Protection
	The standard states, “If the domain operates in a secure mode, a registered node shall also authenticate itself, as described in §9.2. After authentication the node becomes a member of the secure network and is in a position to establish communication with any other node in the domain/network.”

G.hn provides no means for nodes or applications in a node to restrict access within a domain within the G.hn authentication and key management procedure (AKM), this kind of restriction can be performed above the data link layer.   Clause 9.2 provides additional information on the G.hn authentication and key management procedure using individual key IDs and/or broadcast key IDs. 

In a secure domain, a given node can restrict to which of the authenticated nodes it communicates by accepting or rejecting the establishment of P2P keys with those nodes.  For additional information, see Table 9-15, Format of the MMPL of the AKM_KeyAck.cnf message with the ACK value of 10.

	8.6.1.1 Network admission protocol (Registration)
	SG.SC-2 Communications Partitioning

SG.SC-10 Trusted Path
	Registration rejection with retry is allowed.

To minimize the threat of denial of service (DOS), registering nodes are only allowed to register in a specific time allocated by the DM within the MAC cycle. This ensures that the existing nodes in a domain do not suffer DOS attacks. The registering frame includes information about the registering node (REGID). DM can be configured to allow registration of specific nodes identified by REGID. This can be used by the DM to block registrations requests from nodes attempting DOS attacks.

Idle Mode is defined as: § 5.1.7 of G.9960: “Idle mode (L3): In this mode, power consumption is minimized by suppressing medium access over a longer period of MAC cycles. In currently approved specifications, re-registration in this mode is listed as “for further study.” However, in current corrigendum work, re-registration of idle nodes is being addressed. The main concept is that a node should not be in idle state for a period longer than the re-registration period set by the DM. If a node is in idle mode for a longer period, it will be considered as resigned from the domain and shall start a registration process after coming out of idle mode.

	8.6.2  Bandwidth management
	SG.SC-6 Resource Priority
	Bandwidth management is described in detail since it is a critical aspect of PLC communications. However, this management capability also opens up many methods that could cause a DOS through manipulation of bandwidth parameters. To minimize the potential for DOS attacks, all the bandwidth management parameters are communicated to the DM in a secure way (encrypted) and only by authenticated nodes.
Furthermore, to protect from DOS by authenticated nodes, the following additional mechanisms are used:
· DM is the entity that controls the allocation of resources. Nodes can only use the resources allocated to the node by the DM.
· DM continuously monitors the good utilization of resources and can change the allocation if some of the nodes do not utilize the resources requested.
· DM can deny the resources allocation
· BW parameters used by the DM to allocate resources are inferred from information reported by different nodes which makes manipulation of BW parameters by a single rogue node extremely difficult.

	8.6.4 Routing and topology management
	SG.SC-18 System Connections 
	The domain master and the backup domain master have complete information on routing and topology, which is kept up-to-date.

[bookmark: _GoBack]To protect its privacy and confidentiality, all of the topology parameters and routing information are communicated in a secure way (encrypted) by authenticated nodes to the DM. The DM is the only node in charge of generating the routing tables because it utilizes centralized routing. This ensures that all nodes receive consistent routing information from the DM, which is authenticated by the nodes. This information is stored in RAM of the DM silicon and not made available to outside processes. 

	8.6.5 Backup domain master
	SG.SC-5 Denial of Service Protection
	Domain masters are determined by priority settings, and a single backup domain master may be provided that can take over in case the main domain master fails.

Two scenarios can be envisioned to prevent a rogue domain master from taking over by indicating a higher priority than that of the existing domain master:
· Managed networks (controlled from an ACS) where the DM is selected through a configuration bit. In this case, the management entity ensures that only one node is selected as DM. A rogue node cannot trigger a handover of DM. 
· Non-managed networks where the DM is selected through a ranking of capabilities between the nodes of the domain. In this the rogue node must register with the DM and authenticate with the SC before being able to trigger any handover.

Additionally, the rogue node must register with the DM and authenticate with the SC before it can listen to the traffic that contains routing and information flows.

OFDM signaling over powerline, by its nature, is problematic to monitor, but not impossible. The rogue node would need to be able to capture signals at their intended power levels per OFDM tone to be able to capture the bit-loaded messages on the signals. 

	8.6.6 Domain master selection
	SG.SC-10 Trusted Path
	A well-defined, priority-based method is used to establish the domain master.  Comments from 8.6.5, Backup domain master, address the mechanisms in place to ensure that a domain master is trusted.  

	9.1 Encryption 
	SG.SC-12 Use of Validated Cryptography 
	Encryption is based on AES-128 and Counter with Cipher Block Chaining Message Authentication Code (CCM) (NIST SP 800-38C).  

The steps of the algorithm have verified these and have validated they are in line with the related specifications (AES, CCM, X-1035).  Test vectors have been generated and verified by different vendors.

	9.1.1.2 Parameters
	SG.SC-12 Use of Validated Cryptography
	MIC length (equivalent to MAC in NIST 800-38C) is defined according NIST 800-38C. This recommendation specifies a MIC length of minimum 32 bits (4 bytes). Although the minimum size is set to 4 bytes, as for the NIST recommendations, higher values are chosen according to appendix B of NIST document.
 
There is a typo in this section that will be addressed in a corrigendum:
· Reference to MIC length selection in 9.1.2.3 shall be deleted.
· Reference to FIPS-PUB-197-2002 is not correct. The correct reference is NIST 800-38C (as specified in section 9.1)

	9.2 Authentication and key management (AKM) procedures
	SG.SC-11 Cryptographic Key Establishment and Management

SG.AC-21 Passwords
	The security strength of the protocol (security strength of the DH method) is limited by the size of P = 1024 bits. Therefore, it provides approximately only 80 bits of security strength despite the fact that RA and RB (secret exponents) are very large. NIST SP131A recommends that 80-bit security be phased out and at least 112-bit security be required by 2014.

This issue will be reviewed and a corrigendum or amendment is expected to be issued where the security strength will be updated to at least 112-bits, by increasing the P length (probably to 2048).

Key update time is vendor-determined but less than 24 hours. However the maximum key update time has been modified in a corrigendum and is now 1 hour for network-wide key and 6 hours for point-to-point keys.


2.3.3 What aspects of cybersecurity does the standard not address? Which of these aspects should it address? Which should be handled by other means?
The ITU-T G.9961 standard addresses the cybersecurity issues related to the data link layer of high-speed wire-line based home networking transceivers. Encryption is performed at the data link layer as specified in this standard and these encrypted frames are then encapsulated into PHY frames as specified in ITU-T G.9960.
A new document is being developed by this group to address the management of domain masters and other management aspects.

2.3.4 What work, if any, is being done currently or is planned to address the gaps identified above?  Is there a stated timeframe for completion of these planned modifications?
All of the questions raised and the gaps identified have been extensively discussed by the ITU-T standard developers and have been addressed in the responses.  The ITU-T has a corrigendum process for correcting errors and updating documents. Some issues require corrections to the standards and will be addressed via this corrigendum process as soon as possible. The ITU work is open to accommodate any concerns not yet addressed by current recommendations in future revisions of G.hn.
2.3.5 Recommendations
The CSWG approves this document for inclusion in the Catalog of Standards, with the following recommendations:
· NIST SP131A recommends that 80-bit security be phased out and at least 112-bit security be required by 2014. Therefore, it is recommended that a corrigendum or amendment be issued to update the security requirements to at least 112-bit strength. In addition, compensating security should be recommended for installations that only include 80-bit security strength.
· Any corrections noted in section 2.3.2 should be addressed in a corrigendum or amendment process
· The cybersecurity related to the management of domain masters should be addressed in the management document currently being developed for these ITU-T G.hn standards.
2.3.6 List any references to other standards and whether they are normative or informative
This standard does not differentiate between normative and informative references.  
· Recommendation ITU-T G.9960 (2010), Unified high-speed wire-line based home networking transceivers – system architecture and physical layer specification.
· Recommendation ITU-T G.9972 (2010), Coexistence mechanism for wireline home networking transceivers.
· FIPS-PUB-197-2002, Specification for the Advanced Encryption Standard (AES), National Institute of Standards and Technology, November, 2001 – http://csrc.nist.gov/publications/ 
· Special Publication 800-38C, Recommendation for Block Cipher Modes of Operation: the CCM Mode for Authentication and Confidentiality, National Institute of Standards and Technology, May 2004 – http://csrc.nist.gov/publications/nistpubs/800-38C_updated-July20_2007.pdf.
· Recommendation ITU-T X.1035 (2007), Password-authenticated key exchange (PAK) protocol.
· IEEE 802.1D -2004, IEEE Standard for Local and metropolitan area networks Media Access Control (MAC) Bridges – http://standards.ieee.org
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