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Security Assessment of NAESB REQ.22: Third Party Access to Smart Meter-based Information
[bookmark: _Toc273704898]Introduction
[bookmark: _Toc273704899][bookmark: _Toc276464221]Correlation of Cybersecurity with Information Exchange Standards
[bookmark: _Toc273704900][bookmark: _Toc276464222]Correlating cybersecurity with specific information exchange standards, including functional requirements standards, object modeling standards, and communication standards, is very complex. There is rarely a one-to-one correlation, with more often a one-to-many or many-to-one correspondence. 
First, communication standards for the Smart Grid are designed to meet many different requirements at many different “layers” in the communications “stack” or “profile.” Two commonly used profiles are the International Organization for Standardization (ISO)/ Open Systems Interconnection model (OSI) 7-layer reference model[footnoteRef:1] and the GridWise Architecture Council (GWAC) Stack[footnoteRef:2] (see Figure 1), where the OSI 7-layer model essentially maps into the Technical levels of the GWAC Stack.  Some standards address the lower layers of the communications stack, such as wireless media, fiber optic cables, and power line carrier. Others address the “transport” layers for getting messages from one location to another. Still others cover the “application” layers, the semantic structures of the information as it is transmitted between software applications. In addition, there are communication standards that are strictly abstract models of information – the relationships of pieces of information with each other. Cybersecurity is a cross-cutting issue and should be reflect in requirements at all levels: cybersecurity policies and procedures mainly cover the GWAC Stack Organizational and Informational levels, while cybersecurity technologies generally address those requirements at the Technical level.   [1:  ISO 7498-1:1994, Information technology -- Open Systems Interconnection -- Basic Reference Model: The Basic Model.]  [2:  The GWAC Stack is available at http://www.gridwiseac.org/ in the GridWise Interoperability Context-Setting Framework. ] 
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[bookmark: _Ref315415962]Figure 1: ISO/OSI 7-Layer Reference Model and GWAC Stack Reference Model
Second, regardless of what communications standards are used, cybersecurity must address all layers – end-to-end – from the source of the data to the ultimate destination of the data. In addition, cybersecurity must address those aspects outside of the communications system in the upper GWAC Stack layers that may be functional requirements or may rely on procedures rather than technologies, such as authenticating the users and software applications, and screening personnel. Cybersecurity must also address how to cope during an attack, recover from it afterwards, and create a trail of forensic information to be used in post-attack analysis. 
Third, the cybersecurity requirements must reflect the environment where a standard is implemented rather than the standard itself - how and where a standard is used must establish the levels and types of cybersecurity needed. Communications standards do not address the importance of specific data or how it might be used in systems; these standards only address how to exchange the data.  Standards related to the upper layers of the GWAC Stack may address issues of data importance.
Fourth, some standards do not mandate their provisions using “shall” statements, but rather use statements such as “should,” “may,” or “could.” Some standards also define their provisions as being “normative” or “informative.” Normative provisions often are expressed with “shall” statements. Various standards organizations use different terms (e.g., standard, guideline) to characterize their standards according to the kinds of statements used. If standards include security provisions, they need to be understood in the context of the “shall,” “should,” “may,” and/or “could” statements, “normative,” or “informative” language with which they are expressed.
Therefore, cybersecurity must be viewed as a stack or “profile” of different security technologies and procedures, woven together to meet the security requirements of a particular implementation of a stack of policy, procedural, and communication standards designed to provide specific services. Ultimately cybersecurity, as applied to the information exchange standards, should be described as profiles of technologies and procedures which can include both “power system” methods (e.g. redundant equipment, analysis of power system data, and validation of power system states) and information technology (IT) methods (e.g. encryption, role-based access control, and intrusion detection).
There also can be a relationship between certain communication standards and correlated cybersecurity technologies. For instance, if Transmission Control Protocol (TCP)/Internet Protocol (IP) is being used at the transport layer and if authentication, data integrity, and/or confidentiality are important, then transport layer security (TLS) should be used.
In the following discussions of information exchange standard(s) being reviewed, these caveats should be taken into account.
Correlation of Cybersecurity Requirements with Physical Security Requirements
Correlating cybersecurity requirements with specific physical security requirements is very complex since they generally address very different aspects of a system. Although both cyber and physical security requirements seek to prevent or deter deliberate or inadvertent attackers from accessing a protected facility, resource, or information, physical security solutions and procedures are vastly different from cybersecurity solutions and procedures, and involve very different expertise. Each may, in fact, be used to help protect the other, while compromises of one can definitely compromise the other.  This may especially be true when considering privacy as a subset of security.
Physical and environmental security that encompasses protection of physical assets from damage is addressed by the National Institute of Standards and Technology (NIST) Interagency Report (IR) 7628, Guidelines for Smart Grid Cyber Security, high-level security requirements only at a high level. Therefore, assessments of standards that cover these non-cyber issues must necessarily also be at a general level.
Correlation of Cybersecurity Requirements with Privacy Requirements
The Smart Grid brings many new data collection, communication, and information sharing capabilities related to energy usage, and these technologies in turn introduce concerns about privacy. Since privacy relates to individuals, the challenge is that these privacy concerns affect all stakeholders – utilities, third parties, telecommunication providers, etc. – who create and handle information from and about these individuals.  Privacy requires creating the appropriate privacy and security policies and procedures to adequately handle potentially sensitive data.
[bookmark: _GoBack]In NISTIR 7628 Vol. 2, the following four dimensions of privacy are discussed—privacy of personal information, privacy of the person, privacy of personal behavior, and privacy of personal communications.  Most Smart Grid entities directly address the first dimension of privacy, because privacy of personal information is what most data protection laws and regulations cover. However, the other three dimensions are important privacy considerations and should be considered by Smart Grid entities.
Standardization Cycles of Information Exchange Standards
Information exchange standards, regardless of the standards organization, are developed over a time period of many months by experts who are trying to meet a specific need. In most cases, these experts are expected to revisit standards every five years in order to determine if updates are needed. In particular, since cybersecurity requirements were often not included in standards in the past, existing communication standards often have no references to security except in generalities, using language such as “appropriate security technologies and procedures should be implemented.”
With the advent of the Smart Grid, cybersecurity has become increasingly important within the utility sector. However, since the development cycles of communication standards and cybersecurity standards are usually independent of each other, appropriate normative references between these two types of standards are often missing. Over time, these missing normative references can be added, as appropriate.
Since technologies (including cybersecurity technologies) are rapidly changing to meet increasing new and more powerful threats, some cybersecurity standards can be out-of-date by the time they are released. This means that some requirements in a security standard may be inadequate (due to new technology developments), while references to other security standards may be obsolete. This rapid improving of technologies and obsolescence of older technologies is impossible to avoid, but may be ameliorated by indicating minimum requirements and urging fuller compliance to new technologies as these are proven.
[bookmark: _Toc276464223]References and Terminology
References to the NIST security requirements refer to the NISTIR 7628, Guidelines to Smart Grid Cyber Security, Chapter 3, High-Level Security Requirements.  References to the privacy recommendations refer to NISTIR 7628, Volume 2, Chapter 5, Privacy and the Smart Grid.
References to “government-approved cryptography” refer to the list of approved cryptography suites identified in Chapter 4, Cryptography and Key Management, of NISTIR 7628. Summary tables of the approved cryptography suites are provided in Chapter 4.3.2.1.
The terms “approved”, “acceptable”, and “deprecated” are defined as the following[footnoteRef:3]: [3:  The definitions are obtained from NIST Special Publication 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths] 

· Approved is used to mean that an algorithm is specified in a FIPS or NIST Recommendation (published as a NIST Special Publication).
· Acceptable is used to mean that the algorithm and key length is safe to use; no security risk is currently known.
· Deprecated means that the use of the algorithm and key length is allowed, but the user must accept some risk. The term is used when discussing the key lengths or algorithms that may be used to apply cryptographic protection to data (e.g., encrypting or generating a digital signature).
As noted, standards have different degrees for expressing requirements, and the security requirements must match these degrees. For these standards assessments, the following terminology is used to express these different degrees[footnoteRef:4]:  [4:  The first clause of each terminology definition comes from the International Electrotechnical Commission (IEC) Annex H of Part 2 of ISO/IEC Directives. The second clause (after “which”) comes from the Institute of Electrical and Electronics Engineers (IEEE) as a further amplification of the term.] 

· Requirements are expressed by “…shall…,” which indicates mandatory requirements strictly to be followed in order to conform to the standard and from which no deviation is permitted (shall equals is required to).
· Recommendations are expressed by “…should…,” which indicates that among several possibilities one is recommended as particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but not necessarily required (should equals is recommended that).
· Permitted or allowed items are expressed by “…may…,” which is used to indicate a course of action permissible within the limits of the standard (may equals is permitted to).
· Ability to carry out an action is expressed by “…can …,” which is used for statements of possibility and capability, whether material, physical, or causal (can equals is able to).
· The use of the word must is deprecated, and should not be used in these standards to define mandatory requirements. The word must is only used to describe unavoidable situations (e.g. “All traffic in this lane must turn right at the next intersection.”)

NAESB REQ.22: Third Party Access to Smart Meter-based Information
[bookmark: _Toc273453952]Description of Document and Purpose of Gap Analysis
The NAESB REQ.22 document “establishes voluntary Model Business Practices for Third Party access to Smart Meter-based information.”[footnoteRef:5] These business practices are intended only to serve as flexible guidelines rather than requirements, with the onus on regulatory authorities or similar bodies to establish the actual requirements. They are also not intended for any billing or collection activities. [5:  NAESB REQ.22 Executive Summary] 

The purpose of the Gap Analysis is to assess the REQ.22 Model Business Practices (MBP) against the Smart Grid High Level Security Requirements (HLR) in Vol. 1 and note differences between the REQ.22 Model Business Practices (MBP) and the NISTIR 7628 Vol. 2 privacy recommendations.  The scope of REQ.22 differs in some respects from that of the NISTIR 7628 Vol. 2.  For example, the REQ.22 MBPs “are not intended to apply to the Distribution Company’s disclosure, collection, use and handling of Smart Meter-based Information in connection with the Distribution Company’s or its agents’ utility services product or service fulfillment or billing and collection activities.”[footnoteRef:6]   They are instead “intended solely to apply to other disclosures of Smart Meter-based Information from the Distribution Company to a Third Party,”[footnoteRef:7] as well as the disclosure of Smart Meter-based Information from one Third Party to another Third Party.  The scope of NISTIR 7628 is broader in that it refers to “entities that participate within the Smart Grid” and “each organization collecting or using Smart Grid data from or about consumer locations” in its recommendations.[footnoteRef:8]  There are several instances in this review where the key difference between the documents is a difference of scope, but not a difference in stating how privacy should be protected in a particular circumstance. [6:  Ibid.]  [7:  Ibid.]  [8:  NISTIR 7628, Guidelines for Smart Grid Cyber Security: Vol. 2, Privacy and the Smart Grid, pg 2 and pg 19.] 

[bookmark: _Toc273453953]Assumptions
This document covers business practices at an abstract level (the GWAC Stack Organizational layers), and from a cybersecurity perspective, addresses many privacy areas. It states that “the Third Party should have the responsibility to protect the Retail Customer’s privacy.”  These MBPs are expected to help “adopters [of these guidelines] to make informed decisions that appropriately balance beneficial uses of the Smart Meter-based information with privacy concerns.”
However, it is not clear if this document also pertains to “conduit” parties that might have access to Smart Meter-Based Information (e.g., telecommunications carriers, etc.).  
Where the REQ.22 MBPs meet the functional intent of the NISTIR 7628 privacy recommendations, it has been noted in the “Comments” column of the second table below.  In some cases, there may be variations in the language used in the two documents, so additional comments are included to clarify the rationale behind the determination.  Also noted in the “Comments” column is where the only major difference between the documents is the difference in scope.  Where there are significant differences between the two documents, the comments typically note this with “Partially Meets” and an explanation.
Assessment of Cybersecurity Content
Does the standard address cybersecurity? If not, should it?
This document provides guidelines for the privacy business practices that may be followed by Distribution Companies and Third Parties for managing private customer Smart Meter information.
What aspects of cybersecurity does the standard address and how well (correctly) does it do so?
Table 1 provides the assessment of the NAESB REQ.22 document against the NISTIR High Level Requirements (HLR) in Volume 1, while Table 2 provides the assessment against the Privacy Recommendations in Volume 2.

[bookmark: _Ref275172974]Table 1: Correlations between Standard being Assessed and the NISTIR Security Requirements
	Reference in Standard
	Applicable NISTIR 7628 HLR Requirements
	Comments including how NISTIR HLR Requirements Are or Are Not Completely Met

	REQ.22.1.1 Data privacy practices… are subject to the terms and requirements set forth by the Applicable Regulatory Authority and Governing Documents
	· SG.PL-4 Privacy Impact Assessment
	Partially Meets. Privacy practices are subject to “Applicable Regulatory Authority and Governing Documents.” These privacy practices do not require management approval as the HLR requirements state.

	REQ.22.1.3 Distribution Companies make their information privacy policies… reasonably available 
	· SG.AC-20 Publicly Accessible Content
	Partially Meets. This requirement applies only to making the privacy information available to the Third Party.

	REQ.22.1.4 Third parties … should ensure the transparency of their information privacy policies and practices
	· SG.AC-20 Publicly Accessible Content
	Meets.

	REQ.22.1.5 Third Parties … should protect the privacy and security of the Smart Meter-based information
	· AG.AC-1 Access Control Policy and Procedures
	Partially Meets. Access control applies to privacy information.

	REQ.22.1.6 Parties should share information concerning solutions to common privacy-related information-sharing problems…
	· SG.IR-11 Coordination of Emergency Response
	Partially Meets. The sharing of information takes place before the emergency situation.

	REQ.22.1.7 A Third Party … should be an identifiable entity that is permitted to receive Smart Meter-based information … including applicable cyber security and privacy requirements
	· SG.IA-1 Identification and Authentication Policy and Procedures
	Meets.

	REQ.22.1.8 … the disclosing party is not responsible or liable … for the security of such information
	· SG.ID-1 Information and Document Management Policy and Procedures
	Meets.

	REQ.22.3.1.1 Distribution Companies should have internal information security privacy policies …
	· SG.PM-1 Security Policy and Procedures
	Meets.

	REQ.22.3.1.1.2 Distribution Companies should promote the privacy of Smart Meter-based information to relevant employees …
	· SG.AT-2 Security Awareness 
	Partially Meets. The use of the term “promote” is not clear. It appears to mean raising awareness and encouraging employees to take privacy seriously.

	REQ.22.3.1.1.2.1 Distribution Companies should have regular training and ongoing awareness activities …
	· SG.AT-3 Security Training
	Meets.

	REQ.22.3.1.1.3 Distribution Companies should internally audit and monitor their own Smart Meter-based information activities …
	· SG.AU-1 Audit and Accountability Policy and Procedures
	Meets.

	REQ 22.3.1.1.4 …Distribution Companies should make and retain … records related to their disclosures …
	· SG.AU-2 Auditable Events
	Meets.

	REQ.22.3.1.1.5 The Distribution Company should establish … a process designed to prevent its terminated employees from obtaining unauthorized access …
	· SG.AC-3 Account Management
· SG.PS-4 Personnel Termination
	Meets.

	REQ.22.3.2.1 Third Parties should have internal information security privacy policies …
	· SG.PM-1 Security Policy and Procedures
	Meets.

	REQ.22.3.1.2.2 Third Parties should promote the privacy of Smart Meter-based information to relevant employees …
	· SG.AT-2 Security Awareness 
	Partially Meets. The use of the term “promote” is not clear. It appears to mean raising awareness and encouraging employees to take privacy seriously.

	REQ.22.3.1.2.2.1 Third Parties should have regular training and ongoing awareness activities …
	· SG.AT-3 Security Training
	Meets.

	REQ.22.3.1.2.3 Third Parties should internally audit and monitor their own Smart Meter-based information activities …
	· SG.AU-1 Audit and Accountability Policy and Procedures
	Meets.

	REQ 22.3.1.2.4 …Third Parties should make and retain … records related to their disclosures …
	· SG.AU-2 Auditable Events
	Meets.

	REQ.22.3.1.2.5 The Third Party should establish … a process designed to prevent its terminated employees from obtaining unauthorized access …
	· SG.AC-3 Account Management
· SG.PS-4 Personnel Termination
	Meets.

	REQ.22.3.2.1.1 Distribution Companies should provide … notice to Retail Customers that Smart Meter-based information will not be disclosed to Third Parties, unless such disclosure is authorized by the Retail Customer …

REQ.22.3.2.1.2 …privacy policies should be reasonably clear, concise, understandable, and accessible …
REQ.22.3.2.1.3 … and transparent
	· SG.AC-9 Smart Grid Information System use Notification 
	Meets.

	REQ.22.3.2.1.1 Third Parties should provide … notice to Retail Customers that Smart Meter-based information will not be disclosed to additional Third Parties, unless such disclosure is authorized by the Retail Customer …

REQ.22.3.2.1.2 …privacy policies should be reasonably clear, concise, understandable, and accessible …
REQ.22.3.2.1.4 … and transparent
	· SG.AC-9 Smart Grid Information System use Notification 
	Meets.

	REQ.22.3.2.2.3 Third Parties … should only use the information for the purposes specified in the Authorization
	· SG.ID-3 Information Handling
	Meets.

	REQ.22.3.3 Choice and Consent

REQ.22.3.3.1 Distribution Company Business Practices

REQ.22.3.3.2 Third Party Business Practices
	· SG.CA-1 Security Assessment and Authorization Policy and Procedures
	Meets.

	REQ.22.3.4.1.1 Third Party collection of Smart Meter-based information should be limited to only that information necessary to fulfill the purpose …
	· SG.AC-7 Least Privilege
	Meets.

	REQ.22.3.5.1.1 Third Parties should only keep … information … as long as is necessary to fulfill the authorized purposes

REQ.22.3.5.1.2 Third Parties shall destroy … information …
	· SG.ID-2 Information and Document Retention
	Meets.

	REQ.22.3.7 Disclosure and Limiting Use
	· SG.ID-3 Information Handling
	

	REQ.22.3.8 Security and Safeguards

REQ.22.3.8.1.1 Distribution Companies … should … develop and incorporate information privacy protections … into their policies and procedures
	· SG.PL-2 Smart Grid Information System Security Plan
· SG.PL-4 Privacy Impact Assessment
· SG.RA-1 Risk Assessment Policy and Procedures
	Meets.

	REQ.22.3.8.1.2 … breach of security … Distribution Company  should comply with applicable requirements and laws …
	· SG.IR Incident Response Policy and Procedures
	Meets.

	REQ.22.3.8 Security and Safeguards

REQ.22.3.8.2 Third Parties … should protect … information under its control from loss, theft, unauthorized access … by incorporating information privacy protections into their … policies and procedures
	· SG.PL-2 Smart Grid Information System Security Plan
· SG.PL-4 Privacy Impact Assessment
· SG.RA-1 Risk Assessment Policy and Procedures
	Meets.

	REQ.22.3.8.1.2 … breach of security … Third Parties should comply with applicable requirements and laws …
	· SG.IR Incident Response Policy and Procedures
	Meets.


[bookmark: _Ref328816682]
Table 2: Correlations between Standard being Assessed and the NISTIR Volume 2 Privacy Recommendations
	Reference in Standard
	Applicable NISTIR 7628 Requirement
	Comments if NISTIR Privacy Recommendations Not Completely Met and/or Clarifications

	REQ.22.1.1 Data privacy practices… are subject to the terms and requirements set forth by the Applicable Regulatory Authority and Governing Documents
	· Pg 23, Openness, Monitoring, and Challenging Compliance.
	Meets.

	REQ.22.1.2 The method by which Retail Customers Authorize access to their Smart Meter-based Information should minimize the time and effort required to take such action.
	· Pg 6, Within "Privacy of personal information"
· Pg 21, "Individual Access" and "Consumer Access" items
· Pg 41, 3rd to last bullet, "Individual Access"
	Meets. 

	REQ.22.1.3 Distribution Companies make their information privacy policies… reasonably available
	· Pg 23, Openness, Monitoring, and Challenging Compliance.
· Pg 24, 1st bullet; "Policy challenge procedures"
· Pg 40, Notice & Purpose
	Scope Difference.  Req.22.1.3 has qualifiers that list the only time the Distribution Company will provide policies to consumers will be as they relate to the disclosure of smart meter information to Third Parties, and as “reasonably available and transparent as determined by the Applicable Regulatory Authority.” 

From Vol. 2 of the NISTIR 7628: "Openness, Monitoring, and Challenging Compliance: Privacy policies should be made available to service recipients. These service recipients should be given the ability to review and a process by which to challenge an organization’s compliance with the applicable privacy protection legal requirements, along with the associated organizational privacy policies and the organizations’ actual privacy practices."

	REQ.22.1.4 Third parties … should ensure the transparency of their information privacy policies and practices
	· Pg 23, Openness, Monitoring, and Challenging Compliance.
· Pg 24 - 1st bullet; "Policy challenge procedures"
· Pg 40 - Notice & Purpose
	Meets.

	REQ.22.1.5 Third Parties … should protect the privacy and security of the Smart Meter-based information
	· Pg 40 - Security & Safeguards
· Pg 35 - 5.6.5 Smart Grid Data Access by Third Parties
	Meets.

	REQ.22.1.6 Parties should share information concerning solutions to common privacy-related information-sharing problems…
	· Pg 3
· Pg 42, Rec. 5
	Meets.

	REQ.22.1.7 A Third Party … should be an identifiable entity that is permitted to receive Smart Meter-based information … including applicable cyber security and privacy requirements
	· Pg 12 - Footnote 23.
	Meets.
Clarification: NISTIR 7628 Vol. 2 does not define “third party” but recognizes it needs to be addressed.   The referenced footnote is seen as being part of a definition.

	REQ.22.1.8 Once a Distribution Company or a Third Party has disclosed Smart Meter-based Information to another party  … the disclosing party is not responsible or liable … for the security of such information
	· N/A
	N/A
Clarification: This topic is not discussed in the NISTIR 7628 Vol. 2.

	REQ22.2.A  Business definitions
	· N/A
	N/A  
Clarification: Appendix E of NISTIR 7628 Vol. 2 contains definitions, but “Authorization” and “Smart Meter-based Information” are not terms that are defined.

	REQ22.2.B Technical definitions
	· Pg 3 - 2nd bullet describing privacy use cases
· Pg 5 - #7 describing privacy use cases
· Pg 38 - 5.7.1 Use Case Mitigation Studies 
· Pg D-1 - Privacy Use Cases “Privacy Use Case”
	Partially Meets.  The description of “Privacy Use Case” is more limited than the description provided within NISTIR 7628 Vol. 2.
Clarification: NISTIR 7628 Vol. 2 did not define “third party” but recognizes it needs to be addressed.

	REQ.22.3.1  Management and Accountability
REQ.22.3.1.1 Distribution Companies should have internal information security privacy policies … should have personnel appointed …
	· Pg 18, Management and Accountability 
	Meets when combined with REQ.22.3.1.2.1


	REQ.22.3.1.1.2 Distribution Companies should promote the privacy of Smart Meter-based information to relevant employees …
	· Pg 18, Management and Accountability 
	Meets when combined with REQ.22.3.1.1.2.1

	REQ.22.3.1.1.2.1 Distribution Companies should have regular training and ongoing awareness activities …
	· Pg 18, Management and Accountability 
	Meets when combined with REQ.22.3.1.1.2

	REQ.22.3.1.1.3 Distribution Companies should internally audit and monitor their own Smart Meter-based information activities …
	· Pg 19, Management and Accountability 
	Meets
Clarification:  Page 19 of NISTIR 7628 Vol 2 requires that audit functions be modified to monitor all energy data access.

	REQ 22.3.1.1.4 …Distribution Companies should make and retain … records related to their disclosures …
	· Pg 19, Management and Accountability
· Pg 24, Openness, Monitoring, and Challenging Compliance
	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  Otherwise the requirements align.

	REQ.22.3.1.1.5 The Distribution Company should establish … a process designed to prevent its terminated employees from obtaining unauthorized access …
	· Pg 22, Security & Safeguards
	Meets
Clarification:  There is a scope discrepancy between the two documents, but otherwise this meets.

	REQ.22.3.1.2.1 Third Parties should have personnel appointed to a position that is responsible for ensuring …
	· Pg 18, Management and Accountability 
	Meets when combined with REQ.22.3.1.1.


	REQ.22.3.1.2.2 Third Parties should promote the privacy of Smart Meter-based information to relevant employees …
	· Pg 19, Management and Accountability
	Meets when combined with REQ.22.3.1.2.2.1

	REQ.22.3.1.2.2.1 Third Parties should have regular training and ongoing awareness activities …
	· Pg 19, Management and Accountability 
	Meets when combined with REQ.22.3.1.2.2

	REQ.22.3.1.2.3 Third Parties should internally audit and monitor their own Smart Meter-based information activities …
	· Pg 19, Management and Accountability 
	Meets
Clarification: Page 19 of NISTIR 7628 Vol 2 requires that audit functions be modified to monitor all energy data access. 

	REQ 22.3.1.2.4 …Third Parties should make and retain … records related to their disclosures …
	· Pgs 18 - 19, Management and Accountability
· Pg 41, Management and Accountability.
	Meets

	REQ.22.3.1.2.5 The Third Party should establish … a process designed to prevent its terminated employees from obtaining unauthorized access …
	· Pg 22, Security & Safeguards
	Meets
Clarification: Per NISTIR 7628 Vol. 2, all organizations collecting, processing, or handling energy data and other personal information from or about consumer locations should ensure that all information collected and subsequently created about the recipients of Smart Grid services is appropriately protected in all forms from loss, theft, unauthorized access, disclosure, copying, use, or modification.

	REQ.22.3.2  Notice and Purpose
REQ.22.3.2.1.1 Distribution Companies should provide … notice to Retail Customers that Smart Meter-based information will not be disclosed to Third Parties, unless such disclosure is authorized by the Retail Customer …
REQ.22.3.2.1.2 …privacy policies should be reasonably clear, concise, understandable, and accessible …
REQ.22.3.2.1.3 … and transparent
	· Pg 19, Notice and Purpose
· Pg 41, Notice and Purpose
	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  Otherwise the requirements align.

	REQ.22.3.2.2.1 Third Parties should provide … notice to Retail Customers that Smart Meter-based information will not be disclosed to additional Third Parties, unless such disclosure is authorized by the Retail Customer …
REQ.22.3.2.2.2 …privacy policies should be reasonably clear, concise, understandable, and accessible …
REQ.22.3.2.2.4 … and transparent
	· Pg 19, Notice and Purpose
· Pg 19, Choice and Consent
· Pg 21, Disclosure and Limiting Use
	Meets when combined with each other and with REQ.22.3.2.1 in order to cover all organizations.  

	REQ.22.3.2.2.3 Third Parties … should only use the information for the purposes specified in the Authorization
	· Pg 21, Disclosure and Limiting Use
	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  Otherwise the requirements align.

	REQ.22.3.3.1.1  … a Distribution Company should not disclose Smart Meter-based Information to a Third Party unless a Retail Customer’s Authorization has been obtained and/or verified …
	· Pg 19, Choice and Consent
· Pg 21, Disclosure and Limiting Use
	Meets when combined with REQ.22.3.3.2.1.

	REQ.22.3.3.1.1.1 – 4  What should occur depending on who is responsible for obtaining the Retail Customer’s Authorization.
	· Pg 19, Choice and Consent
· 
	Meets.  
Clarification:  REQ.22 goes beyond NISTIR 7628 in this area.

	REQ.22.3.3.1.2 If the Distribution Company is responsible for obtaining the Retail Customer’s Authorization, it should identify any choices available to Retail Customers regarding Smart Meter-based Information disclosure ….
	· Pg 19, Choice and Consent
· 
	Meets.

	REQ.22.3.3.1.3  Retail Customer Authorization is not needed for the Distribution Company, including contracted agents, to collect, disclose or use Smart Meter-based Information in the course of providing (or collecting for) services or products or fulfilling any other obligations …
	· Pg 19, Choice and Consent
· Pg 20 – 21, Use and Retention
· Pg 30, Table 5-3
	Meets.

	REQ.22.3.3.1.4  Distribution Companies should provide a reasonable method through which the Retail Customer may withdraw its Authorization …
	· Pg 19, Choice and Consent
· Pg 20 – 21, Use and Retention
	Meets.

	REQ.22.3.3.1.5 Provisions for when a Distribution Company should terminate a Third Party’s rights to access data.
	· N/A
	N/A.
Clarification: NISTIR 7628 does not contain recommendations for revoking authorization or when authorization should terminate.

	REQ.22.3.3.1.6 In the case of a transfer, merger, reorganization or sale of or involving a Third Party, the Distribution Company …
	· N/A
	N/A
Clarification: No specific coverage of this situation within NISTIR 7628 Vol 2.

	REQ.22.3.3.2.1 A Third Party should not disclose Smart Meter-based Information to another Third Party unless a Retail Customer’s Authorization has been obtained and/or verified …
	· Pg 20, Use and Retention.
· Pg 21, Disclosure and Limiting Use
· Pg 41, “Use and Retention” bullet, and “Disclosure and Limiting Use” bullet.
	Meets.

Clarification: Per NISTIR 7628 Vol. 2, data should be divulged to or shared only with those parties authorized to receive it and with whom the organizations have told the recipients of services it would be shared. 

	REQ.22.3.3.2.1.1 – 3  What should occur depending on who is responsible for obtaining the Retail Customer’s Authorization.
	· Pg 20, Use and Retention.
· Pg 21, Disclosure and Limiting Use
· Pg 41, “Use and Retention” bullet, and “Disclosure and Limiting Use” bullet.
	Meets.

Clarification: Per NISTIR 7628 Vol. 2, data should be divulged to or shared only with those parties authorized to receive it and with whom the organizations have told the recipients of services it would be shared. 

	REQ.22.3.3.2.2	A Third Party may not access or request access to Smart Meter-based Information from a Distribution Company or another Third Party unless …
	· Pg 20, Use and Retention.
· Pg 21, Disclosure and Limiting Use
· Pg 41, “Use and Retention” bullet, and “Disclosure and Limiting Use” bullet.
	Meets.

Clarification: Per NISTIR 7628 Vol. 2, data should be divulged to or shared only with those parties authorized to receive it and with whom the organizations have told the recipients of services it would be shared. 

	REQ.22.3.3.2.3	Third Parties may not use the Smart Meter-based Information in a materially different manner …
	· Pg 20, Use and Retention.
· Pg 21, Disclosure and Limiting Use
· Pg 41, “Use and Retention” bullet, and “Disclosure and Limiting Use” bullet.
	Meets.

Clarification: Per NISTIR 7628 Vol. 2, data should be divulged to or shared only with those parties authorized to receive it and with whom the organizations have told the recipients of services it would be shared. 

	REQ.22.3.3.2.4	Retail Customers should receive notification from Third Parties of any choices available …
	· Pg 19, Provide notification for personal information collected.  Provide notification for new information use purposes and collection.
· Pg 20, Provide notification about choices.
	Meets.
Clarification: Per NISTIR 7628 Vol. 2, organizations should provide notification for personal information collected, provide notification for new information use purposes and collection, and provide notification about choices.

	REQ.22.3.3.2.5	Third Parties should provide a reasonable method through which the Retail Customer may withdraw its Authorization …
	· Pg 19, Provide notification for personal information collected.  Provide notification for new information use purposes and collection.
· Pg 20, Provide notification about choices.
	Meets.
Clarification:  Per NISTIR 7628 Vol. 2, organizations should provide notification for personal information collected, provide notification for new information use purposes and collection, and provide notification about choices.

	REQ.22.3.3.2.6	In the case of a transfer, merger, reorganization or sale of or involving a Third Party, the Third Party should …
	· N/A
	N/A  
Clarification:  There is no specific coverage of this situation within NISTIR 7628 Vol 2.

	REQ.22.3.3.2.7	If the Third Party is responsible for providing a form of Authorization to the Retail Customer, such form of Authorization should specify …
	· Pg 19, Choice and Consent

	Meets.
Clarification:  NISTIR 7628 Vol 2 identifies choice and consent as key issues.  Some state PUCs are currently deciding what needs to go into an Authorization.

	REQ.22.3.4 Collection and Scope
REQ.22.3.4.1.1 Third Party collection of Smart Meter-based information should be limited to only that information necessary to fulfill the purpose …
	· Pg 20, Collection and Scope

	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  Otherwise the requirements align.

	REQ.22.3.5 Use and Retention
REQ.22.3.5.1.1 Third Parties should only keep … information … as long as is necessary to fulfill the authorized purposes
	· Pg 20, Use and Retention
	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  REQ.22 does not include utilities except in their role of transferring data to a Third Party.  It is understood, however, that utilities have many more purposes for collecting, using, and retaining the data than most Third Parties would have.

	REQ.22.3.5.1.2 Third Parties shall destroy … information …
	· Pg 21, Use and Retention
	Meets

	REQ.22.3.6  Individual Access
REQ.22.3.6.1.1	A Distribution Company who discloses Smart Meter-based Information to Third Parties should develop and communicate processes for a Retail Customer to have access … should not create unreasonable barriers to such access…
	· Pg 21, Individual Access
	Partially Meets.  NISTIR 7628 Vol. 2 states that individuals should be informed about parties with whom their information is shared.  REQ.22 does require that the Authorization process should be reasonably clear, concise, understandable, and accessible, and should reflect and record the Retail Customer’s authorization.  Further, the definition of Authorization reflects a process that “provides informed consent.”  However, it does not explicitly require specific identification of those parties with which information has been shared.

	REQ.22.3.6.2.1  A Third Party should develop and communicate processes for a Retail Customer to have access to … should not create unreasonable barriers to such access…
	· Pg 41, Individual Access

	Meets.

	REQ.22.3.7 Disclosure and Limiting Use
REQ.22.3.7.1.1  … Distribution Companies should only disclose Smart Meter-based Information to those Third Parties that the Retail Customer has Authorized …
	· Pg 21, Disclosure and Limiting Use
· Pg 41, Disclosure and Limiting Use

	Meets when combined with REQ.22.3.7.2.1.
Note:  Last word of this MBP should be “activities,” not “activates.”

	REQ.22.3.7.1.2	Distribution Companies may disclose aggregated Smart Meter-based Information to Third Parties without Retail Customer Authorization, if that information does not identify and cannot be reasonably traced back to individual Retail Customers …
	· Pg 23, Security and Safeguards
· Pg 41, Security and Safeguards
	N/A.
Clarification: The NISTIR discusses the need to aggregate data so it cannot be easily linked back to an individual.  The NISTIR does not, however, state that aggregated data is safe to disclose.  It is implied, but not said explicitly.  This may be addressed in version 2 of the NISTIR.

	REQ.22.3.7.1.3  … the Distribution Company should make reasonable efforts … to preserve the privacy of the Smart Meter-based Information for another Retail Customer previously taking service at the same premises
	· Pg 21, Disclosure and Limiting Use
· Pg 41, Disclosure and Limiting Use
	Meets
Clarification: This follows with the idea that data should not be disclosed to other parties without consent.

	REQ.22.3.7.1.4	A Distribution Company should disclose Smart Meter-based Information to Third Parties in a convenient manner and within a reasonable period of time …
	· N/A
	N/A
Clarification: This is not covered by the NISTIR.

	REQ.22.3.7.1.5	A Distribution Company should not be restricted from disclosing Smart Meter-based Information to a law enforcement agency or court …
	· Pg 19, Management and Accountability
	Partially meets:  NISTIR 7628 states that an organization should have policies in place for disclosing data to law enforcement officials.  REQ.22 is concerned with organizations not being restricted from disclosing such data to law enforcement agencies.  While REQ.22 mentions that appropriate law enforcement procedural requirements should be met, it would be useful to clarify that an organization should have internal policies for what to do when law enforcement agencies make inquiries in order to meet these procedural requirements (e.g., ask for a warrant/subpoena/other legal documents).

	REQ.22.3.7.2.1  … Third Parties should only disclose Smart Meter-based Information to those additional Third Parties that the Retail Customer has Authorized …
	· Pg 21, Disclosure and Limiting Use
· Pg 41, Disclosure and Limiting Use
	Meets when combined with REQ.22.3.7.1.1.


	REQ.22.3.7.2.2	Third Parties may disclose aggregated Smart Meter-based Information to other Third Parties, without Retail Customer Authorization, if that information does not identify and cannot be reasonably traced back to individual Retail Customers …
	· Pg 23, Security and Safeguards
· Pg 41, Security and Safeguards
	N/A.
Clarification: The NISTIR 7628 discusses the need to aggregate data so it cannot be easily linked back to an individual.  The NISTIR does not, however, say that aggregated data is safe to disclose.  It is implied, but not said explicitly.  This may be addressed in version 2 of the NISTIR.

	REQ.22.3.7.2.3  … such Third Party should make reasonable efforts … to preserve the privacy of the Smart Meter-based Information for another Retail Customer previously taking service at the same premises
	· Pg 21, Disclosure and Limiting Use
· Pg 41, Disclosure and Limiting Use
	Meets
Clarification: This follows with the idea that data should not be disclosed to other parties without consent.

	REQ.22.3.7.2.4	Third Parties should disclose Smart Meter-based Information to other Authorized Third Parties in a convenient manner and within a reasonable period of time …
	· N/A
	N/A
Clarification: This is not covered by the NISTIR 7628.

	REQ.22.3.7.2.5  A Third Party should not be restricted from disclosing Smart Meter-based Information to a law enforcement agency or court …
	· Pg 19, Disclosure and Limiting Use
	Partially meets.  NISTIR 7628 states that an organization should have policies in place for disclosing data to law enforcement officials.  REQ.22 is concerned with organizations not being restricted from disclosing such data to law enforcement agencies.  While REQ.22 mentions that appropriate law enforcement procedural requirements should be met, it would be useful to clarify that an organization should have internal policies for what to do when law enforcement agencies make inquiries in order to meet these procedural requirements (e.g., ask for a warrant/subpoena/other legal documents).

	REQ.22.3.8 Security and Safeguards
REQ.22.3.8.1.1 Distribution Companies … should … develop and incorporate information privacy protections … into their policies and procedures…
	· Pg 22, Security and Safeguards

	Scope Difference.  NISTIR 7628 Vol. 2 recommends data be protected from “loss, theft, unauthorized access, disclosure, copying, use, or modification.”  This is met for Third Parties through REQ.22.3.2.2.3.  This is, however, unaddressed with respect to Distribution Companies due to the narrower scope.

	REQ.22.3.8.1.1.1	Distribution Companies should conduct and document an initial assessment of the risks associated with their processes for disclosing … and use this risk analysis to develop or update, when appropriate, their privacy protection policies and practices regarding such disclosures.
	· Pg 22, Security and Safeguards
· SG RA-4 to SG RA-6
	Partially meets.  NISTIR 7628 Vol 2 includes how data is collected, processed, stored, and otherwise handled by all organizations.

	REQ.22.3.8.1.1.2	Distribution Companies should conduct and document periodic risk analyses associated with their processes … and use this risk analysis to update, when appropriate, the applicable policies and practices. Conducting a periodic risk analysis should be considered when …
	· Pg 22, Security and Safeguards
· SG RA-4 to SG RA-6
	Meets.
Clarification: NISTIR 7628 Vol 2 also recommends considering sending a copy of the PIA results for review by an impartial third party and making the results of the review public.

	REQ.22.3.8.1.1.3	In developing or updating their privacy protection policies and practices, Distribution Companies should develop or review a reasonably comprehensive set of Privacy Use Cases …
	· Pg 3
· Pg 22, Security and Safeguards
· Pg 49
· Appendix D
	Meets.


	REQ.22.3.8.1.1.4	Distribution Company’s privacy policies and practices … should include … measures to protect the security and accuracy of the information.
	· Pg 22, Security and Safeguards
	Meets.

	REQ.22.3.8.1.1.5  For as long as they are disclosing … a Distribution Company should maintain information privacy protection policies and practices …
	· Pg 22, Security and Safeguards
· Pg 48 - Disclosure and Limiting Use
	Meets.

	REQ.22.3.8.1.2 … breach of security … Distribution Company  should comply with applicable requirements and laws …
	· Pg 24 - third bullet
· Pg 35

	Partially meets.  To the extent REQ.22 says only “comply with applicable requirements and laws” it falls short of the recommendations in NISTIR 7628 Vol. 2. §5.4.2.  In the absence of requirements and laws, there should still be policies to deal with breaches.

	REQ.22.3.8.1.3  Entities that are under contract with a Distribution Company to provide services or products … should agree to implement security and privacy safeguards at least equal to those required by the Distribution Company …
	· Pg 1 – 3, Chapt. 5 abstract
· Pg 34-35 
	Meets.


	REQ.22.3.8.2.1  Third Parties … should protect … information under its control from loss, theft, unauthorized access … by incorporating information privacy protections into their … policies and procedures
	· Pg 22, Security and Safeguards

	Meets.

	REQ.22.3.8.2.1.1	Third Parties should conduct and document an initial assessment of the risks associated with their processes … and use this risk analysis to develop or update, as appropriate, their privacy protection policies and practices regarding such processes.
	· Pg 23, 10. Openness, Monitoring, and Challenging Compliance
· Pg 40, Rec. 1
	Scope Difference:  Combined with REQ.22.3.8.2.1.2, this MBP meets the NISTIR 7628 Vol. 2 recommendation for Third Parties.  However, the NISTIR 7268 Vol. 2 (page 24) recommendation states “Any organization collecting energy data from or about consumer locations …” 

	REQ.22.3.8.2.1.2	Third Parties should conduct and document periodic risk analyses associated with their processes … Conducting a periodic risk analysis should be considered when …
	· Pg 23 – 24, 10.	Openness, Monitoring, and Challenging Compliance
· Pg 40, Rec. 1 
	Scope Difference:  Combined with REQ.22.3.8.2.1.1, this MBP meets the NISTIR 7628 Vol. 2 recommendation for Third Parties.  However, the NISTIR 7268 Vol. 2 (page 24) recommendation states “Any organization collecting energy data from or about consumer locations …” 

	REQ.22.3.8.2.1.3	In developing or updating their privacy protection policies and practices, Third Parties should develop or review a reasonably comprehensive set of Privacy Use Cases to rigorously track …
	· Pg 38, Sect. 5.7.1
	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  (page 42) states, “ … set of privacy use cases that will help utilities and third party Smart Grid providers …” 

	REQ.22.3.8.2.1.4	A Third Party’s information privacy policies and practices should include, but should not be limited to, information security, and accuracy and retention practices.
	· Pg 22, Security and Safeguards
· Pg 23, Accuracy and Quality
· Point 2 – Security and Safeguards
	Partially meets:  NISTIR 7628 Vol 2, §5.4.2 Security and Safeguards goes into much more detail stating, “… energy and personal information, in all forms, should be protected from loss, theft, unauthorized access, disclosure, copying, use, or modification.” (pg 22) Additionally, it covers limiting association of data with individuals and de-identifying information.  

	REQ.22.3.8.2.1.5	For as long as they are receiving, collecting, using, retaining, or disclosing … a Third Party should maintain information privacy protection policies and practices …
	· Pg 22,  Security and Safeguards
	Scope Difference:  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  

	REQ.22.3.8.2.2	In the event of any breach of the security of a system under a Third Party's control that results in the unauthorized disclosure … should comply with applicable requirements and laws, including any Retail Customer notification requirements …
	· Pg 24, Openness, Monitoring, and Challenging Compliance
· Pg 35, Sect. 5.6.3
	Partially meets.  To the extent REQ.22 says only “comply with applicable requirements and laws” it falls short of the recommendations in NISTIR 7628 Vol. 2. The NISTIR does not base the establishment of policies and practices on the existence of requirements and laws.  In the absence of requirements and laws, there should still be policies to deal with breaches.

	REQ.22.3.8.2.3	Entities that are under contract with a Third Party to provide services or products … should implement security and privacy safeguards at least equal to those implemented by the Third Party.
	· Pg 22, Security and Safeguards
	Meets when combined with REQ.22.3.8.1.3.

	REQ.22.3.9  Accuracy and Quality
REQ.22.3.9.1.1	A Distribution Company should endeavor to ensure that the Smart Meter-based Information is accurate and reasonably complete.
	· Pg 23, Accuracy and Quality
	Meets when combined with REQ.22.3.9.2.1.

	REQ.22.3.9.1.1.1  … it is recognized that a Distribution Company providing Smart Meter-based Information directly from the smart meter or before the data is validated for billing purposes …
	· N/A
	N/A

	REQ.22.3.9.2.1	Third Parties should endeavor to ensure that the Smart Meter-based Information is accurate and reasonably complete when disclosed …
	· Pg 23, Accuracy and Quality
	Meets:  When combined with REQ.22.3.9.1.1.1.

	REQ.22.3.10  Openness, Monitoring, and Challenging Compliance
REQ.22.3.10.1.1	Distribution Companies should develop and implement customer education plans to raise the awareness …
	· N/A
	N/A
Clarification: Educating customers about what protection policies and practices the utility has is not specifically addressed in NISTIR 7628 Vol. 2.  Notifying customers about policies about how data is collected, used, retained, and disclosed is covered in NISTIR 7628 Vol. 2, but not how it is protected.  This MBP also does not cover the NISTIR 7628 Vol. 2 recommendation to educate consumers about the privacy risks in the Smart Grid.

	REQ.22.3.10.1.2	Distribution Companies should establish and make available complaint procedures to Retail Customers to address disputes …
	· Pgs 23 – 2, 10.	Openness, Monitoring, and Challenging Compliance
	Scope Difference:  It only covers disclosure of the data.  It does not cover collection, use, or retention.

	REQ.22.3.10.2.1	Third Parties should develop and implement customer education plans …
	· N/A
	N/A
Clarification: Educating customers about what protection policies and practices the Third Party has is not specifically addressed in NISTIR 7628  Vol. 2.  Notifying customers about policies that address how data is collected, used, retained, and disclosed is covered, but not how it is protected.  This MBP also does not cover the NISTIR 7628 Vol. 2 recommendation to educate consumers about the privacy risks in the Smart Grid.

	REQ.22.3.10.2.2	Third Parties should establish and make available complaint procedures to Retail Customers to address disputes …
	· Pg 23,  Openness, Monitoring, and Challenging Compliance
	Scope Difference:  When combined with REQ.22.3.10.1.2, this MBP partially meets the recommendation made in NISTIR 7628 Vol. 2.  However, REQ.22.3.10.1.2 only covers disclosure of the data.  It does not cover collection, use, or retention.



What aspects of cybersecurity does the standard not address? Which of these aspects should it address? Which should be handled by other means?
This document does not address any of the possible procedures or technological methods that could be used for privacy, nor does it address any non-privacy cybersecurity requirements for smart meter information. These other cybersecurity issues should be addressed in another document, if they are not added in this document.
REQ.22 focuses on the transfer of data from a utility to a third party.  This focus means the document does not address any privacy issues, particularly those that occur with customer energy usage data (CEUD), outside of the transfer process.  A utility company should be undertaking some due diligence activities in order to help protect the privacy of Retail Customer data and to ensure that contracted agents protect the data throughout the entire data lifecycle. Utilities may wish to consider the possible benefits of educating customers about what due diligence customers may do to help protect their data once it is transferred to a third party. A potential gap could allow for an imposter to obtain Smart-meter Based Information because there is no requirement for a Third Party to verify their identity with a Distribution Company before the release of data.  This should be addressed in REQ.22 or elsewhere, perhaps by the Applicable Regulatory Authority.  It is understood that in some cases there may be guidance in these areas from other sources, such as State governments. 
What work, if any, is being done currently or is planned to address the gaps identified above?  Is there a stated timeframe for completion of these planned modifications?
Unknown at this time.
Recommendations
The CSWG recommends that the NAESB REQ.22 be added to the NIST Catalog of Standards. However, a few issues should be considered:
· Additional cybersecurity requirements. The CSWG recommends that additional cybersecurity requirements for supporting privacy as well as traditional cybersecurity requirements for Third Party access to smart meter-based information be addressed in this or another document.
· Utility privacy requirements. A utility company should undertake some due diligence activities in order to help protect the privacy of Retail Customer data and to ensure that contracted agents protect the data throughout the entire data lifecycle. 
· Utility customer education. Utilities may wish to consider the possible benefits of educating customers about what due diligence customers may do to help protect their data once it is transferred to a third party. 
· Third Party identity verification. A potential gap could allow for an imposter to obtain Smart-meter Based Information because there is no requirement for a Third Party to verify their identity with a Distribution Company before the release of data.  This should be addressed in REQ.22 or elsewhere, perhaps by the Applicable Regulatory Authority.  It is understood that in some cases there may be guidance in these areas from other sources, such as State governments.
List any references to other standards and whether they are normative or informative
No references were included.
- 1 -
image1.png
Interoperability Categories Description

Political and Economic Objectivesas

8: Economic/Regulatory Policy - Embodiedin Policy and Regulation

Organizational
9 7 Sharedbetween Businesses

’ Strategic and Tactical Objectives
Alignmentbetween Operational Business
Processesand Procedures

5 Awareness ofthe Business Knowledge

5: Business Context | Relatedtoa Specific Interaction

Informational Understanding ofthe Concepts Contained
4: Semantic Understanding

in the Message Data Structures

Understanding of Data Structure in
Messages Exchanged between Systems

Mechanism to Exchange Messages between
Multiple Systems acrossa Variety of Networks

Mechanism to Establish Physical

and Logical Connections between Systems




image2.png
Cross-cutting Issues

UONN|OAT WA)SAS >

uopeinbyuod g A1sA0dsIa >

Aunqeess/AqelD y/oueunonad->

UoleAISS3ald WAISAS

3B\ @jels g uonoesuell

Bunipny 2 buib6o

Aseaud g2 AQunoas

Bupuanbas @ YsuAs awil

uopnesuynuU3IP| I24No0sSaIYy

AN (A DA
A2 A2 2L

ju3ajuod jo Bujues paieys





