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Security Assessment of OASIS Energy Interoperation Version 1.0 (Working Draft 38)
[bookmark: _Toc273704898]Introduction
[bookmark: _Toc273704899][bookmark: _Toc276464221]Correlation of Cybersecurity with Information Exchange Standards
Correlating cybersecurity with specific information exchange standards, including functional requirements standards, object modeling standards, and communication standards, is very complex. There is rarely a one-to-one correlation, with more often a one-to-many or many-to-one correspondence. 
First, communication standards for the Smart Grid are designed to meet many different requirements at many different “layers” in the communications “stack” or “profile.” Two commonly used profiles are the International Organization for Standardization (ISO)/ Open Systems Interconnection model (OSI) 7-layer reference model[footnoteRef:1] and the GridWise Architecture Council (GWAC) Stack[footnoteRef:2] (see Figure 1), where the OSI 7-layer model essentially maps into the Technical levels of the GWAC Stack.  Some standards address the lower layers of the communications stack, such as wireless media, fiber optic cables, and power line carrier. Others address the “transport” layers for getting messages from one location to another. Still others cover the “application” layers, the semantic structures of the information as it is transmitted between software applications. In addition, there are communication standards that are strictly abstract models of information – the relationships of pieces of information with each other. Cybersecurity is a cross-cutting issue and should be reflect in requirements at all levels: cybersecurity policies and procedures mainly cover the GWAC Stack Organizational and Informational levels, while cybersecurity technologies generally address those requirements at the Technical level.   [1:  ISO 7498-1:1994, Information technology -- Open Systems Interconnection -- Basic Reference Model: The Basic Model.]  [2:  The GWAC Stack is available at http://www.gridwiseac.org/ in the GridWise Interoperability Context-Setting Framework. ] 
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[bookmark: _Ref315415962]Figure 1: ISO/OSI 7-Layer Reference Model and GWAC Stack Reference Model
Second, regardless of what communications standards are used, cybersecurity must address all layers – end-to-end – from the source of the data to the ultimate destination of the data. In addition, cybersecurity must address those aspects outside of the communications system in the upper GWAC Stack layers that may be functional requirements or may rely on procedures rather than technologies, such as authenticating the users and software applications, and screening personnel. Cybersecurity must also address how to cope during an attack, recover from it afterwards, and create a trail of forensic information to be used in post-attack analysis. 
Third, the cybersecurity requirements must reflect the environment where a standard is implemented rather than the standard itself - how and where a standard is used must establish the levels and types of cybersecurity needed. Communications standards do not address the importance of specific data or how it might be used in systems; these standards only address how to exchange the data.  Standards related to the upper layers of the GWAC Stack may address issues of data importance.
Fourth, some standards do not mandate their provisions using “shall” statements, but rather use statements such as “should,” “may,” or “could.” Some standards also define their provisions as being “normative” or “informative.” Normative provisions often are expressed with “shall” statements. Various standards organizations use different terms (e.g., standard, guideline) to characterize their standards according to the kinds of statements used. If standards include security provisions, they need to be understood in the context of the “shall,” “should,” “may,” and/or “could” statements, “normative,” or “informative” language with which they are expressed.
Therefore, cybersecurity must be viewed as a stack or “profile” of different security technologies and procedures, woven together to meet the security requirements of a particular implementation of a stack of policy, procedural, and communication standards designed to provide specific services. Ultimately cybersecurity, as applied to the information exchange standards, should be described as profiles of technologies and procedures which can include both “power system” methods (e.g. redundant equipment, analysis of power system data, and validation of power system states) and information technology (IT) methods (e.g. encryption, role-based access control, and intrusion detection).
There also can be a relationship between certain communication standards and correlated cybersecurity technologies. For instance, if Transmission Control Protocol (TCP)/Internet Protocol (IP) is being used at the transport layer and if authentication, data integrity, and/or confidentiality are important, then transport layer security (TLS) should be used.
In the following discussions of information exchange standard(s) being reviewed, these caveats should be taken into account.
[bookmark: _Toc273704900][bookmark: _Toc276464222]Correlation of Cybersecurity Requirements with Physical Security Requirements
Correlating cybersecurity requirements with specific physical security requirements is very complex since they generally address very different aspects of a system. Although both cyber and physical security requirements seek to prevent or deter deliberate or inadvertent attackers from accessing a protected facility, resource, or information, physical security solutions and procedures are vastly different from cybersecurity solutions and procedures, and involve very different expertise. Each may be used to help protect the other, while compromises of one can definitely compromise the other. 
Physical and environmental security that encompasses protection of physical assets from damage is addressed by the NISTIR 7628 only at a high level. Therefore, assessments of standards that cover these non-cyber issues must necessarily also be at a general level.
Standardization Cycles of Information Exchange Standards
Information exchange standards, regardless of the standards organization, are developed over a time period of many months by experts who are trying to meet a specific need. In most cases, these experts are expected to revisit standards every five years in order to determine if updates are needed. In particular, since cybersecurity requirements were often not included in standards in the past, existing communication standards often have no references to security except in generalities, using language such as “appropriate security technologies and procedures should be implemented.”
With the advent of the Smart Grid, cybersecurity has become increasingly important within the utility sector. However, since the development cycles of communication standards and cybersecurity standards are usually independent of each other, appropriate normative references between these two types of standards are often missing. Over time, these missing normative references can be added, as appropriate.
Since technologies (including cybersecurity technologies) are rapidly changing to meet increasing new and more powerful threats, some cybersecurity standards can be out-of-date by the time they are released. This means that some requirements in a security standard may be inadequate (due to new technology developments), while references to other security standards may be obsolete. This rapid improving of technologies and obsolescence of older technologies is impossible to avoid, but may be ameliorated by indicating minimum requirements and urging fuller compliance to new technologies as these are proven.
[bookmark: _Toc276464223]References and Terminology
References to the National Institute of Standards and Technology (NIST) security requirements refer to the NIST Interagency Report (IR) 7628, Guidelines to Smart Grid Cyber Security, Chapter 3, High-Level Security Requirements.
References to “government-approved cryptography” refer to the list of approved cryptography suites identified in Chapter 4, Cryptography and Key Management, of NISTIR 7628. Summary tables of the approved cryptography suites are provided in Chapter 4.3.2.1.
The terms “approved”, “acceptable”, and “deprecated” are defined as the following:[footnoteRef:3] [3:  The definitions are obtained from NIST Special Publication 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths.] 

Approved is used to mean that an algorithm is specified in a FIPS or NIST Recommendation (published as a NIST Special Publication).
Acceptable is used to mean that the algorithm and key length is safe to use; no security risk is currently known.
Deprecated means that the use of the algorithm and key length is allowed, but the user must accept some risk. The term is used when discussing the key lengths or algorithms that may be used to apply cryptographic protection to data (e.g., encrypting or generating a digital signature).
As noted, standards have different degrees for expressing requirements, and the security requirements must match these degrees. For these standards assessments, the following terminology is used to express these different degrees[footnoteRef:4]:  [4:  The first clause of each terminology definition comes from the International Electrotechnical Commission (IEC) Annex H of Part 2 of ISO/IEC Directives. The second clause (after “which”) comes from the Institute of Electrical and Electronics Engineers (IEEE) as a further amplification of the term.] 

Requirements are expressed by “…shall…,” which indicates mandatory requirements strictly to be followed in order to conform to the standard and from which no deviation is permitted (shall equals is required to).
Recommendations are expressed by “…should…,” which indicates that among several possibilities one is recommended as particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but not necessarily required (should equals is recommended that).
Permitted or allowed items are expressed by “…may…,” which is used to indicate a course of action permissible within the limits of the standard (may equals is permitted to).
Ability to carry out an action is expressed by “…can …,” which is used for statements of possibility and capability, whether material, physical, or causal (can equals is able to).
The use of the word must is deprecated, and should not be used in these standards to define mandatory requirements. The word must is only used to describe unavoidable situations (e.g. “All traffic in this lane must turn right at the next intersection.”)
OASIS Energy Interoperation Version 1.0 (Working Draft 38)
[bookmark: _Toc273453952]Description of Document
[bookmark: _Toc273453953]Scope: As stated in Section 2.1, Energy Interoperation Scope of Energy Interoperation, “Energy Interoperation (EI) supports the following:
Transactive Energy
Distribution of dynamic and contract prices
Demand response approaches ranging from dispatch of load resources to price levels embedded in an event
Measurement and confirmation of response.
Projected price, demand, and energy 
EI engages Distributed Energy Resources (DER) while making no assumptions as to their processes or technology.
Interaction patterns and service definitions to support the following are in scope for Energy Interoperation:
Market communications to support transactive energy. (see [TEMIX])
Specific offerings by end nodes to alter energy use.
Measurement and confirmation of actions taken, including but not limited to curtailment, generation, and storage, including load and usage information, historical, present, and projected.
Notifications requesting performance on transactions offered or executed.
Information models for price and product communication.
Service definitions for Energy Interoperation”
Purpose: As stated in the Energy Interoperation Introduction, the purpose of the energy interoperation information and communication model is “to coordinate energy supply, transmission, distribution, and use, including power and ancillary services, between any two parties, such as energy suppliers and customers, markets and service providers, in any of the [NIST/SGIP] domains. Energy Interoperation defines messages to communicate price, reliability, and emergency conditions over communications interfaces. Energy Interoperation is agnostic as to the technology that a communications interface may use to carry these messages.  …  Energy Interoperation relies on standard format for communication of time and interval [WS-Calendar] and for Energy Price and Product Definition [EMIX]. This document assumes that there is a high degree of symmetry of interaction at any Energy Interoperation interface, i.e., that providers and customers may reverse roles during any period.”
Assumptions
Although this review is of Working Draft 38, it has been determined that this document is technically the same as the final version 1, which contains only minor editorial corrections.
The OASIS Energy Interoperation document states, “Loose integration using the SOA style assumes careful definition of security requirements between partners. Size of transactions, costs of failure to perform, confidentiality agreements, information stewardship, and even changing regulatory requirements can require similar transactions be expressed within quite different security contexts. It is a feature of the SOA approach that security is composed in to meet the specific and evolving needs of different markets and transactions. Security implementation must be free to evolve over time and to support different needs. Energy Interoperation allows for this composition, without prescribing any particular security implementation.”
However, there is a non-normative section 13 which discusses security and composition. Essentially it states that security requirements vary depending upon the various parties involved, their ownership, their jurisdictions, and other factors, so that no single set of security requirements are applicable to all situations. In addition, different security technologies may be interchangeable and substitutable at different communication layers, so that different implementations can “assemble” different security components.
Assessment of Cybersecurity Content
Does the standard address cybersecurity? If not, should it?
The OASIS Energy Interoperation document does not address cybersecurity from a normative perspective. It addresses the issue of cybersecurity by stating that security is not covered by the document since it focuses on information models, but that implementations should utilize other security standards as part of the “composition” or profile of the complete implementation. It references other OASIS standards, such as:
OASIS Privacy Management Reference Model, 
OASIS Identity in the Cloud, 
OASIS Key Management Interoperability, 
OASIS Enterprise Key Management Infrastructure, 
OASIS Provisioning Services, 
OASIS Web Services Federation TC, 
OASIS Web Services Secure Exchange 
and more
What aspects of cybersecurity does the standard address and how well (correctly) does it do so?
[bookmark: _Ref275172974]Table 1: Correlations between Standard being Assessed and the NISTIR Security Requirements
	Reference in Standard
	Applicable NISTIR 7628 Requirement
	Comments if NISTIR Requirement Is Not Completely Met

	Section 13 Security and Composition [Non-Normative]
	SG.SA-8 Security Engineering Principles
	The document acknowledges the need for security engineering for implementations, but does not provide any guidelines on which principles are necessary.

	
	
	


What aspects of cybersecurity does the standard not address? Which of these aspects should it address? Which should be handled by other means?
The OASIS Energy Interoperation document does not address cybersecurity except for pointing to other cybersecurity documents. Although it is understandable that a “one size fits all” approach is not applicable, nonetheless security requirements that act as a check list for implementers could be included in this or some referenced document.
What work, if any, is being done currently or is planned to address the gaps identified above?  Is there a stated timeframe for completion of these planned modifications?
The document being reviewed is a “working draft”. OASIS process mandates that only editorial changes by the staff are allowed to be made for the final publication.
Recommendations
The CSWG recommends that the OASIS Energy Interoperation version 1.0 document be accepted and that:
The abstract be updated to reflect the actual scope of the document since the abstract seems to imply security concerns.
An effort be undertaken to develop cybersecurity requirements and guidelines for the energy interoperation functions.
The normative/informative status of “[Vavailability] C. Daboo, B. Desruisseaux, Calendar Availability, http://tools.ietf.org/html/draft-daboo-calendar-availability-02, IETF Internet Draft, April 2011” should be clarified.

List any references to other standards and whether they are normative or informative
Normative References
[EMIX] EMIX OASIS Committee Specification Draft 04, Energy Market Information Exchange 1.0, September 2010. http://docs.oasis-open.org/emix/emix/v1.0/csd04/emix-v1.0-csd04.html
[RFC2119] S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.
[RFC2246] T. Dierks, C. Allen Transport Layer Security (TLS) Protocol Version 1.0, http://www.ietf.org/rfc/rfc2246.txt, IETF RFC 2246, January 1999.
[SOA-RM] SOA-RM OASIS Standard, OASIS Reference Model for Service Oriented Architecture 1.0, October 2006 http://docs.oasis-open.org/soa-rm/v1.0/
[Vavailability] C. Daboo, B. Desruisseaux, Calendar Availability, http://tools.ietf.org/html/draft-daboo-calendar-availability-02, IETF Internet Draft, April 2011
[WS-Calendar] WS-Calendar OASIS Committee Specification 1.0, WS-Calendar, July 2011, http://docs.oasis-open.org/ws-calendar/ws-calendar-spec/v1.0/cs01/ws-calendar69 spec-v1.0-cs01.pdf 
Non-Normative References
[BACnet/WS] Addendum C to ANSI/ASHRAE Standard 135-2004, BACnet Web Services Interface.
[ebXML-MS] OASIS Standard, Electronic Business XML (ebXML) Message Service Specification v3.0: Part 1, Core Features, October 2007. http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/core/os/ebms_core-3.0-spec-os.pdf
[EISA2007] Energy Independence and Security Act of 2007, http://nist.gov/smartgrid/upload/EISA-Energy-bill-110-140-TITLE-XIII.pdf
[EPRI] Concepts to Enable Advancement of Distributed Energy Resources, February 2010, http://my.epri.com/portal/server.pt?Abstract_id=000000000001020432 energyinterop-v1-0-wd38 Working Draft December 13, 2011 Copyright © OASIS® 2011. All Rights Reserved. Standards Track Work Product Page 12 of 145
[Framework] National Institute of Standards and Technology, NIST 80 Framework and Roadmap Smart Grid Interoperability Standards, Release 1.0, January 2010, http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf
[Galvin] Galvin Electricity Initiative, Perfect Power, http://www.galvinpower.org/perfect84 power/what-is-perfect-power
[ID-CLOUD] OASIS Identity in the Cloud Technical Committee http://www.oasis-open.org/committees/id-cloud
[IEC 61968] Application integration at electric utilities - System interfaces for distribution management - Part 9: Interfaces for meter reading and control
[IEC 61970-301] Energy management system application program interface (EMS-API) - Part 301: Common information model (CIM) base
[KMIP] OASIS Standard, Key Management Interoperability Protocol Specification Version 1.0, October 2010 http://docs.oasis-open.org/kmip/spec/v1.0/kmip-spec-1.0.pdf
[OpenADR] Mary Ann Piette, Girish Ghatikar, Sila Kiliccote, Ed Koch, Dan Hennage, Peter Palensky, and Charles McParland. 2009. Open Automated Demand Response Communications Specification (Version 1.0). California Energy Commission, PIER Program. CEC-500-2009-063. [NAESB-SG] NAESB Smart Grid Subcommittee, http://www.naesb.org/smart_grid_standards_strategies_development.asp
[OASIS SCA] OASIS Service Component Architecture Member Section http://www.oasis-opencsa.org/sca
[OASIS PMRM] OASIS Privacy Management Reference Model (PMRM) Technical Committee, http://www.oasis-open.org/committees/pmrm
[SAML] OASIS Standard, Security Assertion Markup Language 2.0, March 2005. http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf
[SOA-RA] OASIS Public Review Draft 01, Reference Architecture for Service Oriented Architecture Version 1.0, April 2008 http://docs.oasis-open.org/soa-rm/soa-ra/v1.0/soa-ra-pr-01.pdf
[SPML] OASIS Standard, Service Provisioning Markup Language (SPML) v2 - DSML v2 Profile, April 2006. http://www.oasis111 open.org/committees/download.php/17708/pstc-spml-2.0-os.zip 
[TC57CIM] IEC Technical Committee 57 Common Information Model (IEC 61968 and IEC 61970, various dates)
[TEMIX] TeMIX Transactive Energy Market Information Exchange [TeMIX] an approved Note of the EMIX TC. Ed Cazalet et al. http://www.oasis-open.org/committees/download.php/37954/TeMIX-20100523.pdf
[Vavailability] C. Daboo, B. Desruisseaux, Calendar Availability, http://tools.ietf.org/html/draft-daboo-calendar-availability-02, IETF Internet Draft, April 2011
[WS-Addr] Web Services Addressing (WS-Addressing) 1.0, W3C Recommendation, http://www.w3.org/2005/08/addressing.
[WSFED] OASIS Standard, Web Services Federation Language (WS-Federation) Version 1.2, 01 May 2009 http://docs.oasis-open.org/wsfed/federation/v1.2/os/ws-federation-1.2-spec-os.doc
[WSI-Basic] R Chumbley, J Durand, G Pilz, T Rutt , Basic Profile Version 2.0, http://ws-i.org/profiles/BasicProfile-2.0-2010-11-09.html, The Web Services-Interoperability Organization, November 2010
[WSRM] OASIS Standard, WS-Reliable Messaging 1.1, November 2004. http://docs.oasis-open.org/wsrm/ws-reliability/v1.1/wsrm-ws_reliability-1.1-spec-os.pdf
[WS-SecureConversation] OASIS Standard, WS-SecureConversation 1.3, March 2007. http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-os.pdf energyinterop-v1-0-wd38 Working Draft December 13, 2011 Copyright © OASIS® 2011. All Rights Reserved. Standards Track Work Product Page 13 of 145
[WS-Security] OASIS Standard, WS-Security 2004 133 1.1, February 2006. http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
[WS-SX] OASIS Web Services Secure Exchange (WS-SX) Technical Committee http://www.oasis-open.org/committees/ws-sx
[XACML] OASIS Standard, eXtensible Access Control Markup Language 2.0, February 2005. http://docs.oasis-open.org/xacml/2.0/access control-xacml-2.0-core-spec140 os.pdf 
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