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1.1 [bookmark: _Toc273704899][bookmark: _Toc276464221]Correlation of Cybersecurity with Information Exchange Standards
Correlating cybersecurity with specific information exchange standards, including functional requirements standards, object modeling standards, and communication standards, is very complex. There is rarely a one-to-one correlation, with more often a one-to-many or many-to-one correspondence. 
First, communication standards for the Smart Grid are designed to meet many different requirements at many different “layers” in the reference model. Two commonly used reference models are the International Organization for Standardization (ISO) / Open Systems Interconnection model (OSI) 7-layer reference model[footnoteRef:1] and the GridWise Architecture Council (GWAC) Stack[footnoteRef:2] (see Figure 1), where the OSI 7-layer model maps to the Technical levels of the GWAC Stack.  Some standards address the lower layers of the reference models, such as wireless media, fiber optic cables, and power line carrier. Others address the “transport” layers for getting messages from one location to another. Still others cover the “application” layers, the semantic structures of the information as it is transmitted between software applications. In addition, there are communication standards that are strictly abstract models of information – the relationships of pieces of information with each other. Cybersecurity is a cross-cutting issue and should be reflected in requirements at all levels: cybersecurity policies and procedures mainly cover the GWAC Stack Organizational and Informational levels, while cybersecurity technologies generally address those requirements at the Technical level.   [1:  ISO 7498-1:1994, Information technology-Open Systems Interconnection-Basic Reference Model: The Basic Model.]  [2:  The GWAC Stack is available at http://www.gridwiseac.org/ in the GridWise Interoperability Context-Setting Framework. ] 
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[bookmark: _Ref315415962]Figure 1: ISO/OSI 7-Layer Reference Model and GWAC Stack Reference Model
Second, regardless of what communications standards are used, cybersecurity must address all layers – end-to-end – from the source of the data to the ultimate destination of the data. In addition, cybersecurity must address those aspects outside of the communications system in the upper GWAC Stack layers that may be functional requirements or may rely on procedures rather than technologies, such as authenticating the users and software applications, and screening personnel. Cybersecurity must also address how to cope during an attack, recover from it afterwards, and create a trail of forensic information to be used in post-attack analysis. 
Third, the cybersecurity requirements must reflect the environment where a standard is implemented rather than the standard itself - how and where a standard is used must establish the levels and types of cybersecurity needed. Communications standards do not address the importance of specific data or how it might be used in systems; these standards only address how to exchange the data.  Standards related to the upper layers of the GWAC Stack may address issues of data importance.
Fourth, some standards do not mandate their provisions using “shall” statements, but rather use statements such as “should,” “may,” or “could.” Some standards also define their provisions as being “normative” or “informative.” Normative provisions often are expressed with “shall” statements. Various standards organizations use different terms (e.g., standard, guideline) to characterize their standards according to the kinds of statements used. If standards include security provisions, they need to be understood in the context of the “shall,” “should,” “may,” and/or “could” statements, “normative,” or “informative” language with which they are expressed.
Therefore, cybersecurity must be viewed as a stack or “profile” of different security technologies and procedures, woven together to meet the security requirements of a particular implementation of policy, procedural, and communication standards designed to provide specific services. Ultimately cybersecurity, as applied to the information exchange standards, should be described as profiles of technologies and procedures which can include both “power system” methods (e.g. redundant equipment, analysis of power system data, and validation of power system states) and information technology (IT) methods (e.g. encryption, role-based access control, and intrusion detection).
There also can be a relationship between certain communication standards and correlated cybersecurity technologies. For instance, if Transmission Control Protocol (TCP)/Internet Protocol (IP) is being used at the transport layer and if authentication, data integrity, and/or confidentiality are important, then transport layer security (TLS) should be used.
In the following discussions of information exchange standard being reviewed, these caveats should be taken into account.
1.2 [bookmark: _Toc273704900][bookmark: _Toc276464222]Correlation of Cybersecurity Requirements with Physical Security Requirements
Correlating cybersecurity requirements with specific physical security requirements is very complex since they generally address very different aspects of a system. Although both cyber and physical security requirements seek to prevent or deter deliberate or inadvertent attackers from accessing a protected facility, resource, or information, physical security solutions and procedures are vastly different from cybersecurity solutions and procedures, and involve very different expertise. Each may be used to help protect the other, while compromises of one can definitely compromise the other. 
Physical and environmental security that encompasses protection of physical assets from damage is addressed by the NISTIR 7628 only at a high level. Therefore, assessments of standards that cover these non-cyber issues must necessarily also be at a general level.
1.3 Standardization Cycles of Information Exchange Standards
Information exchange standards, regardless of the standards organization, are developed over a time period of many months by experts who are trying to meet a specific need. In most cases, these experts are expected to revisit standards every five years in order to determine if updates are needed. In particular, since cybersecurity requirements were often not included in standards in the past, existing communication standards often have no references to security except in generalities, using language such as “appropriate security technologies and procedures should be implemented.”
With the advent of the Smart Grid, cybersecurity has become increasingly important within the utility sector. However, since the development cycles of communication standards and cybersecurity standards are usually independent of each other, appropriate normative references between these two types of standards are often missing. Over time, these missing normative references can be added, as appropriate.
Since technologies (including cybersecurity technologies) are rapidly changing to meet increasing new and more powerful threats, some cybersecurity standards can be out-of-date by the time they are released. This means that some requirements in a security standard may be inadequate (due to new technology developments), while references to other security standards may be obsolete. This rapid improving of technologies and obsolescence of older technologies is impossible to avoid, but may be ameliorated by indicating minimum requirements and urging fuller compliance to new technologies as these are proven.
1.4 [bookmark: _Toc276464223]References and Terminology
References to the National Institute of Standards and Technology (NIST) security requirements refer to the NIST Interagency Report (IR) 7628, Guidelines to Smart Grid Cyber Security, Chapter 3, High-Level Security Requirements.
References to “government-approved cryptography” refer to the list of approved cryptography suites identified in Chapter 4, Cryptography and Key Management, of NISTIR 7628. Summary tables of the approved cryptography suites are provided in Chapter 4.3.2.1.
The terms “approved”, “acceptable”, and “deprecated” are defined as the following:[footnoteRef:3] [3:  The definitions are obtained from NIST Special Publication 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths.] 

Approved is used to mean that an algorithm is specified in a FIPS or NIST Recommendation (published as a NIST Special Publication).
Acceptable is used to mean that the algorithm and key length is safe to use; no security risk is currently known.
Deprecated means that the use of the algorithm and key length is allowed, but the user must accept some risk. The term is used when discussing the key lengths or algorithms that may be used to apply cryptographic protection to data (e.g., encrypting or generating a digital signature).
As noted, standards have different degrees for expressing requirements, and the security requirements must match these degrees. For these standards assessments, the following terminology is used to express these different degrees[footnoteRef:4]:  [4:  The first clause of each terminology definition comes from the International Electrotechnical Commission (IEC) Annex H of Part 2 of ISO/IEC Directives. The second clause (after “which”) comes from the Institute of Electrical and Electronics Engineers (IEEE) as a further amplification of the term.] 

Requirements are expressed by “…shall…,” which indicates mandatory requirements strictly to be followed in order to conform to the standard and from which no deviation is permitted (shall equals is required to).
Recommendations are expressed by “…should…,” which indicates that among several possibilities one is recommended as particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but not necessarily required (should equals is recommended that).
Permitted or allowed items are expressed by “…may…,” which is used to indicate a course of action permissible within the limits of the standard (may equals is permitted to).
Ability to carry out an action is expressed by “…can …,” which is used for statements of possibility and capability, whether material, physical, or causal (can equals is able to).
The use of the word must is deprecated, and should not be used in these standards to define mandatory requirements. The word must is only used to describe unavoidable situations (e.g. “All traffic in this lane must turn right at the next intersection.”)

[bookmark: _Toc273453952]OpenADR 2.0a Profile Specification, A Profile 
Description of Document
As stated in the standard, “Development of the Demand Response (DR) market has resulted in a transition from manual DR to OpenADR in Automated DR (Auto-DR) programs. As of 2012, over 250 MW was enrolled in California commercial and industrial customers Auto-DR programs using OpenADR 1.0. 1 DR is defined as “…action taken to reduce electricity demand in response to price, monetary incentives, or utility directives so as to maintain reliable electric service or avoid high electricity prices." 
OpenADR was developed to support Auto-DR programs and California’s energy policy objectives to move toward dynamic pricing to improve the economics and reliability of the electric grid. The recent developments has expanded the use of OpenADR to meet diverse market needs such as ancillary services (Fast DR), dynamic prices, intermittent renewable resources, supplement grid-scale storage, electric vehicles, and load as a generation. For example, with real-time price information, an automated client within the customer facility can be designed to continuously monitor these prices and translate this information into continuous automated control and response strategies. This rationale is the fundamental element of the United States (U.S.) Smart Grid interoperability standards, which are developed to improve dynamic optimization of electric supply and demand. 
The OpenADR 2.0 profile specification is a flexible data model to facilitate common information exchange between electricity service providers, aggregators, and end users. The concept of an open specification is intended to allow anyone to implement the two-way signaling systems, providing the servers, which publish information (Virtual Top Nodes or VTNs) to the automated clients, which subscribe the information (Virtual End Nodes, or VENs).”
The OpenADR 2.0 Profile Specifications contains the following elements, used to develop test and certification framework for Smart Grid and customer systems interoperability:
“1. A set of data models derived from the OASIS Energy Interoperation 1.0 standard.
2. A set of services for performing various functions and operations for the exchange of the data models, also derived from the OASIS Energy Interoperation 1.0 standard.
3. A set transport mechanisms for implementing the services. The transport mechanisms rely upon standard-based IP communications such as HTTP and XML Messaging and Presence Protocol (XMPP).
4. A set of security mechanisms for securing each of the transport mechanisms.
5. OpenADR 2.0 Schemas (separate document)”
This document is the OpenADR 2.0a profile specification, shown as the smallest circle in the following diagram.
[image: C:\Users\FRANCE~1\AppData\Local\Temp\scl1.PNG]
[bookmark: _Toc273453953]Assumptions
As stated in the document, “OpenADR is a “communications data model,” which facilitates information exchange between two end-points, the electricity service provider and the customer. It is not a protocol that specifies “bit-structures” as some communications protocols do, but instead relies upon existing open standards such as eXtensible Mark-up Language (XML) and Internet Protocol (IP) to as the lingua franca and framework for exchanging DR signals.”
Therefore, this review only assesses the OpenADR communications data model and any specific cybersecurity statements about protocols, but does not address the overall cybersecurity issues of those supporting protocols. 
This document is termed “A Profile Specification”, which implies that it addresses which elements of other documents should be used for interoperability. 
OpenADR also relies on services from OASIS EI. Again, this review only addresses any cybersecurity statements in the OpenADR document and does not address the security of OASIS EI.
OpenADR is strictly client-server based and does not support peer-to-peer.

Assessment of Cybersecurity Content
Does the standard address cybersecurity? If not, should it?
As stated in the document, “OpenADR 2.0 specifies the necessary level of security that is essential to meet the U.S. Cyber Security requirements for such purposes as data confidentiality, integrity, authentication and message-level security. Such security requirements are essential for non-repudiation and to mitigate any resulting Cyber Security risks.”
.
What aspects of cybersecurity does the standard address and how well (correctly) does it do so?

[bookmark: _Ref275172974]Table 1: Correlations between Standard being Assessed and the NISTIR Security Requirements
	Reference in Standard
	Applicable NISTIR 7628 Requirement
	Comments, including How NISTIR Requirements Are or Are Not Completely Met

	2 Normative References
9.1.2 Transport Specific Security
	SG.SC-12 Use of Validated Cryptography
	Concern:
 TLS at the transport level is not explicitly required, and only TLS 1.0 is mentioned.  TLS 1.0 RFC 2246 has been replaced by TLS 1.2 in RFC 5246, August 2008.
The use of TLS 1.0 is not recommended for new implementations. It is expected that NIST will phased out TLS 1.0 as allowed for government, possibly this year. 

Response: 
TLS 1.2 not yet supported by many vendors/components, etc.  Expect vendors to have migration path from TLS 1.0 for legacy devices to TLS 1.2 and to have an upgrade path for devices.  However, the document does not state this requirement.

Result - Section modified to:
“TLS must be used to encrypt all traffic, regardless of the authorization method used. The client must always validate the server’s TLS certificate given during the handshake. “

See response to Sect 10.5 for more specifics on TLS versioning.

	4 Terms and Definitions
9.1 Simple HTTP
	
	Concern: 
Simple HTTP seems to be used as a specification for a type of HTTP, but it is not defined, so it is not clear whether it supports security or not.

Response:
Section text added:
“Simple HTTP in OpenADR 2.0 (a/b) refers to an HTTP implementation that uses HTTP POST over TLS to propagate OpenADR payloads.”

	9.1.2.1 SSL/TLS Client Certificate
	SG.SC-11 Cryptographic Key Establishment and Management
	Concern: 
There is no discussion of certificate revocation, key/certificate update mechanisms, or other certificate management issues. 

Response:
Certificate Revocation is covered in the OpenADR Certificate Policy.  In the future update of this document, this Certificate Policy will be updated as a normative reference. It is expected to act as a “companion” document that goes with the OpenADR specifications.  

	9.2.4.6 Authentication
	SG.SC-12 Use of Validated Cryptography
	Concern: 
Digest-MD5 is mandated, but the IETF has recommended that it be deprecated, as has NIST. Therefore, the use of Digest-MD5 is not acceptable.
RFC 6120 allows SHA-1 which is OK for password authentication.

Response:
Section changed to:
“All clients must support SSL/TLS and authorization as defined in section 13.8 and 13.9.4 of RFC-6120.  Clients must also implement Simple Authentication and Security Layer SASL EXTERNAL in order to use certificate authentication   as defined in RFC-6120.”

	10.2 Architecture and Certificate Types
7.1.3 Security
	SG.SC-12 Use of Validated Cryptography
	Concern: 
Use of transport layer security only does not provide application-layer security. Application-layer security should be mandatory for some actions, including updating security.

Response: 
In the document, 2 levels of security are specified:
Minimum level (standard security, has TLS connection) 
High security option is available for OpenADR 2.0 as an optional feature to improve non-repudiation. The mechanism is not yet fleshed out since no implementations have been created. It adds XML signatures to message content.  
It was designed this way to allow for simpler devices (with limited processing power).  High security level primarily increases and simplifies non-repudiation.  Once there is communication about a large amount of curtailment, they would want to ensure increased security.

	10.2 Architecture and Certificate Types
	
	Concern:
“Well-known certificate authority” should not be the criteria for selecting a CA.
The discussion on using RSA and ECC for encrypting certificates is inappropriate for this type of document because it is actually a very complex issue, including cryptographic algorithms, intellectual property issues, etc.
Suggest identifying the key strength, not the key length.

Response:
OpenADR will utilize their own CAs. There is a recognition that some utilities will want to use their own CAs and/or self-certify. The requirements for the CAs are specified in the OpenADR Certificate Policy.  

	10.3 Certificate Authorities
	SG.SC-11 Cryptographic Key Establishment and Management
	Concern: 
It is not only the manufacturers, but the entire supply chain that creates certificates, and these must be changed as the products move from manufacturing to testing, to warehousing, to implementation, to operation, to moved sites, and to end-of-life processing.

Response: 
The OpenADR Certificate Policy specifies the OpenADR PKI certificate hierarchy requirements.

	10.4 Certificate Revocation
	SG.SC-11 Cryptographic Key Establishment and Management
	Concern: 
The first sentence is false. It should be removed.
White-listing is fine, but may prove problematic over time. Certificate revocation must also be supported.

Response: 
First sentence has been removed; review CP for further info.  
Agreed. There will be certificate issues that will need to be address throughout the trust chain. NetworkFX and OpenADR Alliance will manage the OpenADR PKI to address the issues and maintain the integrity of the infrastructure per the CP. Text will be amended.

	10.5 TLS and Cypher Suites
	SG.SC-12 Use of Validated Cryptography

For the reasons mentioned earlier, both ECC and RSA allowed.  Client can chose between the two.  
	Concern:
Only TLS 1.2 should be mandated, with the acceptance of existing legacy TLS 1.0 equipment, but deprecated for all new implementations
SHA-1 should be deprecated for all new implementations.
High security must be mandated for certain types of actions, including registration and updating certificates.

Response: 
Section modified to discussed migration path:
“As discussed earlier, OpenADR 2.0 manufacturers shall review the NIST SP 800-131 for deprecation dates and current security requirements. Based on current availability, the following mechanisms shall be the baseline for the OpenADR 2.0 Standard security to accommodate legacy systems.
Base level requirements (mandatory for interoperability): Transport Layer Security: TLS 1.0
Cypher Suites:
ECC – TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA 
RSA – TLS_RSA_WITH_AES_128_CBC_SHA
It is strongly recommended to upgrade to TLS 1.2 and SHA256 for new systems. Manufacturers shall provide an upgrade path to a SHA2 and TLS 1.2 implementation in the event that the baseline versions are deprecated by NIST.
Recommended Security (mandatory if base level requirements are deprecated)Transport Layer Security: TLS 1.2
ECC – TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
RSA – TLS_RSA_WITH_AES_128_CBC_SHA256
Individual Demand Response programs can chose any security level required by the involved entities
Note that a VTN or VEN may be configured to support any TLS version and cipher suite combination based on the needs of a specific deployment. However in the absence of changes to the default configuration of the VTN or VEN, the behaviour of the devices shall be as noted above.”

	10.6.1 Certificate Fingerprints
	
	Concern:
The fingerprint process seems very insecure.

Response:
in future SHA-2 to do fingerprints (in many situations, SHA-1 is acceptable for fingerprints)  


What aspects of cybersecurity does the standard not address? Which of these aspects should it address? Which should be handled by other means?
There seems to be a mixture of stating that security is out-of-band and up to vendors, while still including some very detailed requirements. The reason stated for including specifics in some areas is to enable interoperability and testability, which, while valid, still leaves many other areas of security undefined, such as application-layer security, security migration paths, and security policies.
Suggestions for improving application layer security include:
Look at standard formats suitable for application – SP 800-57 part 1 and 800-131A – to get a sense of option of what is recommended.  Look at PKCS standards.  Look at standard formats that have been developed already.  
The cryptographic functions used to sign the application layer data should be NIST approved (SHA-256, etc.) and using a min of 112 bits of security  

What work, if any, is being done currently or is planned to address the gaps identified above?  Is there a stated timeframe for completion of these planned modifications?
Although the OpenADR 2.0a has been released, the updates noted in the Table above are being incorporated in OpenADR 2.0b which is a superset of 2.0a. The updates, once finalized, will then be used to update 2.0a.

Recommendations
The CSWG conditionally approves this document for inclusion in the Catalog of Standards, assuming the following recommendations have been met:
The modifications discussed in the Table have been added to the OpenADR 2.0b document, and propagated from the 2.0b document into this document 
The Certificate Policy is reviewed and found acceptable by the CSWG.

List any references to other standards and whether they are normative or informative
Normative
[OASIS EI 1.0]: Energy Interoperation OASIS Committee Specification, Energy Interoperation Version 1.0, December 2011. http://www.oasisopen.org/committees/download.php/44364/energyinterop-v1.0-csprd03.zip
[OASIS EMIX 1.0]: EMIX OASIS Committee Specification Draft 04, Energy Market Information Exchange 1.0, September 2010. http://docs.oasisopen.org/emix/emix/v1.0/csd04/emix-v1.0-csd04.html
[OASIS WS-Calendar]: WS-Calendar OASIS Committee Specification 1.0, WSCalendar, July 2011, http://docs.oasis-open.org/ws-calendar/ws-calendarspec/v1.0/cs01/ws-calendar-spec-v1.0-cs01.pdf
[RFC2246] T. Dierks, C. Allen Transport Layer Security (TLS) Protocol Version 1.0, http://www.ietf.org/rfc/rfc2246.txt, IETF RFC 2246, January 1999.
[SOA-RM] SOA-RM OASIS Standard, OASIS Reference Model for Service Oriented Architecture 1.0, October 2006 http://docs.oasis-open.org/soa-rm/v1.0/
[RFC2616] R. Fielding Hypertext Transfer Protocol -- HTTP/1.1, http://www.ietf.org/rfc/rfc2616.txt, IETF RFC 2616, June 1999.
[RFC6120] P. Saint-Andre Extensible Messaging and Presence Protocol (XMPP): Core Version 1.0, http://www.ietf.org/rfc/rfc6120.txt, IETF RFC 6120, March 2011.
[RFC6122] P. Saint-Andre Extensible Messaging and Presence Protocol (XMPP): Address Format, http://www.ietf.org/rfc/rfc6122.txt, IETF RFC 6122, March 2011.
Non-Normative
UCA OpenSG OpenADR security profile
IRC and NAESB requirements/use-cases
NIST Special Publication 800-131A
Annex A – Registration Scenarios
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