CSWG Standards Subgroup
April 29, 2011
Present: 
Frances Cleveland, Richard Scott, Stan Klein, Vicky Yan, Avy Moise, Mike Coop, Mark Freund, Sandy Bacik, Steve Shorter, Mark Ellison, Doug Ragsdale, Bill Rush, Will Foster,
Discussion
PAP 15: the final 1901 is not on the ANSI Portal
Sandy has requested this document
Need to review 3 documents: 1901, ITU, and Recommendations
PAP18 was approved
First meeting is Tuesday, May 3
Dave Dalva is the CSWG liaison
SEP 2.0 review was delayed until next week May 6
SEP 1.1 was emailed to the group; however, SEP 1.0 is still not available
ANSI does not yet have an agreement with ZigBee Alliance
PAP 12
IEEE 1815 and 1815.1 review will be delayed until the following month, so it is not critical
Bill Rush and Dennis Holstein will review IEEE 1815 when they get access.
SEP 2.0
SEP 2.0 was rejected by the ZigBee Alliance due to the desire of some vendors to use UDP rather than TCP which is specified as mandatory.
While this is a problem for the acceptance of SEP 2.0 ver .7, nonetheless we can continue to review its cybersecurity issues.
SEP mixes object models with services, thus making the specification broken the moment a new object is implemented. This is a cyber security issue in that better security can be defined if the mapping between OSI Layer 7 and “Layer 8” abstract object models is specified (and therefore assessed for cybersecurity), but the actual objects are not.
SEP may be used by utilities for servicing their meters, even though the rest of the meter is ANSI C12
One cyber security concern is that SEP doesn’t have clearly defined boundaries with methods for mapping between protocols. It defines the ESI as the gateway for all interactions, but that may not be practical, given the many different inputs to homes, such as the Internet, cellphone, cableTV, AMI system, etc.
However, SEP 2.0 is starting to be implemented, despite their problems, so we have to review the cyber security issues carefully and
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