CSWG Standards Subgroup

December 17, 2010

Present: 

Vicky Yan, Sandy Bacik, Shrinath Eswarahally, Aaron Gomez (Drummond group), Stan Klein, Scott Shorter, Mark Ellison, Tom Phinney, Ave Moise, Frances Cleveland
Discussion

The next standards to review are (bold is high priority and italic for lower priority):
· C12.1 – Electric Meters Code for Electricity Metering.  Establishes acceptable performance criteria for new types of ac watt-hour meters, demand meters, demand registers, pulse devices and auxiliary devices. Describes acceptable in-service performance levels for meters and devices used in revenue metering. 
· Reviewers: Scott, Vicky, Tom Nelson of NIST may be able to recommend someone, Frances, Sandy.

· There is no effort at this time to bring it into the IEEE\
· AI: Frances will ask Tom Nelson for someone
· C12.18 - specifies the communications of the infrared interface on __ALL__ US meters, including the older, non-AMI meters 
· Reviewers: (we will ask for volunteers from the listserver)
· C12.19 - specifies the way data is stored and organized on __ALL__ US meters, including the older, non-AMI meters – 
· Reviewers: Ave, Stan, Aaron Gomez, Frances, Sandy

· When they are officially approved, then IEEE 1377 can be added to the ANSI web site. They have been balloted, but not yet finalized. However, there are no changes on that affect security. There will be a re-circulation in February after responding to comments.

· C12.20 - Establishes the physical aspects and acceptable performance criteria for 0.2 and 0.5 accuracy class electricity meters meeting Blondel's Theorem 
· Reviewers: (we will ask for volunteers from the listserver)
· C12.21 - specifies a basic way that c12.19 tables can be transported between two devices, originally intended to be across a modem, but is also being used in meter to meter networks.  Used in some AMI meters for communications. 
· Reviewers: (we will ask for volunteers from the listserver)
· C12.22 - specifies a more advanced way that c12.19 tables can be transported across a network.  Used in some AMI meters for communications. 
· Reviewers: Shrinath, Scott Shorter, Stan, Ave, Frances, Sandy
· IEEE 1703 is the equivalent to C12.22. It was balloted in 2010, but not approved. There is one minor editorial comment which hasn’t been fixed but no-one is working on it. Ed Beroset is chair.
· IEEE 1703 just improved the English of the wording, but no technical changes from C12.22

· This is not directly related to the EAX’ cryptography issue since the document has already been balloted, and no comments were received on cryptography
· ANSI is looking to NIST – a ping pong between ANSI and IEEE.
· The standard has a built-in extension method for adding new cryptography algorithms. However, if an algorithm is decided to be mandated then it would have to go back to the standardization group.

· NIST has not yet accepted EAX’ 

Testability
· Cyber security should be testable
· Want to ensure that standards are not ambiguous in their cyber security requirements

· These testability issues should be identified during the reviews – however, more information will be available in January on these testability issues
Items not yet in the NISTIR catalog:

· Vicky has put a spreadsheet of items not found in the NISTIR catalog. You can update that list or ask Vicky to do so.
