CSWG Standards Subgroup
February 11, 2011

Present: 
The usual suspects
Thank-you Scott Shorter for taking minutes
Discussion
Review of Avy’s document – Avy walked us through his comments.
Avy reviewed his blanket comments on the cover email 
There seems to be general confusion about the boundary between C12.19 and C12.22; 
Confusing between security mechanism and security service (security mechanism (e.g. algorithms) versus security service which are a way to associate a session with a role); 
Confusion between security and transaction management (e.g. concept of login (username & password) versus C12.22 logon feature which is a communication protocol with a elevated privileged mode, akin to database transactions) 
Assumption of non-secured solution as being a must have, rather than a can have. 
Confusing on-air message with storage. 
He said these would be addressed in detail in comments in the sections to follow.
 Frances asks if authentication can be assumed to happen elsewhere, Avy confirmed yes.
Avy emphasizes that there are non-secured configurations which must be permitted in the standard.
Stan points out that no standard in the series specifies the end device security requirements.
Avy says that cyber security requirements for equipment use should require security settings.
Avy says that standards should be developed for:
Secure storage
Security requirements for logical interfaces 
Summary – there are global policies that are applicable to meters generally for security standards that should be implemented at the network level rather than the end device level.
Avy expanded section 2.1 to provide more information about the modes of use and the assets involved in the system.
Question about whether NIST approval is required.  We are expecting approval of EAX’ by NIST by Q2 of 2011.  
Avy explained the reason for using EAX’ in the standard.
Stan asks if the text of the description should have the details of why EAX’ was recommended.  Annex in C12.22 has the logic for the mode also.
Scott mentioned NISTIR is being updated with greater clarity that FIPS security functions are recommended rather than required.
Avy explained his expansion to the section on assumptions in section 2.2 – every C12.22 message is assumed to be delivered securely – authentication and encryption happens at other layers. 
Frances asks how we know that the master relay is secure, tables haven’t been changed, users modified, et al.
Stan mentions C12.19 content he wrote for Section 2.3 “assessment of cybersecurity content” is applicable to C12.22.  
Frances mentions we need to address the fact that master relay requirements need to be expressed somewhere.
Stan mentions this is another example of standard not mandating security, only permits it.
Frances mentions the master relay as a point of vulnerability. Avy mentions that anything applicable to a node is applicable to the master relay, no implementation details in the standard.
Frances asks about non-modifiable event logs as another example of missing requirements.
Frances said we need to list these things in the section about what is not addressed.
Aaron suggested sending comments to ANSI C12 and possibly forming a PAP to address missing requirements.  Ideally security would be resolved between ANSI C.12, communications modules and networking equipment vendors, utilities, Measurement Canada type policies, etc.
Brief review of the Event Logger requirements from Measurement Canada that Avy sent out as an example of additional policy on how to use the standard securely.
Frances requests Avy update the C12.22 document. Avy requests feedback on table 1, Frances, Scott and Stan offered to do so.  Content added to 2.3.4 as well.
Note: NAEDRA = north American end device registration authority to be spelled out in document.
Frances implores the team to provide comment on table 1 by Monday 2/14 while Avy works on the document in parallel.

