CSWG Standards Subgroup
February 25, 2011
Present: 
Frances Cleveland, Dennis Holstein, Stan Klein, Tom Phinney, Scott Shorter, Avy Moise, Richard Scott, Drummond, Mark Ellison, DTE, Sandy Bacik
Discussion
We have the latest versions of the ANSI C12 security reviews from Frances yesterday.  Frances proposes that all but C12.22 are almost ready for submittal to NIST.
Sandy mentioned that Avy and Aaron sent comments on C12.1, C12.18, C12.21, it was agreed that Frances, Avy, and Sandy can resolve the existing comments.
Goal for the day - wrap up C12.22 so we can focus on PAP02.
Stan brought up a typo “and assets”, Avy corrected it.
Discussion of the Trace Service as where we had not arrived in C12.22 review.  Avy states that the trace service is diagnostic and not security relevant.  It is equivalent to a traceroute.  Discussion of the capabilities provided by the trace and whether it can be subverted.  Trace is an optional service.  Whether authentication needs to be provided is out of scope of the standard.  Frances recommends Avy note that the trace capability can be authenticated, but if encryption is used it becomes non-operational. 
5.3.4.8 Calling authentication value element – transmission of the <epsemcontrol> value is not a security violation. After some discussion, it was decided to remove the final note.
5.3.4.8.1: C12.22 Security Mechanism, the comment about allowing cleartext being a security vulnerability is another instance of needing policy guidance to specify statements like that.  The text in the column is factually true but we can remove the comment.
5.3.4.13.1: C12.22 Security mechanism comment on keys can have the comment removed.
6.7.3 Link Control Service – After some discussion, recommend deleting the row because it doesn’t map to SG.AC-17   
Agreed to drop the comment about the registration process and the ESN.
Looked at new sub-bullet in 2.3.5, agreed that it can be added.
Open call for further comments – ANSI reviews are all set to go?  Nobody disagreed.
Avy remarked that there is an RFC for C12.22 over IP assigned for RFC6142.
Avy will update C12.1, C12.18 and C12.19 reviews to include the MOU language from the C12.22 description of document.
