CSWG Standards Subgroup
February 4, 2011

Present: 
Vicky Yan, Stan Klein, Frances Cleveland, Scott Shorter, Gary Ragsdale, Aaron Gomez, Mark Ellison, Avy Moise, Richard Balkanet (??), John DeLoach, Shrinath Eswarahally

Schedule for Completion
Hopefully agree to release .1 and .19 to the testing group for their review by Monday Feb 7
Sandy Bacik is the lead of that Task Force within the CSWG and the SGTCC
Complete reviews of .22 by next week – Friday at latest???
Complete reviews of .18 and .21 by next week
Release all 5 ANSI standards for general review by the SGIP by Monday Feb 14??
The review will be for cybersecurity only
The SGIP members will fill out comment forms
The CSWG standards subgroup will then review the comments

Discussion on ANSI C12.22
Frances (in email): 
In my review of C12.22, I was bothered by many aspects of its security handling. For instance, the document seems to assume that neither the server or the client has been compromised. An example is the Logon Service which establishes a session without first establishing access permissions. It provides for immediate transfer to the session state from the idle state as a peer-to-peer association. If nothing else, this process is wide open to denial-of-service. 
Another example is that the user id “may” be inserted in the event log – this is not adequate security.  Also, since the protocol provides the option to not implement security, vendors could opt to select different security methods which are most likely not interoperable. And of course, sending the sensitive user identification in cleartext is a clear violation of security.
Are there any guidelines on what methods should be implemented to provide security?
Avygdor Moise (in email):
One should not confuse session management (in the context of a transaction envelope) with security (in the context of identity, authentication etc)
The EPSEM services are embedded inside the User Element
The User Element is embedded inside the ACSE APDU
The ACSE APDU can be authenticated and encrypted.
What can/cannot be accomplished in a session is an extension (transaction wise) to what can or cannot be accomplished in a single session-less message (the smallest transaction one may have).
The peer-to-peer association is managed by the ACSE APDU which contains called/calling ApTitles (names) and invocation IDs (i.e. process ids). These are authenticated.
Having said that, an deployer (e.g. a utility) may choose not to implement any of the security provisions, but then it is not a problem with the Standard it is a problem with the deployer's policy of use.
In regards to the user id in the event log, given that the user id is not bound to security and it is 'F.Y.I.' only, then one should look at the HASH Values and the detailed message that was recorded in regards to <security> service and <read>/<write> service since it will tell the tale.
In regard to guidelines, the closest we have to guidelines are the Measurement Canada Event Log Requirements. In the US the closest we have are the AEIC Guidelines, and NISTR also look at the guidelines provided by approved C12.22 over IP RFC security consideration section.
Avy: The meter must be able to report/log any compromise. That is the premise for all security.
The security requirements are external to the standard through a utility security policy
Trust begins in the meter through the utility record, with the record maintained by the utility record. The utility checks the change management in the meter to verify that no uncommanded changes have taken place.
The event log must be prevented from being modified – if the event log is erased, then that erase event must be logged.
The meter sets one flag to indicate that a change has taken place, but this is a vulnerability in itself.
Frances: 
Avy: I will provide a description of the update process for .22 (section 2.3.4)
The document is not well structured to distinguish normative from informative, and does not clearly identify the security aspects.
Avy:
There is a National Canada document that does describe the security aspects. This could be used as an informative reference and might be used as a starting point for the security requirements document that we are recommending.
Frances
The AEIC PAP 5 document covers the guidelines for using .19 and .22, and we did note in our CSWG review that sending the password in the clear is a real issue for .21 and .22
Avy will review the .22 document as well as Ed Beroset.
ANSI C12.18 and .21
Frances: Would like to get the reviews of ANSI C12.18 and .21 completed
She will send out cleaned up versions of all reviews but with the comments still included.

