CSWG Standards Subgroup
January 14, 2011

Present: 
Stan Klein, Vicky Yan, Sandy Bacik, Frances Cleveland, Scott Shorter, John Tengdin, Shrinath Eswarahally, Aaron Gomez, Mark Ellison, Steve Chasko, Benjamin Button, Aaron Snyder, Mark Ellison, Wendy Al-Mukdad, Tony Suarez, Ave Moise, Bill Rush
Discussion
Discussed the description of ANSI C12.19 provided by Ave:
All the scattered security will eventually need to be identified and discussed relative to the NISTIR requirements
Ave will include a section describing the security model of .19
There is a User Guide that provides more information
Ave will determine what can be used or referenced
The un-keyed cryptographic hash only enables signatures, but does not provide it
Aaron: Maybe the standard should be updated to separate informative from normative sections. Ave, you and I should take this back to the working group to see how this could be done.
Scott will re-write section 2.3.1
Frances will add a statement to the template asking for a description of any security model or security approach under Section 2.1
Scott will identify the various references to security-related requirements in the standard which don’t really map to the NISTIR requirements.
Scott: These included many of the items I put in my first draft. I will put them in a separate table or separate paragraphs from the NISTIR table.
It is important for those reading the review, such as FERC, to understand all the security-related issues. Therefore it is better to have more assessment and explanations rather than leaving them out and having questions come back later.
Stan: there is a problem of storing passwords in the clear in the meter. 
Ave: The reason is that meters protect fields by hardware
Ave: the fields are write only, so they cannot be read. 
Bill: FIPS 140-2 does specify that only a blank/zero would be returned
Stan: Nonetheless, no standard exists on the security of the device itself
Ave: if I take a hammer, break the meter apart, and try to read the chips, it is likely that you could read the passwords
So you are right, there is no standard addressing physical security of meters
Frances: Physical-cybersecurity is becoming a big issue, so we need to address this. For instance, ANSI C12.1 does include some physical-cybersecurity issues like rf interference to communications.
Frances:
Sandy will lead the discussions next week
Let’s finish up C12.19 this week and focus on C12.22 next week
We still need to address .1 (Sandy and Vicky are working on that one), .18, and .21. Ave and Aaron, who are so close to the standards, should be secondary reviewers so that they can see what others are thinking first. Then they will review those drafts. 
