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NAESB REQ 21
Marty Burns (from email)
· I have placed a link to the 3PDA document on the ESPI page of the TWiki -- http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP10ESPIWorking 
· Also, this page has all the RFCs that REQ21 relies upon. 
· These along with arranging access to REQ22 would complete your needed access for analyzing REQ21.
· In indicating to NAESB the CSWG needs for this, you might get Marianne or perhaps Tanja who participated in REQ22 to send an email with the CSWG position.
· I looked at the REQ21 and 3PDA document again briefly and here are some key points:
· 1)      The Use Cases and terminology of 3PDA were imported and used in ESPI
· 2)      The Use Cases were modified and massaged according to the standards development activity. I believe these are different but in concert with the thinking of 3PDA in who knows what and provides what to whom.
· 3)      The 3PDA analyzed their use case steps relative to the DHS controls as mandatory or not
· 4)      We never were able to arrange for the CSWG to remap these to the NISTR but this would be a good thing. What would be most valuable as a contribution would be a mapping of the ESPI Use Case steps to the NISTIR controls. This can be significantly guided by the 3PDA work on which ESPI was based (see 1 and 2 above). However the SGIP would certainly like to see the NISTIR distillation used.
· 5)      At a minimum, I think the CSWG should look at the Use Case sequences and what is exchanged and judge them against the NISTR qualitatively. I think you want to assess this while being guided by REQ22. Finally, I think you want to provide a judgment as to whether the RFCs relied upon by ESPI to fulfill the Use Case requirements (see the mapping of logical to physical services at the end of the standard) justifiably do so.
· 6)      Some recommendation on how to interpret clause REQ.21.6.1.1 which appears to be an introduction only, referencing Security Profile For Third Party Data Access, to the business process requirements REQ.21.6.1.1.1 and REQ.21.6.1.1.2.
Sandy will bring up the fact that we are blocked with the CSWG Review of NAESB REQ.21 since we don’t have access to NAESB REQ.22.
· Sandy will contact the SGIP administrator, the ANSI portal contact, and the NAESB contact, stating that the CSWG cannot continue on the cybersecurity review of REQ.21 without access to the REQ.22.
RFC 5849 may become obsolete by some new work, but from our perspective, we will take RFC 5849 as is.
· Avy will take a look at this RFC to see if it meets the REQ.21 requirements
Avy: Since the security is just referencing RFCs, it is not clear whether the cybersecurity beyond those lower levels is adequate.
· Chris: Some of the privacy issues are addressed in REQ.22, but not in REQ.21. But the security requirements are not addressed in either document.
Is the punting of the requirements to “Applicable Regulatory Authority” too broad and weak?
· Recommended practices allow regulators to pick and choose, but there are over 50 different opinions on whether this is a good approach.
· Active voice indicates “shall” in the documents
Frances will issue a version 3 of the review, but the review process will go on hold until we get resolution on access to NAESB REQ.22.
Frances will develop a skeleton review of BACnet for our next meeting next week.
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