CSWG Standards Subgroup

January 7, 2011
Present: 

Stan Klein, Vicky Yan, Sandy Bacik, Frances Cleveland, Shrinath Eswarahally, Andy Bochman, Aaron Gomez, Scott Shorter, Mark Ellison, Steve Chasko, Benjamin Button, Mickey Argo, Gary Ragsdale, Ed Beroset, John Tengdin (at end of call)
Discussion

Vicky: The NISTIR 7628 will be updated on an 18 month schedule. The exact scope and logistics are still to be worked out.
C12.19

Scott (from email): 

· As you will see, there’s an attempt (incomplete) to express conformance requirements as XCCDF Rules, and a mapping of NISTIR security controls to the requirements found in C12.19 (the table includes requirements from C12.22 as well, that review is ongoing as well).

· I am concerned about the use of MD5 hashes as the integrity method for the tables.  Setting aside whether MD5 is a good hash algorithm (it isn’t), a hash algorithm alone cannot provide the signature capability the parameter is described as having.  A hash can protect from accidental data corruption, but an attacker who wants to insert malicious data can subvert the integrity mechanism by calculating a new hash.  
· I don’t think as written the standard provides sufficient protection from modification of the audit logs.  
· As an aside, the NISTIR recommends algorithm flexibility and this mechanism doesn’t support that either, but that’s not my main beef.
Scott: XCCDF Rules comes from NIST – you can Google this

Stan: Is this communications or how it is stored? I was told this is strictly communications

Ed: C12.19 is indeed just for transport and not for storage. The reason is that different vendors want to use different methods to hold the tables in very small memory. This standard may not be the right place to have security for storage.
Frances: Then security requirements could be developed (the what, not the how, similar to the Meter Upgradeability standard), by the CSWG AMISec subgroup, and maybe taken to ANSI for a new standard. This recommendation must be made in one of our reviews – maybe in the ANSI C12.1 review.
C12.22

Scott: C12.22 registration with the network is a concern. There are a number of people who disagree with registration as documented in the standard.
Ed: Registration is done by serial number which can be gotten by querying the meter. Authentication is done by one or more services, so that if one service is turned on to grant authentication, then it happens. So a rogue authentication service could “validate” a rogue meter. Encryption cannot be turned on for requesting a serial number.

A better way would be to pre-provision serial numbers, rather than dynamic access of serial numbers. Could store a serial number, but there may be different serial numbers – one from the vendor and one from the utility. Many ways could be used to deal with serial.
Frances: Could another document be recommended to be developed to close these types of loopholes, so that the C12.22 standard does not have to be changed? These new security requirements should be testable, but should not be a testing profile, since that is not normative.

Shrinath: Could we recommend that an appendix be added to the C12.22?

Ed: One way could be an errata, a second way could be an addendum, the third way is to re-write the standard.

Frances: the security requirements could be a separate document that covers more than one ANSI standard, but the decision on how our recommendations are implemented should be left up to the ANSI groups.
Ed: the AEIC does already have guidelines, which may not be the best, but do exist.

Frances: Scott will move his documents into the templates and will include all recommendations. We can then decide where to place these recommendations.

Ed: We should continue the discussions on hashes via email. In addition, other people like Aaron Snyder should be included.
